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ABSTRACT The vehicular ad hoc network presents a very complex cyber-physical system with intricate
interplay between the physical and cyber domains. In the physical domain, vehicles need to frequently broad-
cast their geographic information. The safety message broadcasting in an area with a high density of vehicles
tends to incur a large data traffic rate that should be properly processed in the cyber domain. In this paper, we
address the issue of large computation overhead caused by the safety message authentication. Especially, a
cooperative message authentication protocol (CMAP) is developed to alleviate vehicles’ computation burden.
With CMAP, all the vehicles share their verification results with each other in a cooperative way, so that the
number of safety messages that each vehicle needs to verify reduces significantly. Furthermore, we study the
verifier selection algorithms for a high detection rate of invalid messages in a practical 2-D road scenario.
Another important contribution in this paper is that we develop an analytical model for CMAP and the
existing probabilistic verification protocol [8], considering the hidden terminal impact. Simulation results
over a practical map are presented to demonstrate the performance of the proposed CMAP with comparison
to the existing method.

INDEX TERMS Vehicular ad hoc network, security, safety applications, cooperative authentication, missed

detection ratio.

I. INTRODUCTION

The recent research efforts on transportation management
have pointed to a paradigm shift in intelligent transporta-
tion systems (ITS), where advanced communications tech-
nologies are integrated into transportation infrastructure and
vehicles. At the heart of ITS, the vehicular ad hoc networks
(VANET) have found a wide range of applications includ-
ing safety and mobility enhancement, data downloading for
entertainment, mobile advertising, security and privacy pro-
visioning, and energy consumption control for hybrid electric
vehicles (HEVs) [3], [7], [28].

The VANET presents a very complex cyber-physical sys-
tem (CPS) with intricate interplay between the physical
domain and the cyber domain. On one side, the compli-
cated physical domain of VANET incurs many challenging
issues to the cyber domain. For example, different transporta-
tion infrastructures, e.g., those in urban and country areas,
require different road side unit (RSU) deployment strategy
for optimal VNS performance. Frequent broadcast of safety
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messages from a vehicle along the road may leak the
travelling route of a vehicle, which could be a privacy issue.
On the other side, the design of control algorithms and net-
working protocols in the cyber domain significantly impact
the performance in the physical domain. For example, the net-
work congestion conditions determine whether certain safety
messages could be timely delivered to other vehicles. The
lack of a good security solution or a stimulation scheme will
discourage vehicles to collaborate with each other for safety-
related or entertainment-related applications.

This paper focuses on the security aspect of the vehic-
ular cyber-physical system. Security and privacy are cru-
cial for VANETs [3]. In a VANET safety application, each
vehicle periodically broadcasts its geographic information
(which can be obtained from a global positioning system
(GPS) receiver) say, every 300 ms, including its current
position, direction and velocity, as well as road information
[2]. In order to provide secure functionality of authentica-
tion, integrity, and non-repudiation, every message sent by
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vehicles needs to have a digital signature [4]. Verifying the
signatures of the received messages will incur a significant
computation overhead. Furthermore, vehicles have to change
their signing keys periodically [2] or employ computational
expensive techniques, such as short group signature [5], for
the sake of privacy provisioning. Both methods will further
increase vehicles’ computation load for message verification.
When the density of vehicles is high [6], [7], the computation
overhead may become intolerable for the on board unit (OBU)
installed on a vehicle.

Cooperative message authentication is a promising tech-
nique to alleviate vehicles’ computation overhead for
message verification. In [8], vehicles verify messages in a
cooperative manner, employing a probabilistic verification
protocol (PVP). However, in order to guarantee cooperation
efficiency, vehicles have to verify at least 25 messages within
300 ms, which is still a heavy computation burden. Our work
in [7] studies how to properly select verifiers to further reduce
the computation overhead in cooperative authentication,
considering the hidden-terminal impact. However, both [7]
and [8] focus only on one-dimensional (1-D) high way sce-
nario.

In this paper, we present a cooperative message authenti-
cation protocol (CMAP) for a general two-dimensional (2-D)
city road scenario with an assumption that each safety mes-
sage carries the location information of the sending vehicle.
Verifiers of each message are defined according to their loca-
tions relative to the sender. Only the selected verifiers check
the validity of the message, while those non-verifier vehicles
rely on verification results from those verifiers. A brand new
research issue with CMAP is how to select verifiers in the
city road scenario. Our previous work [7] studies CMAP
for the 1-D highway scenario. However, the CMAP in the
1-D scenario cannot be directly implemented to the 2-D
city road scenario [9]. For example, on the highway, if we
ignore collisions and packet loss in the wireless channel, two
verifiers (one verifier in front of the sending vehicle and one
verifier behind the sending vehicle) are enough to inform
all the non-verifiers when invalid messages are identified.
Obviously, this is not true in the city road case. In this paper,
we propose three verifier selection algorithms, i.e., n-nearest
method, most-even distributed method, and the compound
method for the CMAP. We present both theoretical and sim-
ulation studies to examine the performance of the CMAP, in
comparison to the PVP [8]. Specifically, this paper has three
main contributions as follows.

« We develop an efficient cooperative message authentica-
tion protocol and associated verifier selection methods
for a general 2-D city road scenario. With our CMAP
protocol, the computation overhead of each vehicle can
be reduced significantly compared to the pure proba-
bilistic cooperative protocol [8].

o We develop an analytical model to quantitatively evalu-
ate the performance of our CM AP protocol as well as the
existing PVP protocol [8]. The accuracy of our protocol
is verified through simulations.
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o We conduct NS2 simulations of an IEEE 802.11 based
VANET over a practical road map to examine the missed
detection ratio of invalid messages, when malicious
vehicles are present. Simulation results confirm the effi-
ciency improvement of CMAP compared to the existing
method.

The remainder of this paper is organized as follows.
Section II reviews more related work. Section III describes
the system model. Section IV presents the detailed protocol
design and discusses the verifier selection algorithms. Simu-
lation results are presented in Section VI. Section VII gives
the concluding remarks.

Il. RELATED WORK

There have been many studies on how to protect the location
privacy of a vehicle in a VANET, where each vehicle needs
to periodically broadcast safety messages. A natural idea
is using pseudonyms [32], where a vehicle can update its
pseudonym after each transmission to break the linkability
between its locations. The pseudonym scheme can be further
enhanced with the techniques of mix zone [16] and silent
period [17] to fully break the linkage between previous and
current pseudonyms. The AMOEBA scheme [3] protects the
location privacy of vehicles with a group-based technique.
The messages of all group members are forwarded by the
group leader. However, the group leader has to sacrifice its
location privacy. Even worse, when a malicious vehicle is
selected as the group leader, privacy of the whole group is
under threat.

An anonymous signing protocol is proposed in [2] to
provision security functions of authentication, integrity and
nonrepudiation, in addition to the location privacy in VANET.
In this protocol, each vehicle keeps a large number of cer-
tificated anonymous public and private key pairs. A key pair
is assigned to only one user and will be discarded after a
short period of time. One disadvantage of this scheme is that
each vehicle has to store a large number of pseudonyms and
certifications, so that a revocation for abrogating malicious
vehicles is very difficult.

The group signature [18] is a promising technique to pro-
vision both privacy and authentication. The group signature
has the magic property that the signatures from different
group members can be verified with the same group pub-
lic key, so that the exact identities within the group are
protected. A vehicular communication framework based on
group signature is proposed in [19]. The work in [20] sys-
tematically discusses the implementation of group signature
protocol in VANETSs. The group signature is integrated with
the pseudonym scheme in [21] to avoid storing pseudonyms
and certifications in vehicles. While most of the existing stud-
ies on group signature rely on a centralized key management
scheme, our previous study in [7] develops a distributed key
management framework based on group signature to provi-
sion privacy in VANET. The framework is equipped with
techniques to detect compromised road side units and their
colluding malicious vehicles.
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In a VANET safety application, it is critically important to
design protocols with small computation overhead for timely
and reliable message processing. The work in [10] shows
that the TESLA technique, which is a hash function based
protocol, can be applied in VANET for an authentication
protocol with small computation overhead. However, TESLA
does not have the property of non-repudiation. An aggregate
signature and certificates verification scheme is proposed
in [11], which is particularly efficient when the density of
vehicles is high. Zhang et. al. developed an infrastructure-
aided message authentication protocol which requires infras-
tructures to cover all the area because they have to be involved
in the authentication [12].

A promising thread of techniques to reduce the computa-
tion overhead in authentication is cooperative authentication.
Through cooperative verification, the number of messages
to be authenticated by each vehicle will be reduced con-
siderably. Our cooperative message authentication protocol
(CMAP) in [7] indicates that purely random selection of
verifiers cannot lead to the best performance of coopera-
tive authentication, due to the impact of hidden terminals,
and proposes a verifier selection approach to improve per-
formance. However, the work in [7] only considers the 1-
dimension highway scenario. In [29], we extend the CMAP to
a practical two-dimensional city road scenario. An important
open issue with the existing cooperative authentication is the
lack of analytical model. Although there are a few analytical
studies on message broadcasting in VANET [27], [30], [31],
none of them can be directly applied to analyze the coop-
erative authentication protocols. In this paper, we develop
analytical models for the proposed CMAP and the exist-
ing PVP protocols, taking into account the hidden terminal
problem.

VANETS can be established based on different networking
protocols such as cellular networks, IEEE 802.16 (WiMAX),
and IEEE 802.11 [22], [23]. Cellular and WiMAX networks
relies on the availability of base station, which is expensive
and might not be available in underdeveloped areas. The IEEE
802.11 based network can support both base station to vehicle
communication and vehicle to vehicle ad hoc communication,
so it is considered as the mainstream protocol for VANETSs
[81, [12], [24]-[27]. In this paper, we also focus on the IEEE
802.11 based VANETS.

lll. SYSTEM MODEL

As shown in Fig. 1, the entities in VANETS can be classified
into three categories: the authority, road side infrastructures
and vehicles.

The authority generates all the keys and is responsible for
the system maintenance.

Road side infrastructures (RSI) are wireless infrastruc-
tures that are deployed at the road sides. Traffic lights or
road signs can serve as RSI after renovation. Note that, in
the VANETS, especially at the early stage, RSI may not be
available in some areas.
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Vehicles are equipped with on board units which are in
charge of all communication and computation tasks and GPS
receivers [13] utilizing DGPS technology [14] with an accu-
racy on the order of one meter. As shown in Fig. 1, before
vehicles join the VANETS, they have to register to the author-
ity and then preload signing keys and credentials off-line from
the authority. In our protocol, we employ the short group
signature [7], [20] as the signing protocol for vehicles. In the
real application, vehicles may choose the anonymous signing
protocol [2] or other protocols instead of the group signature
protocol. But the essence is the same. The verification time
for short group signature is 11 ms with a 3 GHz Pentium IV
system [7] and all the safety messages must be verified within
100 ms after they are sent out.

Registration 4
B <
()] Download keys and
é credentials offline
—_—

The

Road Side Authority

Infrastructure

FIGURE 1. Vehicular ad hoc networks.

Moving
Direction

Vehicles communicate with each other through radio over
the IEEE 802.11p on 5.9 GHz [15]. Among all seven com-
munication channels in the IEEE 802.11p, there is one acci-
dent avoidance channel for safety message broadcasting. All
vehicles broadcast their geographic information periodically
in the accident avoidance channel with the same commu-
nication range, e.g. 300 meters. Moreover, warning mes-
sages induced by the cooperation are also transmitted in this
channel.

We assume that the overwhelming majority of vehicles
are honest which is reasonable in the civilian use sys-
tem. Moreover, “good” vehicles are willing to cooper-
ate with each other. In our protocol, there are also some
malicious vehicles who always broadcast invalid messages.
Meanwhile, they never share their verification results with
others.

Before discussing the details of the protocol, we would like
to demonstrate two concepts. If a vehicle would like to cheat
others, it will send false messages. The false message means
that the content of the message is wrong, but the sender’s
signature may be valid. For example, a vehicle may claim a
traffic jam somewhere; however in fact no traffic jam happens
there. With a valid signature attached in the message, the
authority can track the cheating vehicle. The other phrase we
will use in the cooperative message authentication is invalid
message. An invalid message is a message that cannot pass
the signature verification. In such a case, even the authority
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cannot find the signer of an invalid message. So, we must filter
all the invalid messages.

IV. COOPERATIVE MESSAGE AUTHENTICATION

In this section, we will discuss cooperative message authen-
tication protocol for the city road scenario in details. The
work flow of CMAP will be presented followed by three
verifier selection algorithms that are tailored for the city road
scenario.

A. THE WORK FLOW OVERVIEW

In the CMAP, each vehicle sends periodically broadcasted
messages (PBM) which include its current geographic infor-
mation every 300 ms. When its neighboring vehicles receive
the PBM, they will decide whether they are verifiers of this
message in a distributed manner according to the verifier
selection protocol. If a vehicle is the verifier of the message,
it will start to verify the message by itself. Non-verifiers
will wait for cooperative warning messages (CWM) from
verifiers. Once an invalid message is identified, verifiers will
broadcast a one hop warning message to others. Otherwise,
verifiers will keep silent. When a non-verifier receives a
CWM from other vehicles, it will double check the corre-
sponding PBM. The reason for such double-check is to pre-
vent a valid PBM from being discarded in case bad vehicles
can send malicious CWMs. Non-verifiers will consume the
message if it does not receive any CWM from others within
100 ms. In Fig. 2, the solid circle is the communication range
of the sender and the dotted circle is the communication range
of a verifier. We define the shaded area as the coverage area
of the verifier. All non-verifiers in the coverage area of the
verifier can be informed by it when the sender broadcasts
invalid messages.

The coverage
area of the verifier

FIGURE 2. The coverage area.

B. THE PROCESS PROCEDURE

Vehicles cooperate with each other according to the process

flow chart illustrated in Fig. 3. The procedure has been dis-

cussed in our previous work [7]. However, for the purpose of

completeness, we still give a brief introduction in this paper.
Basically, the cooperative authentication mechanism is

composed of several components including a verifier selec-
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FIGURE 3. The process procedure.

tion process, a cooperative authentication process, a neighbor
vehicle list, a process queue and a message storage buffer. The
verifier selection process determines whether the vehicle is a
verifier of a received PBM according to the verifier selection
algorithm and vehicles’ location information. Meanwhile, it
maintains the neighbor vehicle list and the process queue. The
cooperative authentication process controls message authen-
tication and cooperation among vehicles. In other words,
the verifier selection process inserts the selected PBM into
the process queue while the cooperative authentication pro-
cess clears it up. The neighborhood list contains neighbor
vehicles’ geographic information. Messages that are not pro-
cessed will be stored in the message storage buffer.

As shown in Fig. 3, upon receiving a PBM, a vehicle
extracts the geographic information from the message and
updates its neighbor vehicle list accordingly. It then decides
whether it should be a verifier according to the verifier selec-
tion algorithm based on the location of its own, the locations
of its neighbors and the sender of the received PBM. If the
vehicle decides to be a verifier and the PBM can be processed
in time (within the verification period (e.g., 100 ms) which is
shorter than the broadcast period), it will insert the message to
the process queue and verify this message once it reaches the
queue front. Being a verifier, if the vehicle finds that the PBM
is an invalid message (i.e., the sender is a malicious vehicle),
it will inform its neighbors by broadcasting a cooperative
warning message (CWM). Otherwise, the message is valid;
hence it will be accepted by the verifier and no CWM will
be generated. If the vehicle is not a verifier for the received
PBM or cannot process the PBM in time, it will hold the
PBM in its message storage buffer for one verification period.
If there is no CWM related to this PBM received during
the verification period, the vehicle will accept the PBM and
delete it from the storage buffer. When a CWM is received and
the corresponding PBM is found in the buffer, the vehicle will
delete the PBM from the buffer and insert the PBM to the front
of the process queue and verify it.! If this PBM is valid, it will
be accepted; otherwise, the vehicle will discard the message
without sending any CWM.

IThe reason for such double-check is to prevent a valid PBM from being
discarded in the case that malicious vehicles send fake CWMs.
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In conventional non-cooperative message authentication
protocols, each vehicle verifies all its received PBMs sent
from its neighbors. In our CMAP, with the help of verifiers,
each vehicle only needs to verify a very small amount of
PBMs. In the CMAP, the shorter the CWM is, the smaller the
communication overhead resulted from cooperation among
vehicles will be. The payload of CWM can be the hash value
of the invalid PBM or the timestamp included in the PBM.

C. VERIFIER SELECTION ALGORITHMS

Different from the 1-D highway scenario, when vehicles
travel on the 2-D city road, it is more difficult for verifiers to
inform all the non-verifiers of a certain message. Without an
elegant design, the missed detection ratio of invalid messages
may be very high. In this section, three verifier selection algo-
rithms, i.e., n-nearest method, most-even distributed method
and the compound method are proposed.

As illustrated in Fig. 4, the vehicle at the center of the
circle is the sender. The circle represents the communication
range of the sender. In the figure, there are totally 15 vehicles
located in the communication range of the sending vehicle.
When the sender broadcasts a message, each vehicle decides
whether to be a verifier of the message in a fully distributed
manner and verifies the message in a cooperative way to save
computation resources. We need to emphasize that the CMAP
will be activated only when the density of vehicles reaches
a threshold. Otherwise the message-by-message verification
is preferred. Details about the authentication mode switch
mechanism will be discussed later. We draw 15 neighboring
vehicles in Fig. 4 just to illustrate verifier selection methods.
In the real application, more neighboring vehicles may be
needed to trigger the CMAP.

FIGURE 4. Verifier selection.

1) N-NEAREST METHOD

Selecting n nearest vehicles is the simplest way to define
verifiers. Consider an arbitrary vehicle within the sender’s
communication range. As shown in Fig. 4, when the vehi-
cle receives the sender’s message, it calculates the distance
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between itself and the sender and the distances between the
sender and all the neighbors of the vehicle and then compare.
If the vehicle finds itself is one of the n nearest vehicles to the
sender, it needs to be a verifier of this message. For example,
if n = 4, vehicles 1, 2, 6 and 13 will serve as verifiers.

The N-nearest method has two advantages. First, it is easy
to implement. Vehicles only need to calculate their distances
from the sending vehicle. Second, the closer a verifier is to
the sender, the larger coverage area it has. Therefore, with n
closest verifiers selected, the expected overall coverage area
is large, meaning that most of the non-verifiers can receive n
CWM for a certain invalid message. In this method, since each
vehicle only knows the locations of its neighbors, the number
of verifiers may be more than expected due to the vehicles’
limited scope. For instance, in Fig. 4, from the view of vehicle
14, it may consider vehicle 12, 13, 14 and 15 as four nearest
vehicles to the sender. Fortunately, this phenomenon will be
mitigated when the vehicle density is high. If there is a vehicle
16 between vehicle 12 and 13, vehicle 14 will not consider
itself as a verifier. Although the N-nearest method always
chooses vehicles with large coverage areas as verifiers, it
has its own weakness. As illustrated in Fig. 4, non-verifier
vehicles close to the sender could receive several CWMs.
Whereas, if all verifiers are located at one side (e.g. left side)
of the sender, some non-verifiers at the other side (e.g. right
side) of the sending vehicle will not be informed.

2) MOST-EVEN DISTRIBUTED METHOD

In order to tackle the problem above, we propose a most-even
distributed method. In this method, the selected verifiers of a
message are distributed evenly in the communication range
of the sender, and most the non-verifiers can be informed
of any invalid PBM by the verifiers. In this method, the
angles between receivers and the sender are utilized to select
verifiers. Zero degree angle can be defined according to either
geographic orientations (e.g., the east) or the direction of
the road on which the sender travels. As shown in Fig. 4,
the area indicating the communication range of the sender
is evenly divided by n rays. For ease of exposition, take
n = 4 for example. The most-even distributed verifier selec-
tion algorithm for each vehicle works as follows:

o Step I: Upon receiving a PBM, the vehicle extracts
the sender’s location information from the message and
determines the 4 rays (e.g., towards the north, south, west
and east) started at the sender.

o Step 2: It compares its own location with those of all its
neighbors and decides if it is the closest to any of these
4 rays.

o Step 3: If Step 2 returns true, the vehicle becomes a
verifier to this PBM.

In Fig. 4, vehicle 4, 8, 12 and 15 will be verifiers. Similar to
the N-nearest method, due to limited scope of each vehicle,
more than n verifiers may be selected sometime. Moreover,
if a vehicle is the closest one to two rays, it is also possible
that less than n verifiers are selected. In an extreme case, if a
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vehicle is very close to the sender, possibly only this vehicle
will be the verifier.

3) THE COMPOUND METHOD

In the 2-dimension verifier selection algorithm, verifiers are
expected to be evenly distributed and close to the sender. As
aforementioned, even distribution has the advantage that most
non-verifiers can be informed of any invalid PBM by the
verifiers, while verifiers in the N-nearest method are closer
to the sender and can bring a larger coverage area. Therefore,
combining the merits of the above two methods together, we
propose the compound method. In this method, the area will
be divided into n parts. The nearest vehicle to the sender in
each part will be selected as a verifier. For instance, when
n = 4, the algorithm that a vehicle decides whether to verify
a received PBM works as follows:

o Step I: Upon receiving a PBM, the vehicle extracts
the sender’s location information from the message and
determines the 4 rays to equally divide the area into
four sectors centered at the sender. It then decides which
sector it belongs to.

o Step 2: It compares its own location with those of all its
neighbors within the same sector, and then decides if it
is the closest to the sender.

o Step 3: If Step 2 returns true, the vehicle becomes a
verifier to this PBM.

In Fig. 4, vehicle 1, 6, 10 and 13 will be selected when
the compound method is employed. When n = 4, consider
a vehicle close to one of the outmost corners of the sector to
which it belongs. If it has no other neighbor within this sector,
with limited scope, it is possible for the existence of a blind
area that may deviate its decision. However, such a situation
is possible when the vehicle density is very low. Moreover,
when n > 6, one can easily see that the communication
range of each vehicle will cover its own sector. In this case,
the distributed decisions are accurate. Therefore, compared
with the above two methods, the compound method is more
convenient for distributed implementation.

4) DISCUSSIONS

In the following, when we claim that there are n verifiers
for a certain message, we mean that, on average, n vehicles
will verify the message. Since the vehicles decide whether
to be verifiers in a fully distributed manner where each
vehicle has only limited scope, the number of verifiers for
one PBM may fluctuate along time. The fluctuation could
be mitigated if the vehicle density is high. In a low density
scenario, message-by-message verification is always pre-
ferred for a higher level of security. The CMAP can be trig-
gered by either RSU or vehicles themselves. When a vehicle
activates the CMAP, all its neighbors should switch to the
CMAP mode. However, vehicles with a small number of
neighbors can still verify all the messages on the condition
that they share CWM to others. For a certain vehicle, if
the number of its neighbors is low enough, it will try to
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change back to the message-by-message verification. One
bit called “self-verification” will be added in the PBM. If
all the neighbors of a certain vehicle are willing to change
back to the self-verification mode, the vehicle can switch
back.

Fairness is an important issue for large scale networks. For
a single broadcasting vehicle, the verifier selection method
(e.g., the N-nearest method) may incur unfairness to its
neighbors. However, if we consider that many vehicles are
uniformly distributed in an area, every vehicle can be a regular
broadcasting vehicle and can also be a verifier for a received
message according to the CMAP. Hence, each vehicle on
average fairly achieves the similar performance.

fhidden terminalsﬁtransmission rangej&hidden terminalsj
R OT >T R

-2R 2R

sender vehicle X

FIGURE 5. One-dimensional VANET model.

V. ANALYTICAL MODEL DEVELOPMENT

In this section, we develop analytical models for the proposed
CMAP and the existing PVP. For mathematical tractability,
we here focus on the one-dimensional VANET as shown in
Fig. 5. We will resort to practical simulations to evaluate
CMAP and PVP in Section VII. We consider IEEE 802.11
protocol, where the broadcasting of each vehicle is coor-
dinated by a distributed coordination function (DCF). For
simplicity, we make the following assumptions:

1) The vehicles are randomly distributed along the road
such that the number of vehicles within a certain length
of road follows a Poisson distribution. Let p be the
vehicle density and hence the expected number of vehi-
cles in length [ is pl. Thus, the probability of having
i vehicles within a road of length / is

(pl)ie=r!

Pl =

ey

2) There is no acknowledgment and retransmission for
the broadcast messages and verification messages. The
backoff window size of IEEE 802.11 DCEF is fixed at
Wo;

3) All the vehicles have the same transmission, carrier
sensing and receiving range which is denoted as R. We
do not consider the channel fading effect in our analysis
for simplicity.

We adopt the missed detection ratio (the probability that
an invalid PBM is considered valid by a receiver) as the
performance metric. To evaluate this ratio, an arbitrary pair
of sender and receiver vehicles are picked for analysis. In
the following, we use P and P™ to indicate probabilities
of successful packet delivery and missed detection ratios,
respectively.
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A. IEEE 802.11 BACKOFF PROCESS

With the IEEE 802.11 protocol, each vehicle senses the chan-
nel before transmitting its broadcast message. If the channel is
busy, a backoff procedure is launched. In each backoff period,
the backoff counter starts from a randomly selected value
between 0 and Wj. It counts down when the channel is sensed
idle and freezes when the channel is sensed busy. Once the
backoff counter reaches zero, a transmission of the broadcast
message is attempted.

For an arbitrary vehicle on the road, its backoff process
can be described by a discrete-time Markov chain. Let t
denote the channel access probability in a generic slot. Under
saturated traffic conditions, T = ﬁ according to [37]. For
unsaturated traffic cases,

_ 21 -Py

Worl 2

where Py is the probability that no packet in this vehicle’s
buffer is ready for transmission. In order to calculate Py, we
need to know the channel busy probability Pp, and the average
packet transmission time 7 .

This vehicle will sense a busy channel if at least one another
vehicle in its sensing range is transmitting. Therefore,

P, = 1 — Pr(no vehicle in the sensing range of the

tagged node transmit)
o

1— Z(l —7)'P(i,2R) = 1 — ¢ 2PRT. (3)
i=0

Upon detecting a busy channel, the backoff counter will
be suspended for a time period equal to the transmission
time of a packet. Let Ly and Lp denote the packet header
size and the average payload size, respectively, C denote the
wireless channel capacity, DIFS denote the DCF inter-frame
space, and § denote the propagation delay. Then the average
transmission time of a packet can be expressed as

L L
o tlhe
C

Based on (2)-(4), Pp and T can be obtained using the
algorithm proposed in [27].

+ DIFS + 6. 4)

B. ONE HOP PACKET DELIVERY RATIO

Without loss of generality, suppose the coordinate of the
sender is 0. As shown in Fig. 5, our analysis model is perfectly
symmetric with respect to the sender. Therefore, we focus on
the part to the right side of the sender in the following. We
are interested in the packet delivery ratio from the sender to
an arbitrary vehicle (say vehicle X) located to the right of
the sender. The distance between vehicle X and the sender
isx € [0, R]. There are two reasons that may cause collision
to the packet from the sender to vehicle X: the concurrent
transmission from any vehicles within the sensing range of the
sender and the hidden terminal problem. They are analyzed as
follows.
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1) IMPACT OF CONCURRENT TRANSMISSION

Consider that the sender broadcasts a message at the time
slot when its backoff counter reaches zero. If any other
vehicle within the sensing range of the sender (i.e. vehicles
in [—R, R]) transmits at the same time slot, collision may
happen. For vehicle X, any concurrent transmissions from
vehicles within the overlapping region of its receiving range
and the transmission range of the sender (i.e. [x — R, R]) will
cause collision to the packet from the sender. In other words,
if vehicle X can successfully receive the packet from the
sender, it is necessary that no vehicles in [x — R, R] transmit at
the same time slot in which the sender transmits. Therefore,
the probability that the packet from sender to vehicle X is
free from collision caused by concurrent transmission can be
calculated as:

P} = Pr(none of the vehicles in [x — R, R]

transmits in a slot)

e .
= 2(1 — 7)'P(i, 2R — x)
i=0
— e—,o(2R—x)r_ (5)

2) IMPACT OF HIDDEN TERMINAL PROBLEM

The hidden terminal terminal problem relates to the situation
that two nodes are outside of each other’s sensing range but
share a same set of nodes that are within their transmission
ranges. Consider the scenario shown in Fig. 5, the potential
hidden terminals of the sender are the vehicles located in
[—2R, —R] and [R, 2R]. Since the sender and its potential
hidden terminals cannot sense the transmissions of each other,
collisions may happen if any potential hidden terminal trans-
mits during the vulnerable period (with length Ty, in number
of slots) of the sender. For a transmission of period 7' (in
number of slots), the vulnerable period is the interval within
which any other transmission will collide with the sender.
Therefore, Tyy = 27T .

The hidden terminals that have impact on the packet deliv-
ery ratio at vehicle X are the vehicles located in [R, R + x].
Thus the probability that the packet is free from collision
caused by hidden terminal problem can be evaluated as:

P’ = Pr(none of the vehicles in [R, R + x]

transmits in 7Tyy;)

o0 Tvul
= [2(1 — t)iP(i,x):|

i=0
= ¢ P¥Thl — pmax (6)

where a £ 2T pr.

Since the impact of concurrent transmission and the impact
of hidden terminal problem are mutually independent, the
packet delivery ratio from the sender to vehicle X is

Pi(x) = PP} = ¢ PR-0Tgmr
— 672pRref(a7pr)x' (7)
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C. MISSED DETECTION RATIO FOR CMAP

A missed detection happens when an invalid PBM from the
sender is considered valid by the receiver for the following
two reasons:

1) the PBM packet from the sender to the verifiers or the
CWM packet from the verifiers to the receiver gets lost
due to collisions in wireless channel;

2) the coverage area of the verifiers cannot cover all the
receivers within the sender’s transmission range, thus
the vehicles out that coverage area cannot get verifica-
tion results for the invalid PBM.

In the following, we focus on the 2-verifier case. In the
CMAP, we focus on the proposed compound verifier selection
method such that the two nearest vehicles to the left and right
of the sender are chosen as verifiers. Denote them as verifier
Y and verifier Z, respectively, as shown in Fig. 6.

Thidden terminalsﬂﬁtransmission rangej%hidden terminals@
-2R -R -7 0 X R 2R
sender | vehicle X

verifier Z verifier Y

FIGURE 6. One-dimensional VANET model with two verifiers.

Consider an arbitrary vehicle X with coordinate x € [0, R].
We are interested in the missed detection ratio for an invalid
PBM from the sender at vehicle X’s perspective. To this end,
we consider the following two cases:

1) Vehicle X is a verifier. That is: vehicle X is the nearest
vehicle on the right side to the sender. Since the number of
vehicles follows a Poisson distribution with density p, the
distance between the sender and the nearest vehicle to the
right of it follows an exponential distribution with parameter
p. Thus the probability that vehicle X itself is a verifier is:

Pyt = Pr(number of vehicles within [0, x] is 0)
=e P )

In this case, vehicle X will verify the PBM by itself. Then at
vehicle X’s perspective, the probability that the invalid PBM
from the sender gets detected is the probability that vehicle X
can receive the invalid PBM without collision. Similar to our
analysis above, the impact of hidden terminal problem can be
evaluated as (6).

When we consider the impact of concurrent transmission,
since there are no vehicles located within [0, x], the probabil-
ity that the PBM is successful becomes:

Pi,vrf = Pr(none of the vehicles in [x — R, 0] U [x, R]

transmits in a time slot)
— e—2p(R—X)T. (9)
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Therefore, the probability that the invalid PBM from the
sender gets detected is

S __ pSpS _ —ax —2p(R—x)t
Pvrf_PZPI,vrf_e e

— e—2pRre—(a—2pr)x' (10)

2) Vehicle X is not a verifier. That is: another vehi-
cle serves as a verifier that locates between vehicle X and
the sender. Such a verifier exists with probability 1 — Py,t.
We denote this verifier as verifier Y, whose coordinate is y
(0 < y < x). The probability density function (PDF) of y
conditioned on that there is at least one verifier in (0, x) is:

pe_py pe_py
I —Pyr 1 —err’

Vehicle X can only receive the CWM of the invalid PBM
from verifier Y when verifier Y receives the PBM without
collision and successfully delivers a CWM to vehicle X.
According to (10), the probability that verifier Y receives the
invalid PBM is

p(y) = y € (0, x). (1)

P} = ¢ 2PRTg—(a=2pTy (12)

Then we consider the packet delivery ratio from verifier Y
to vehicle X. The distance between them is (x — y). Similar
to (6), the packet collision ratio caused by hidden terminal
problem will be

Py _x=e 0, (13)

When considering the concurrent transmission, the vehi-
cles which can cause collision to the CWM from verifier Y to
vehicle X is the vehicles located in [x — R, R+ y]. Since there
is no vehicles within [0, y], the probability that the CWM is
free from collision caused by concurrent transmission is

P}y x = e TR, (14)

Combining (13) and (14), the probability that vehicle X can
receive the CWM from verifier Y is

Pé)}ax = Psl,Y—>XP§,Y—>X
— e—ﬂT(ZR—X)e—H(X—Y). (15)

Based on (11), (12) and (15), the probability that vehicle X
successfully receives the CWM from the verifier to the right
side of the sender is

x
P;(,right = /(‘) p(y)Pi’Pi’—)Xdy- (16)

There is also a verifier on the left side of the sender.
Suppose the nearest vehicle to the left of the sender is verifier
Z, with coordinate —z where z € [0, R]. The PDF of z is

p(2) = pe” <. a7

Similar to (12), the probability that vehicle Z receives the
invalid PBM is

PSZ — e—2pRre—(a—2pr)z. (18)
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Verifier Z can only deliver its CWM to vehicle X when
vehicle X is located within its transmission range, i.e.
0 < z < x — R. So the probability that verifier Z delivers
the CWM to vehicle X is

—a(z+x)—p(2R—2z—x)T 0 R —
Py = e <z< X (19)
0 z>R—x.
Based on (17), (18) and (19), we have the probability that
vehicle X receives the CWM from the verifier on the left side
of the sender is:

R
Py lef = /0 PPy Py ydz. (20)

The invalid PBM will miss the detection when vehicle X
neither receives the CWM from the verifier on the left nor
from the verifier on the right, and the probability is

Py = (1 = Py sigh)(1 — P jeg)- 2n

Then, base on Pyg, Py and Py, we can calculate the
missed detection ratio for the invalid PBM at vehicle X as

gMAp(x) = Pyi(1 — Pf,rf) +1 - Pvrf)ng (22)

Vehicle X is randomly chosen on [0, R], so we can derive
the missed detection ratio for CMAP by doing the integration
on x over [0, R]:

1 R
PCyvap = E/o PCpap(0)dx. (23)

D. MISSED DETECTION RATIO FOR PVP

In PVP, once a vehicle receives a broadcast message, with
probability « it will decide to verify the message itself; with
probability (1 — «) it will wait for the verification results
from other vehicles (i.e., the verifiers). Consider the sender
and an arbitrary vehicle X located at 0 and x, respectively.
Suppose the sender sends out an invalid broadcast message,
with probability «P*(x) vehicle X will receive the message
and verify the message itself; with probability (1 — «), vehicle
X will not serve as a verifier but rely on the other vehicles for
verification. Assume there is a verifier W whose coordinate is
w € [—R, R] deciding to verify the message. The probability
that verifier W receives the invalid broadcast message from
the sender is:

P, = o 2PRT ,—(a—pT)w| 24)

The probability that verifier W successfully delivers its

verification result to vehicle X is:
—2pRt ,—(a—pT)|x—W| —R R
Py = e e X <w< 25)
0 —R<w<x—R.

With (24) and (25), we can get the probability that vehicle
X successfully receives the verification result from one veri-
fier is:

- 1 (r
Py =52 /_ ) PPy dw. (26)

92

Consider the range [x — R, R], the probability that there are
n vehicles among which i vehicles are verifiers follows bino-
mial distribution. For a specific i, the probability that vehicle
X misses the detection of the invalid broadcast message is
1 - 13§()i. Considering all possible n and i, we can calculate
the missed detection ratio of the invalid message as

oo n
P(x) = ZP(n, 2R) Z (:’) al(1 — )
n=0 i=0
x(1 =Py (27)
In general, the missed detection ratio at vehicle X is
Ppyp(x) = a(l — P°(x)) + (1 — )Py (x). (28)

Vehicle X is randomly chosen in [0, R], so after calculating
the integration on x over [0, R] we get the missed detection
ratio for PVP as follows.

1 R
Ppyp = R /0 PPyp(x)dx. (29)

Note that Py, is a function of the probability o.

VI. SIMULATION RESULTS

In this section, we develop NS2 simulation programs to val-
idate our analytical models in a 1-D highway road scenario,
and to evaluate the performance of the proposed cooperative
message authentication protocols in a more complex 2-D city
road scenario. In order to properly estimate the real-world
road environment and vehicular traffic, we generate vehicles’
mobility through the mobility model generation tool called
VanetMobiSim [33]. This tool makes use of the publicly
available topologically integrated geographic encoding and
referencing (TIGER) database [34] from the U.S. Census
Bureau.

In both scenarios, each vehicle is equipped with an IEEE
802.11 wireless module that periodically broadcasts mes-
sages (PBM that contains the vehicle’s geographic informa-
tion) every 300 ms. The communication ranges are the same
as 300 m. Other physical and MAC layer parameters of the
IEEE 802.11 broadcast protocol used in our simulations are
listed in Table L.

TABLE I. MAC parameters.

Parameter Value

Preamble length 40 us

Slot time 16 us

DIFS 64 us

Contention window 16

Wireless channel rate 6 Mbps
MAC header size 28 bytes
PLCP header length 6 bytes
RBM payload size 200 bytes
CAM payload size 28 bytes

We consider different total number of vehicles (i.e., dif-
ferent density) travelling on the roads where 6% of them
are malicious ones. A malicious vehicle periodically broad-
casts invalid PBMs, but never sends CWM to help others for
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message verification. We define the missed detection ratio
as the percentage of invalid PBMs that are considered as
valid by receiving vehicles. The missed detection ratio is
computed based on well-behaved vehicles in our simulation.
For the PVP protocol, each vehicle becomes a verifier with
a probability %, where M is the total number of receiver’s
neighbors.

A. ANALYTICAL MODEL VALIDATION

We consider a 5 km-long highway scenario in which vehicles
enter the highway according to a Poisson distribution and
there speeds vary randomly within 56 ~ 80 mph. For PVP,
we set the probability p = LR so that on average the number
of verifiers is the same as that of the CMAP compound
method. Fig. 7 shows the analytical results as well as the
simulation results of our CMAP compound method and the
PVP method. The missed detection ratio of both methods
increase with traffic density, while the performance of our
CMAP compound method is always better than that of PVP.
Moreover, the model based calculation results well match the
simulation results, which demonstrates the accuracy of our
analytical model.

30 J
S ¥ T
<25 IR L 1
Rl -
§ T
$-"
c 20F 1
Lo
§ - = = probabilistic verification method (ana)
8 151 * probabilistic verification method (sim) )
3 —e— CMAP compound method (ana)
2 10+ + CMAP compound method (sim) 1
=
5r J
" " " + " N + —

C?.OZ 0.03 0.04 005 006 007 0.08 0.09 0.1
Traffic Density (number of vehicles per meter)

FIGURE 7. Performance comparison in the highway scenario.

In Fig. 7, the main reason for the increasing error of the
proposed analytical model for the PVP is as follows. As in
(27), P¥(x) is a summation of an infinite series. However,
for computation tractability, we consider only the summation
of the first 100 elements of the series to approximate the
probability. As shown in Fig. 7, with low vehicle densities, the
approximated results are accurate. However, as p increases,
P(n, 2R), i.e., the probability that having n vehicles within
the communication range, increases. As a result, the impact
of the ignored terms in the summation becomes larger, and
hence the model error increases. Nevertheless, the curves in
Fig. 7 demonstrates that the performance gap remains quite
small, with the beneficial tradeoff of significantly reduced
computation overhead in analysis.
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FIGURE 9. Missed detection ratio with different number of
verifiers. (a) 4 Verifiers. (b) 8 Verifiers.

B. PERFORMANCE COMPARISON

As shown in Fig. 8, we consider a practical 2 km x 1 km
road map near the water tower in the downtown of Chicago.
Vehicles travel on the roads at speeds varying randomly in the
range 22.5 ~ 33.5 mph. Fig. 9 shows the simulation results
of the missed detection ratios under different number of ver-
ifiers. We have the following observations: 1) with the same
number of verifiers, the missed detection ratio of PVP is much
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higher than that of our proposed protocols, which echo the
results in the 1-D scenario. Specifically, with 4 verifiers, the
missed detection ratio of the probabilistic method under high
vehicle density conditions is about 10%, a value may be able
to cause traffic disasters. However, our compound method
can achieve a ratio less than 0.5% in this case. 2) The per-
formance under 8 verifiers is obviously better than that under
4 ones. Any more verifiers could not introduces significant
performance improvements since, with 8 verifiers, the missed
detection ratio of the compound method is already less than
0.02%. Nevertheless, extra verifiers may incur unnecessary
communication and computation overheads. 3) The ratio of
the n-nearest method is higher than that of the most-even dis-
tributed method in most cases, while the compound method
always achieves the lowest ratio. This result matches our
expectations in the previous section because the compound
method is supposed to have a better coverage area. Among
the three proposed verifier selection methods, the compound
method is obviously preferred over the other two. Therefore,
we focus on the compound method in the following.

In the following, we investigate the performances the com-
pound method and PVP from various aspects including the
impacts of malicious vehicle ratio, transmission range and
broadcast period. The results are shown in Figs. 10-12. The
number of verifiers is fixed at 4. From Fig. 10, we can see
that the missed detection ratios of both methods increase with
the malicious vehicle ratio. The reason lies in that a malicious
vehicle does not help verify messages and send CWM to other
vehicles if being selected as a verifier.

12
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Bad Vehicle Rate

FIGURE 10. Impact of the ratio of malicious vehicles.

From Fig. 11 we can see that when the transmission range
of vehicles gets larger, both missed detection ratios increase.
In fact, with a larger transmission range, the number of neigh-
bors for each vehicle that contend for channel access grows,
and thus the packets collision probability becomes higher.
The impact of broadcast period on missed detection ratio is
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FIGURE 12. Impact of the broadcast period.

shown in Fig. 12. A longer broadcast period means a less
crowded channel. In this case, the packet successful delivery
ratio increases and hence the missed detection ratio decreases.

C. COMPUTATION AND COMMUNICATION OVERHEAD

We conduct simulations to study the computation and
communication overhead of both non-cooperative message
authentication protocol and the proposed cooperative mes-
sage authentication protocol (CMAP). Verifying the group
signature attached to each broadcast message is the dominat-
ing component that consumes computation capacity. In our
simulation, we use the average number of verified messages
per vehicle per second as the metric for the computation
overhead.? In this sense, the average computation overheads

2 As can be seen above, our verifier selection methods are fully distributed
and light-weight. The corresponding computation overhead in verifier selec-
tion is ignored.
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of both CMAP and the PVP are the same providing that
the average number of verifiers selected for each broadcast
message is the same. It is worth noting that our CMAP method
achieves a much lower missed detection ratio than the PVP
with the same computation overhead (i.e., with the same
number of verifiers), as demonstrated in Figs. 10-12.

80 ‘
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70| "V CMAP with 4 verifiers g
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FIGURE 13. Computation overhead comparison.
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FIGURE 14. Communication overhead.

The simulations results are shown in Figs. 13 and 14. From
Fig. 13, we have the following observations:

1) Compared with the conventional non-cooperative
authentication protocol, our CMAP method achieves
significantly lower computation overhead. In fact, with
the non-cooperative authentication protocol, each vehi-
cle verifies the broadcast messages from all its neigh-
bors; while with CMAP, depending on whether the
vehicle is selected as a verifier, it verifies only a subset
of the messages. Particularly, we can see that the CMAP
with 4 verifiers can reduce the computation overhead
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by around 80% when there are 200 vehicles in the
simulation map.

2) The computation overhead of CMAP is independent
of vehicle density, while that of the non-cooperative
protocol increases with the density. In the latter case,
each vehicle needs to verify every broadcast message
received, so the number of verified messages per vehi-
cle per second grows linearly with the traffic density.
Note that the curve for non-cooperative authentication
tends to flat when the traffic density is high. The reason
is that the severe packet collisions under a high vehicle
density constrain the number of broadcast messages
successfully received by each vehicle. With the CMAP,
each broadcast message from a sending vehicle will be
authenticated by the cooperative verifiers around; thus
the total number of verified messages is proportional to
the traffic density. Therefore, in the normalized sense,
the number of verified messages per vehicle per second
is irrelevant to the traffic density.

The proposed CMAP introduces some extra communica-
tion overhead for dealing with the warning messages gener-
ated by the verifiers when an invalid broadcast message is
detected. We calculate the average number of bits received
by each vehicle per second (i.e., the number of bits per
vehicle per second), which counts both the regular broadcast
messages and warning messages. We take the percentage of
the extra value of bits per vehicle per second in the CMAP
case relative to the bits per vehicle per second in the non-
cooperative case as the extra communication overhead of
CMAP. Fig. 14 shows the simulation results where the num-
ber of vehicles is set to 200. We can see that, with 4 verifiers
and 6% vehicles being malicious ones that send invalid mes-
sages, the CMAP introduces an extra communication over-
head of 6.2%. In the simulations, the regular message payload
size and the warning massage payload size are according to
the setting in Table 1.

From these results, we can see that our CMAP protocol sig-
nificantly reduces the computation overhead of each vehicle
at the cost of a slightly increased communication overhead.

VIl. CONCLUSION

In this paper, we have studied message verification and
verifier selection methods in vehicular cyber-physical sys-
tems. We propose a cooperative message authentication pro-
tocol (CMAP) and three verifier selection methods, i.e., the
n-nearest method, the most-even distributed method and the
compound method. For one-dimensional roads, we have
developed an analytical model for the proposed protocol
and the existing probabilistic verification protocol. Simula-
tion results in a highway scenario verify that our models
are accurate. Based on a practical 2-dimensional road map,
extensive NS2 simulations show that the proposed protocol
outperforms the probabilistic one, and that the compound
method is the best among all the verifier selection methods.
Moreover, we also show that the missed detection ratio of
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the compound method can be reduced if we use more veri-
fiers, reduce the transmission range or increase the broadcast
periods. In addition, simulation results demonstrate that the
CMAP significantly reduces the computation overhead of
each vehicle at the cost of a slightly increased communication
overhead.
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