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Abstract—Key establishment is one fundamental issue in wireless
security. The widely used Diffie-Hellman key exchange is vulner-
able to the man-in-the-middle (MITM) attack due to its lack of
mutual authentication. This paper presents a novel in-band solu-
tion for defending the MITM attack during the key establishment
process for wireless devices. Our solution is based on the insight that
an attacker inevitably affects the link layer behavior of the wireless
channel, and this behavior change introduced by the attacker can
be detected by legitimate users. Specifically, we propose a key
exchange protocol and its corresponding channel access mechanism
for the protocol message transmission, in which the Diffie-Hellman
parameter is transmitted multiple times in a row without being
interrupted by other data transmissions on the same channel. The
proposed key exchange protocol forces the MITM attacker to cause
multiple packet collisions consecutively at the receiver side, which
can then be monitored by the proposed detection algorithm. The
performance of the proposed solution is validated through both
analysis and simulations and the results show that the proposed
solution is secure against the MITM attack and can achieve a low
false positive ratio. The proposed solution is in-band, and can be
implemented on off-the-shelf wireless devices.

Index Terms—Diffie-Hellman, device pairing, in-band, MITM
attack, link layer defense.

I. INTRODUCTION

ITH the explosive growth of mobile devices, smart home
W appliances, smart cars, unmanned aerial vehicles, and
many other Internet of things, people are living in a world of
wirelessly connected devices [1]-[5]. Securing the data com-
munication between these devices is of critical importance,
especially when sensitive personal data are involved [3], [6]-[9].
Cryptographic solutions can be implemented to protect data
communication, however, how to distribute the cryptographic

Manuscript received January 13, 2021; revised June 29, 2021; accepted
September 24, 2021. Date of publication September 30, 2021; date of current
version November 18, 2021. The work of W. Shen, Y. Cheng, and B. Yin was
supported in part by NSF under Grants CNS-1320736 and ECCS-1610874.
The work of J. Du, and X. Cao was supported in part by the National Natural
Science Foundation of China under Grant 92067111, in part by the Out-
standing Young Scholarship of Jiangsu Province under Grant BK20180012,
and in part by Defense Industrial Technology Development Program under
Grant JCKY2020206B068. The review of this article was coordinated by Prof.
Xiaojiang Du. (Corresponding author: Xianghui Cao.)

Wenlong Shen and Bo Yin were and Yu Cheng is with the Depart-
ment of Electrical and Computer Engineering, Illinois Institute of Technol-
ogy, Chicago, IL 60616 USA (e-mail: wshen7@hawk.iit.edu; cheng @iit.edu;
byin@hawk.iit.edu).

J. Du and Xianghui Cao are with the School of Automation, Southeast Univer-
sity, Nanjing 210096, China (e-mail: dujin@seu.edu.cn; xhcao @seu.edu.cn).

Digital Object Identifier 10.1109/TVT.2021.3116619

, Senior Member, IEEE, Bo Yin
Jin Du, Graduate Student Member, IEEE, and Xianghui Cao

, Student Member, IEEE,
, Senior Member, IEEE

key in the first place is a nontrivial task [10]. It is known that
the Diffie-Hellman (DH) key agreement allows two parties with
no pre-shared knowledge to jointly establish a shared secret key
over the public channel [11]. Although the DH protocol is secure
against eavesdroppers, its lack of mutual authentication makes it
vulnerable to the man-in-the-middle (MITM) attack. The typical
approach to address MITM attack is to execute a device pairing
protocol which usually utilizes an out-of-band (OoB) channel
which inevitably involves human interactions [12]. Besides the
inconvenience brought by human efforts, the utilization of the
OoB channels is also restricted by certain user interfaces or
device hardware, such as a keyboard or screen. With all these
limitations of the OoB channel, it is of significant importance to
seek in-band solutions for the initial trust establishment between
wireless devices.

The necessity of the OoB channel in a device pairing protocol
is related to the Dolev-Yao attack model [13], in which an at-
tacker has full control of the channel and can overhear, intercept,
and synthesize any message. This adversary model offers the
opportunity to design an in-band solution to deal with the MITM
attack during the key exchange process [14]-[16]. The ideas of
these works are based on the I-code technique [17], which can
protect the integrity of a message payload by modulating the
message signal with Manchester coded ON/OFF keying. There
are two major limitations of this type of solutions. First, although
the I-code technique protects the integrity of the protocol mes-
sages from being modified by the MITM attacker, it cannot
prevent an impersonation attacker. PHY-UIR (physical-layer
key agreement with user introduced randomness) is similar to
DH key agreement with more resistance to key manipulation
attacks, but still vulnerable to the MITM attack [18]. To provide
authentication, OoB channels are inevitably involved, such as
the WiFi push button configuration that requires the user to
physically click the button on the device [ 14]. Second, the I-code
technique requires modification to the physical layer signal
modulation method, which is not easy to be implemented on
off-the-shelf wireless devices.

In this paper, our solution is based on the link layer behavior
monitorability of a wireless channel, i.e., the attacker’s behavior
inevitably impacts the wireless channel behavior at the link layer,
and this link layer behavior change can be observed by legitimate
users. Specifically, to launch the MITM attack, an attacker has
to replace the original message with his own by intercepting the
original messages and forge new ones. This may cause packet
collisions which are perceptible to the legitimate receiver. We

0018-9545 © 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: lllinois Institute of Technology. Downloaded on December 02,2021 at 04:46:15 UTC from IEEE Xplore. Restrictions apply.


https://orcid.org/0000-0002-4837-3370
https://orcid.org/0000-0001-9574-7032
https://orcid.org/0000-0002-6771-0571
mailto:wshen7@hawk.iit.edu
mailto:cheng@iit.edu
mailto:byin@hawk.iit.edu
mailto:dujin@seu.edu.cn
mailto:xhcao@seu.edu.cn

SHEN et al.: DIFFIE-HELLMAN IN THE AIR: A LINK LAYER APPROACH FOR IN-BAND WIRELESS PAIRING

exploit this link layer behavior monitorability property of the
wireless channel to design a novel in-band solution to deal
with the MITM attack. To achieve this, our protocol design
has the legitimate user transmit the DH key exchange message
multiple times in a row, such that a MITM attacker has to jam
all these messages, which will lead to a burst sequence of packet
collisions at the receiver’s antenna.! This abnormal link layer
behavior can be then detected by the detection algorithm at the
receiver’s side. The details of our proposed scheme are designed
specifically for IEEE 802.11 based wireless networks, one of the
most widely used wireless communication standards. However,
the methodology of our solution can be used for designing key
establish protocols for other distributed coordinated contention
based wireless networks, such as IEEE 802.15.4 networks. The
main contributions of this paper can be summarized as follows.

1) We study the MITM attack over wireless networks where
we model the attacker’s behavior on the link layer.

2) We propose a DH-based key establishment protocol along
with a channel access mechanism. The proposed protocol
forces a successful MITM attacker to cause consecutive
packet collisions at the link layer.

3) We design an attacker detection algorithm, which can
distinguish the consecutive packet collision introduced by
the MITM attacker from normal packet collisions.

4) We evaluate the performance of our proposed solution
through both theoretical analysis and simulation. The
proposed solution has zero missed detection ratio and can
achieve a low false positive ratio.

The remainder of this paper is organized as follows. More
related works are briefly reviewed in Section II. Section III
presents the adversary model and the attacks behavior model.
The proposed key establishment protocol and the attacker de-
tection mechanism is introduced in Section IV. Section V and
VI show the performance of the proposed solution through
theoretical analysis as well as numerical and simulation results.
We conclude this paper in Section VII.

II. RELATED WORK

Establishing a shared secret key over a public channel can
be achieved using a cryptographic method such as the DH key
exchange [1], [11]. However, running the standard DH key
exchange protocol over a public channel is vulnerable to the
MITM attack. As a typical attack method, resistance against
MITM attack is usually of particular concern in application
scenarios where communication and mutual authentication take
place between two entities in a local area [8], [19]-[22]. Many
research efforts have been devoted to developing device pairing
protocols, which usually leverage OoB channels to provide the
mutual authentication required to prevent the MITM attack. The
Oo0B channel is assumed to possess certain security properties,
for example, it is only accessible by the legitimate users, which
helps verify the message source.

'In this paper, we use “packet” to generally mean a chunk of information
delivered over the network. We use “packet,” “message,” and “link-layer frame”
interchangeably, for the convenience of presentation. In our protocol, each
message is carried by a single link-layer frame.
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OoB channels usually require non-trivial human effort and
advance user interfaces. Typical OoB channels used in device
pairing include mechanical vibration [23], visual channels such
asdevice screen [24] and LED lighting [25], [26], audio channels
such as speaker and microphone [27], [28]. There are new OoB
channels emerging with the sensing modalities in advanced
smart devices, like synchronized drawing [29]. There are also
methods exploiting the shared environmental context, such as
lightening and sound, to verify the proximity of the involved
devices [30]. [31] utilized a public ledger to prevent MITM
attack, but user interaction was requisite. Again, these solutions
require additional sensing modalities that are not available to
all devices, and cannot prevent a nearby MITM attacker that
sharing the same physical context.

There are a few attempts to develop in-band solutions for
initial trust establishment [14]-[16]. The insight of these solu-
tions is similar to the I-code technique [17], which protects the
integrity of the message payload [32] by modulating the message
signal with Manchester coded ON/OFF keying. Specifically,
in [14], the author designed a tamper-evident announcement
(TEA) message format which improves the performance and
fixed the security vulnerability of the I-codes by introducing
an exceptional long synchronization packet to guarantee an
adversary cannot hide the fact that a TEA message is being
transmitted. However, this solution relies on the push button
configuration to provide authentication, which in fact is an
OoB channel. [15] proposed an in-band solution for trust es-
tablishment among multiple users, which can compare multiple
authentication strings at the same time. [16] developed a group
key establishment protocol for IEEE 802.15.4 based network,
in which message self-authentication is achieved by combining
the I-code integrity guarantee property and the transmission pre-
scheduling function of the IEEE 802.15.4 superframe structure.
However, it relies on the assumption that there exists a trustable
coordinator. Besides, these I-code solutions require modifica-
tion to the physical layer signal modulation method. [33] took
advantage of the existence of multiple devices to perform mes-
sage integrity verification. Some studies utilized RSS (Received
Signal Strength) variations to generate and extract secret key,
but it was not suitable for static environment because the lack
of variation makes it highly predictable [34]. [35] used RSSI
(Received Signal Strength Indicator) to detect MITM attack and
rogue AP, but its accuracy was not perfect.

III. MITM ATTACK MODELING

In this section, we introduce the models of the MITM attacker
and its behavior on the message level. We present the best
strategy for the attacker in an IEEE 802.11 network, and describe
our system model and problem statement.

A. MITM Attack in Diffie-Hellman Key Exchange

As shown in Fig. 1(a), the DH key exchange protocol works
as follows: Assume Alice and Bob agree on a large prime p
and a finite cyclic group G of order o with a generator g. Alice
randomly picks a secret value a (0 < a < p — 1) and calculates
g* mod p, and Bob randomly picks a secret random value b
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Fig. 1. The DH key exchange protocol and the MITM attack scenario.

(0 < b < p— Dand calculates gb mod p. Then Alice and Bob
exchange their value of ¢® and ¢ (all values are  mod p unless
otherwise specified). At the last stage, Alice calculates K4 =
(9%)? and Bob calculates K5 = (g°)®. Both Alice and Bob will
arrive at the same secret value K since (g%)* = (g).

Although the DH key exchange is secure against passive
attackers (eavesdroppers), as is well known, it is vulnerable to
the MITM attack. Since the message transmission is conducted
over a public channel, and there is no pre-shared secret between
Alice and Bob, the received g% and ¢® cannot be authenticated.
In the MITM attack scenario, the attacker intercepts the legiti-
mate messages and forges fake ones. For example, as shown in
Fig. 1(b), the attacker intercepts the message g, and sends g%
to Bob pretending himself to be Alice. The attacker will also
intercept g” and forge a ¢”. As a result, the attacker establishes
two secret keys with Alice and Bob respectively, while Alice
and Bob think they have established a shared secret key with
each other.

B. Adversary Model in Wireless Communications

The MITM attack is easy to be implemented in wired net-
works as the attacker may get physical access to the cables
and then intercept or manipulate the message signal without
being noticed by the receiver. However, in wireless scenarios,
message transmissions take place over the open shared wireless
medium, where itis not so easy for the attacker to take full control
of the wireless channel. As a result, some common attacker
vectors such as message interception and message modification
are difficult, if not impossible, to be practically implemented in
wireless communications.

The most commonly used, which is also the strongest attacker
model, is the Dolev-Yao model [13], [36], in which the attacker
has the capability to eavesdrop, modify, compose, and replay
any messages transmitted and received by legitimate devices.
In this model, in addition to eavesdropping and insertion, the
attacker can fully modify and annihilate signals at the receiver’s
antenna. However, this may require the attacker be able to
measure distances and estimate the channel with high precision
to any target node, and be able to achieve perfect carrier phase
synchronization and precisely control the signal amplitude levels
at the receiver. In practical applications with time-varying fading
channels (e.g., mobile networks), the state information of the
sender-receiver channel is almost unavailable to the attacker,
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Fig. 2. Wireless MITM attack scenario.

and carrier phase synchronization and amplitude control at the
receiver is difficult. Therefore, we assume that deterministic
message modification and message annihilation is not achiev-
able for the attacker under study.

In this paper, we consider a realistic adversary model which
can eavesdrop and replay legitimate wireless messages, and can
insert messages at arbitrary time. Such an attacker is practical for
devices with the state-of-art RF techniques such as beamform-
ing and ability to perform spatial selectivity transmit or jam
signals to one particular target. As discussed above, the only
limitation of the attacker is that he cannot arbitrarily manipulate
nor annihilate an ongoing wireless message. Here we do not
consider that an attacker utilizes the capture effect to manipulate
a message, since a significantly overpowered signal transmitted
by the attacker can be detected by applying a received signal
strength threshold at the legitimate users. We shall focus on
cyber-space attack, thus assume that the attacker do not physi-
cally obstruct legitimate communication nodes by means such
as moving, powering off or damaging.

C. Wireless MITM Attacker Behavior Modeling

Based on the above attacker model, in order to launch the
MITM attack during the DH key exchange process, the best the
attacker can do is to send a jamming signal at the same time
when Alice transmits g, resulting in a packet collision at Bob’s
receiver, such that Bob cannot decode the message g* from
Alice. This can be achieved by either jamming the complete
message or jamming only the message preamble [36]. After
jamming the original g%, the attacker then has to forge a g% using
Alice’s identity criteria (usually Alice’s IP address and MAC
address) and sends it to Bob. At Bob’s point of view, the failure
of decoding the original message seems to be caused by normal
packet collision, which is quite often in random access based
wireless networks, such as IEEE 802.11 and IEEE 802.15.4
based wireless networks. Bob will accept the forged ¢ as the
legitimate message from Alice since there is no authentication
mechanism. The attacker then performs the same strategy to ¢°
and successfully launched the MITM attack. The attack scenario
is illustrated in Fig. 2.

Based on the behavior order of the attacker, here we can
further categorize the MITM attack into two categories. If the
attacker follows the order of 1-2-3-4 as illustrated in Fig. 2, we
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Fig. 3. MITM attack in IEEE 802.11 based network.

define this type of attack as Type I attack. However, the attacker
can also conduct the MITM attack by performing steps 1-4-2-3.
In this case, the attacker first impersonates Bob to establish a
shared key with Alice, then impersonates Alice to establish a
shared key with Bob. In this paper, we term the second type of
attack as Type II attack.

It is worth noting that for the transmission of the inserted
messages g* and ¢, the attacker has to use directional antenna
such that the party being impersonated cannot receive the mes-
sage signal, otherwise the attack will be detected with minor
efforts: Alice and Bob can keep monitoring the channel, and
raise an alarm if they see any packet being transmitted is using
their own IP and MAC addresses.

Consider a practical scenario where Alice and Bob com-
municate via an IEEE 802.11 based WiFi network. Since, by
the standard, the receiver replies the sender an ACK upon
successfully receiving a packet, if g¢ is jammed by the attacker,
Bob will not correctly decode this message, thus Alice will not
receive the corresponding ACK. Then, after a certain period of
time, Alice will try to retransmit the message, until a maximum
retransmission counter is reached. If the attacker keeps jamming
all the retransmission from Alice, Alice will notice the abnor-
mal behavior of the wireless channel and may stop trying to
establish the secret key with Bob. If the attacker ignores Alice’s
retransmission of g“ and still forges his g%, Bob will receive
both key exchange messages, which indicates the existence of
the attacker. In both cases, the MITM attack will not succeed.
The best strategy for the attacker is after jamming g®, he forges
an ACK to make Alice believe that the message g* has been
received correctly by Bob, then the attacker can forge a ¢ and
send it to Bob. However, after receiving the forged g%, Bob will
send an ACK, and the reply address of this ACK will be Alice’s
MAC address. The attacker has to jam this ACK to prevent Alice
from receiving double ACKs for only one message transmission.

Fig. 3 presents the attacker’s best strategy. In summary, to
successfully launch the MITM attack in an IEEE 802.11 based
wireless network with ACK mechanism, the attacker has to
follow the 8 steps illustrated in Fig. 3. A Type I attacker will
follow the orders of 1-8 and a Type II attacker will follow the
steps of 1-2-7-8-3-4-5-6. In the attack process, although it is
possible to jam the transmitter during the backoff window time,
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the result will be that the transmitter defers its transmission,
which does not benefit the attacker. This is because the backoff
counter of the transmitter will be frozen until the channel is
detected idle for a period of time according to IEEE 802.11. In
this sense, an efficient way for the attacker is to jam the channel
when the two key pairing parties are transmitting messages.

D. System Model and Problem Statement

We shall focus on IEEE 802.11 based networks to present the
system model and our design while it should be noticed that the
proposed scheme can be extended to other wireless networks
with contention based MAC. Consider an IEEE 802.11 based
wireless network consisting of some stations (among which is
Alice) and an access point (Bob). We assume that Alice has
already performed the scanning process and decided to associate
and establish a secrete key with Bob. In this scenario, Alice and
Bob first establish a wireless link between them by going through
an association handshake, in which Alice sends an association
request and Bob replies with an association reply. Immediately
after the association handshake, Alice and Bob try to establish a
shared secret key by a DH key exchange. Suppose Alice initial-
izes the key exchange protocol. During this process, an attacker
with capabilities defined above may try to launch the MITM
attack. The case of impersonation attack during the association
process will be discussed in Section IV-E. Besides Alice, Bob
and the attacker, there are n (n > 0) other wireless stations
sharing the same wireless channel. For ease of presenting the
secure pairing process, we assume that Alice and Bob have no
data packets to transmit other than the messages related to the
key exchange protocol, while other wireless stations have data
traffic which can be treated as background traffic to the key
exchange process. All the background wireless stations access
the wireless channel according to the distributed coordination
function (DCF) specified in IEEE 802.11 standards. We assume
that the n background stations are within the transmission and
receiving range of Alice and Bob (no hidden terminals), and
their network traffic density is stable. This assumption leads to
a stable one-hop network which is practically possible if the
stations (including Alice and background ones) and the access
point locate within a small area (e.g., an office) and that the
background stations do not have traffic bursts.

Based on the above system model and assumptions, in this
paper, we aim at addressing the following problem: How can
Alice and Bob prevent or detect the MITM attack during their
key exchange process while using only in-band channel? We
consider the attacker as being detected if both Alice and Bob
detect its presence. We are seeking practical solutions that are
easy to be implemented without modification to existing wireless
hardware.

IV. IN-BAND SECURE KEY ESTABLISHMENT PROTOCOL

Above we notice that in order to prevent Alice or Bob from
receiving legitimate key exchange messages, the attacker has to
transmit jamming signals to intentionally collide the legitimate
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messages at the receiver’s antenna. To distinguish the packet col-
lision introduced by the MITM attacker from normal packet col-
lisions due to simultaneous transmission, our protocol requires
Alice to transmit g multiple times consecutively, such that to
successfully launch the MITM attack, the attacker has to jam all
the ¢g® from Alice, thus resulting in a burst sequence of packet
collisions at Bob’s receiver. Then Bob can notice this abnormal
channel behavior and detect the existence of the attacker. We
achieve this by modifying the DH key exchange protocol and the
channel access scheme for the protocol message transmissions,
as well as carefully designing an attacker detection mechanism.

A. Preliminary: IEEE 802.11 DCF

Below we briefly describe the main procedures in the DCF of
IEEE 802.11 MAC protocol. A station with a packet to transmit
first monitors the channel before transmitting. If the channel is
sensed idle for a distributed interframe space (DIFS) time period,
then it selects a random backoff counter uniformly selected from
[0, CW], where CW is its current contention window size. The
station decreases its backoff counter by 1 for each time slot
when the channel is sensed idle after the DIFS. If the channel is
sensed busy during the backoff procedure, the station freezes its
backoff counter until the channel is sensed idle again for more
than a DIFS time period. The station transmits when its backoff
counter reaches 0. A packet collision happens when more than
one stations have their backoff counter reaching zero at the
same time slot and simultaneously transmit subsequently. After
a short interframe space (SIFS) time period following successful
reception of a packet, the receiver replies an ACK to the sender.
Since SIFS is shorter than DIFS, no other stations are able to
transmit until the transmission of the current ACK finishes. If a
station does not receive an ACK within a timeout period after
transmitting a packet, it doubles its contention window size
CW until reaching an upper limit C W4, = 2°CW,in. Once
reaching the limit, CW remains in CW,,,, until a maximum
retransmission limit is reached (then, C'W is reset to CW,,in
and the packet failed to be transmitted is discarded).

B. The Proposed Key Exchange Protocol

As illustrated in Fig. 4, in the modified DH key exchange
protocol, each key exchange message is transmitted m times.
In this situation, to successfully perform the MITM attack, the
attacker has to block all these 2m messages by introducing
2 m extra packet collisions to the channel, and Alice and Bob
can each observe m packet collisions. The value of m shall be
determined based on the current channel condition, which will
be discussed in later sections of this paper. We shall use M;* and
M to denote the ith message from Alice and Bob, respectively;
the superscript is dropped when we generally indicate a message
from either Alice or Bob.

We set the message format for M, as follows:

M;={i| m|g®(org®)|dummy data},

where i denotes the current message number. g% or ¢° is the
same as the original DH protocol. We use dummy data to
fill the message payload to be the maximum size allowed in
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IEEE 802.11 standard in order to prevent the attacker from
jamming more than one packets by sending one exceptionally
long jamming signal.

Fig. 5 illustrates the reason why we use dummy data to fill
up the message payload. In Fig. 5(a), Alice transmits g® two
times without adding dummy data, and the attacker jams the
message with one jamming signal. In this case Bob will detect
one collision event. If the two packet transmission duration plus
their inter-frame space is less than the transmission time of one
maximum-sized packet, this will seem to be one normal packet
collision for Bob. In Fig. 5(b), Alice transmits g* with dummy
data added, and the attacker tries to jam the message transmission
with only one jamming signal. In this case, Bob will be able
to observe a collision longer than normal packet transmission,
thus detect the existence of the attacker. If the attacker wants to
jam the maximum-sized key exchange message without being
detected by the collision duration criteria, he has to jam each
message separately, as shown in Fig. 5(c). In summary, with
dummy data added to the key exchange messages, if the attacker
attempts to prevent Bob from receiving Alice’s key exchange
messages, Bob is guaranteed to observe m packet collisions.
The same is true for the key exchange messages from Bob to
Alice. We term a packet collision with a duration longer than
the time required to transmit a maximum-sized packet as an
exceptionally long packet collision.

Our proposed key exchange protocol guarantees that if the
attacker wants to successfully launch the MITM attack, both
Alice and Bob will be able to observe m extra packet collisions.
The remaining problem is how to distinguish these extra packet
collisions introduced by the attacker from normal ones caused
by simultaneous transmissions, since packet collision frequently
happens due to the distributed nature of the channel access
mechanism: if the backoff counters of two or more stations
happen to reach O at the same time slot, a packet collision
will occur. Since every station within the wireless network
shares equal chance to access the wireless channel, on average
Alice has to wait for n packet transmission before it gets a
chance to transmit a single protocol message. This implies that
in presence of the attacker, on average Bob can only observe

Authorized licensed use limited to: lllinois Institute of Technology. Downloaded on December 02,2021 at 04:46:15 UTC from IEEE Xplore. Restrictions apply.



SHEN et al.: DIFFIE-HELLMAN IN THE AIR: A LINK LAYER APPROACH FOR IN-BAND WIRELESS PAIRING

11899

M

Jamming

Attacker

m

Jamming

Attacker

M

Jamming

Jamming

Attacker

v

\ 4

Bob

| Seems to be anormal collision |

v

Bob

| Longer than normal collision |

Bob

| 2 collisions |

(a) (b) (©)
Fig.5. Use maximum packet size for protocol message transmission. (a) Small packet size. (b) One jamming signal to jam two packets. (c) Two jamming signals.
DIFS DIFS
— |t— -
A A A
3210
—~IDIFS|™
A A
Bob Rx Rx ... Rx el 8 -_._>
43210
“*oirs
A
C
Station i . K
987 6543 210
(a)

Attacker

DIFS,

m consecutive collisions ‘

r

Fig. 6.

one extra collision for every n + 1 packet transmissions, which
cannot serve as a good detection criterion. In this sense, we
can grant the key exchange protocol packets a higher priority
to access the wireless channel over background packets, such
that the extra packet collisions introduced by the attacker will
not be diluted by normal collisions. If we let the key exchange
messages access the channel without going through the back-
off process by fixing the backoff counter to be 0, messages
Mg and M} will have priority over the background data
packets.

The channel access scheme for the proposed key exchange
protocol is as follows. Upon receiving the ACK of M (“i_ it Alice
transmits M (2 < 4 < m) immediately after a DIFS, and upon
receiving the ACK of M (I’FI), Bob transmits M} (2 < i < m)
immediately after a DIFS. The channel access scheme for M}
and M} follow the normal backoff mechanism defined in the
IEEE 802.11. This channel access scheme for the proposed key

6543210

(b)

Channel behavior of the proposed scheme. (a) Channel behavior in absence of the attacker. (b) Channel behavior in presence of the attacker.

exchange protocol guarantees the channel access priority for
message M and M} (2 < i < m). Only M{ and M} compete
for the channel with the other stations. There is a probability that
the transmission of M{* and M 1” encounters a collision, but the
other messages in the key exchange protocol are guaranteed to
be collision-free. More importantly, this channel access scheme
forces the MITM attacker to consecutively collide multiple pack-
ets, such that the receiver can distinguish these m consecutive
packet collisions from normal ones, thus detecting the presence
of the attacker.

Fig. 6 illustrates the channel behavior of the proposed key
exchange protocol with the priority channel access scheme.
Fig. 6(a) shows the channel behavior of the proposed key ex-
change protocol when the MITM attacker absents. Alice starts
the key exchange protocol by transmitting M{* after winning the
channel competition. Other stations (station ¢ for example) can
only get access to compete for the channel after the transmission
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Fig. 7.  System flowchart.

of My}, finishes, because M (2 < ¢ < m) is transmitted imme-
diately after a DIFS, and they have no chance to decrease their
backoff counters. Fig. 6(b) illustrates the channel behavior of
the proposed key exchange protocol when a Type II attacker
presents. The figure only shows the first half of the attack,
where the attacker jams all the M* from Alice and then forges
M to Bob. The attacker’s behavior results in m consecutive
packet collisions at Bob’s receiver, which only happens with
low probability under normal conditions. The attacker can be
then detected by our detection mechanisms (to be introduced
later). The second half of the attack (omitted in Fig. 6(b) due
to space limitations) will be the attacker jamming the M) and
forging M, ib' to Alice, which will result in m consecutive packet
collisions at Alice’s receiver.

C. Detection System Design

The key insights for the detection algorithm design are: 1) if
the attacker jams all the key exchange messages from Alice (or
Bob), then Bob (or Alice) will observe m consecutive packet
collisions. 2) If the attacker fails to jam all the key exchange
messages and still try to forge an Mi‘l/ (or Mf’/), then Bob (or
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Alice) will receive key exchange messages containing different
parameters ¢ and g% (or ¢® and ¢”). On this basis, we design
our system as in Fig. 7. Before we get into the details, let’s first
introduce in practice how does a station detect a collision.

1) Detecting a Packet Collision: In an IEEE 802.11 wireless
network, a station keeps monitoring the channel. Whenever
the station’s antenna detects an ongoing packet transmission,
it will first decode the physical and MAC headers, and obtain
the Destination Address (DA) contained in the MAC header. If
the DA does not match its own MAC address, the station will
drop the packet without decoding the data payload; otherwise, it
will continue decoding the payload. If the packet can be decoded
and passes the FCS check (error-detecting code), the station will
send an ACK to indicate the correct reception of the packet. If
the packet header or the packet payload cannot be decoded or
the FCS check fails, the station will consider this packet has
collided and no ACK will be transmitted.

Theoretically, we can have Alice and Bob detect the packet
collisions within their antenna’s receiving range by allowing
them decode all the received packets, no matter whether the
DA matches or not. However, this method will impose huge
energy burden and shorten the lifetime of energy-restricted
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wireless devices. Besides, if the attacker jams the preamble of
a message, the receiver will not even notice that there is an
ongoing message (as synchronization will fail). In this paper,
we adopt a channel collision detection method which considers
the preamble jamming and is energy-efficient. We notice that
from an observer’s point of view, in case of a successful packet
transmission, the channel occupancy follows the pattern

Busy (duration > ACK) — Idle (duration = SIFS)
—  Busy (duration = ACK),

and in case of a collision, the channel occupancy follows:

Busy (duration > ACK) — Idle (duration > SIFS).

In our proposed scheme, Alice and Bob will use these channel
occupancy patterns to determine whether an ongoing packet
transmission is a successful one or a collision.

2) Flowchart of the Proposed System: Now let’s go through
the details of the proposed system. The very first step will be
Alice and Bob establish their wireless link through an associa-
tion handshake. Assume Alice is always the one who initiates
the association handshake and the key exchange process. The
system flowchart is shown in Fig. 7.

After sending an associate request and receiving the associa-
tion reply from Bob, Alice starts a key exchange timer 7" (step
1). Alice will only install the established key after T" expires and
no attacker detected. Then Alice monitors the channel for a time
period of ¢ before starting to transmit M. This time period
of ¢ is termed as the monitoring window, during which Alice
estimates the channel condition (channel collision probability
and channel traffic density) and decides the number of rounds
m for the proposed key exchange protocol (step 2). The details
of how to chose a proper m will be discussed in the next section.
With m being decided, Alice can start the key exchange protocol
by transmitting M{* to M according to the proposed channel
access scheme. After finishing the transmission, Alice starts to
monitor the channel and receiving M} (step 3). The attacker
detection decision making will begin after Alice received all the
M} (step 4). She will check if there are m consecutive packet
collisions between step 3 and step 4, if there are exceptionally
long packet collisions, and whether the received ¢° are all equal.
A Type I attacker will be detected at this point. If no attacker
detected at this point, Alice still needs to monitor the channel
until the key exchange timer 7" expires (step 5) to decide whether
a Type II attacker exists. After 7" expires, if no m consecutive
packet collision and no exceptionally long packet collision has
been detected, Alice can confirm that there is no MITM attack
during the key exchange process and install the established key.

For Bob, upon receiving the association request from Alice, it
transmits the association reply and starts his key exchange timer
T (step 1). Bob will start to monitor the channel after a time
period of ¢, since during this time Alice is estimating the channel
condition and has not started the key exchange protocol yet.
Thus, providing that Bob starts monitoring the channel before
Alice transmitting the key messages, they do not have to be
exactly synchronized. After receiving all M from Alice (step
3), Bob checks if the timer 1" expires, if all the received g¢ are
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equal, and if there are m consecutive packet collisions or any
exceptionally long packet collision. Both the Type I attacker and
the Type II attacker will be detected by these detection criteria. If
there is no attacker being detected, Bob can start transmitting his
M. After Bob finishes the transmission of M? , he can install
the established key.

3) Alternative Detector Design: Given the channel access
mechanism, the channel occupancy of the protocol messages
has a unique pattern: the ACK of the previous message is
followed by an idle period of DIFS and then a maximum-
sized packet transmission. Correspondingly, if the attacker jams
all the key exchange messages, the receiver will observe m
consecutive collisions with a fixed idle interval which equals
to SIFS+ACK+DIFS. Based on this collision pattern, we can
design a more advanced detector to distinguish this attacker
behavior from normal packet collisions. Specifically, a timer
can be added on top of the current detector design to record the
timestamp for recent collisions, and if consecutive collisions
are detected, the users can compare the timestamps to check
if the idle intervals match the unique pattern. Compared to the
current design, this more advanced detector can achieve 0 false
positive ratio with the extra cost of memory space for recording
the collision timestamps and extra codes to check the collision
pattern. We suggest the current solution in this paper for better
performance and cost trade-off.

D. Discussions on Practical Implementation Aspects

The proposed link-layer solution for wireless device pairing
works completely in-band and does not require any OoB or
human interaction or special hardware. Besides, our solution
can be implemented on off-the-shelf wireless devices without
modifying their physical layer transmission mechanism, and a
user only needs to configure its backoff counter during the key
establishment process.

1) Channel Access Mechanism: In the proposed solution, the
protocol messages are transmitted immediately after a DIFS,
without going through the back off process. This channel access
mechanism aims at granting Alice or Bob continuously channel
access during the protocol message transmission. In fact, this
can be achieved by setting the inter-message space to be any
value between SIFS and DIFS. We choose DIFS in our design
for the purpose of easy implementation: Alice or Bob only
needs to change the backoff counter configuration in the key
establishment stage.

2) Imperfect Channel Condition: In practice, during the key
exchange process, Alice may retransmit a message if the previ-
ous transmission was collided by other background stations or
if the previous collision-free transmission arrived at Bob with
some bit error. With carrier sensing and collision detection in
IEEE 802.11 networks, collided transmissions will be detected
and counted in the proposed detector. Therefore, even if the
channel is imperfect, the proposed protocol still works along
with the proposed detector as long as there are no hidden
terminals.

3) RTS/CTS Mode: The details of our solution are designed
for the basic access mode in IEEE 802.11 wireless network.
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Besides the basic access mode, there is an RTS/CTS mode
aiming at addressing the hidden terminal problem, in which each
station goes through a request-to-send (RTS) and clear-to-send
(CTS) handshake before the data packet transmission [37]. The
proposed solution can be further extended to cover the RTS/CTS
mode. In the RTS/CTS mode, only the RTS packet has a chance
to collide with other RTS packets, while the data packet is
collision-free. If the attacker only collides the data packet, the
detection becomes trivial, so a successful attacker has to jam the
CTS request. Base on this insight, we can have Alice transmit the
RTS request m times consecutively using the proposed channel
access mechanism, such that the attacker has to jam all the
m RTS to cause m consecutive collisions, which can then be
detected by Bob.

4) Other Related Issues: Although redundant transmissions
of the key exchange messages make the proposed scheme less
time-efficient, no extra information is leaked since the messages
being exchanged are the same as those in the traditional DH
protocol. Therefore, the proposed protocol is secure against
not only passive eavesdropper but also MITM attack. In ad-
dition, consider the denial-of-service (DoS) attack which can be
launched by deliberately jamming the channel to cause multiple
packet dropouts. Although the attacker does not have to jam all
the key exchange messages due to packet collisions from other
normal stations, the difficulty of causing a DoS is no less than
that in the traditional DH process.

E. Discussions on Impersonation Attack

The proposed scheme is based on the assumption that Alice
and Bob have already gone through an association handshake
and have a wireless link available between them. However, the
attacker may impersonate Alice or Bob during the association
phase. Specifically, when Alice sends the association request,
the attacker can jam this message and then impersonate Bob
to send a reply to Alice. The proposed scheme covers the key
exchange process after the association, but not the association
phase itself. The essential difference between the impersonation
attack and the MITM attack is that in the latter case, both Alice
and Bob know that a key exchange process is expected within a
certain time window (corresponding to the key exchange timeout
window T in the proposed solution). However, in the former
case, being the passive party in the association handshake, Bob
is not aware of that Alice is trying to establish a shared key with
him.

The proposed solution can work on top of existing identity
authentication techniques, such as the push button configuration
(PBC) mechanism defined in IEEE 802.11 standards, to address
the impersonation attack. However, an identity authentication
protocol requires either pre-shared knowledge or OoB channels.
In fact, we can address the impersonation attack by a similar link
layer approach. Due to the space limitation, here we only intro-
duce the general methodology for a secure association protocol
without going deep into the details. In the secure association
protocol, Alice transmits the association request m times, with
random delays between each request, and Bob replies with n
association replies once he receives an association request. The
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nreplies will be transmitted using the channel access mechanism
proposed in Section IV-B. To successfully impersonate Bob, the
attacker has to jam all the m requests from Alice, otherwise if
Bob receives a single request, the attacker has to jam the corre-
sponding n replies, which results in n consecutive collisions at
Alice’s side and can be detected by Alice. With the random delay
between the association requests, even if the attacker knows the
exact transmission starting time of the first request, he does not
know the transmission starting time of the following requests.
The best he can do is to examine the packet header of every
transmission on the channel, and send a jamming signal when
he sees the current packet is indeed from Alice. If the packet
header containing Alice’s address is perceptible to the attacker,
it is also perceptible to Bob. Based on this insight, Bob can keep
monitoring the channel and keep a record on the source addresses
of collided transmissions. If the attacker jams all the m requests
from Alice, Bob will notice that m transmissions from the same
address collided consecutively. At this point, Bob sends n alarm
messages using the channel access scheme as in Section IV-B.
If Alice receives an alarm, she will be aware of the attacker; if
all the alarms are jammed by the attacker, Alice will observe n
consecutive collisions and be aware of the attacker.

V. PERFORMANCE ANALYSIS
A. Missed Detection Ratio

The missed detection ratio is defined as the probability that an
attacker successfully launched the MITM attack without being
detected by Alice or Bob. With the proposed scheme, a MITM
attacker will always be detected. The missed detection ratio of
the proposed scheme is 0.

The MITM attack is considered to be successful, only if the
attacker can establish two separate shared keys with Alice and
Bob, while passing all the detection criteria in the proposed
scheme. The proposed scheme has three detection rules: (1) all
received g% (¢°) are equal; (2) no m consecutive packet collision
is detected; (3) no exceptionally long packet collision is detected.
In the proposed scheme, Alice will transmit g* m times. If the
attacker does not intercept all these m messages, Bob will at
least receive one ¢g® from Alice. In this case, if the attacker
transmits his own ¢ # g% to Bob, according to detection rule
(1), Bob will detect his presence. The only successful chance for
the attacker is that he manages to intercept all the g* from Alice.
Under the adversary model, the attacker can only achieve this by
colliding these messages at Bob’s antenna. If the attacker uses
one jamming signal to collide multiple M/, an exceptionally
long packet collision will be observed by Bob, as illustrated in
Fig. 5, which violates detection rule (3). The attacker has to
individually collide these m packets. According to the proposed
channel access mechanism, these m packets will be transmitted
consecutively without being interrupted by normal background
data packets, so colliding them will result in m consecutive
packet collisions at Bob’s receiver, which violates detection
rule (2). In summary, under the adversary model defined in
Section III-B, a MITM attacker can always be detected by
our detection rules. The missed detection ratio of the proposed
scheme is 0.
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B. False Positive Ratio

A false positive occurs when the proposed system detects an
attacker but in fact no threat exists. Our system will raise an
alarm if any of the following situations occurs: (1) the received
g (gb) does not match; (2) Alice or Bob detects m consecutive
packet collisions within the detection window (the time period
starts after the monitoring window until the key exchange timer
T expires); (3) an exceptionally long packet collision is detected.
Given the assumption that there are no hidden terminals, if there
is no attacker existing, situations (1) and (3) will not happen.
A false positive will only occur under the circumstance that
within the detection window, there exist m consecutive packet
collisions due to simultaneous transmissions. Based on the pro-
posed scheme, athough Alice (or Bob) has a higher priority than
background stations to access the wireless channel once it gains
the access, it has to contend with those stations to access the
channel before transmitting the first key message. Therefore,
during this contention period, Bob (or Alice) may witness m
consecutive collisions which are in fact due to collisions among
background stations, and consequently a false alarm will be
triggered.

First, we present a mathematical model for the consecutive
collision detector. Let I, be the indicator of the gth observed
packet transmission, i.e.,

7 1, if the gth packet is a collision,
T 0, if the qth packet is a successful transmission.

We use X, to denote the state of the detector, then the behavior
of the detector can be mathematically described as

(D

Xgp1 = I x (Xq + 1g)
Xo=0.

Based on the above discussions, we use m to be the detection
threshold of the following detector:

1

5, =< "
o

i.e., whether m consecutive collisions happen or not. The detec-
tor value X, will be reset to 0 as soon as it exceeds the threshold
m and the detection procedure starts over again.

Consider the sequence {X,} as a discrete random process,
which takes values from a finite set A = {0,1,2,...,m}. The
detector is said to be in state ¢ € A at step n if X, = 7. The state
transition happens when a packet transmission over the wireless
channel is observed. According to (1), the next state X, is
independent of previous states except X, where the transition
probability is

if Xy >m,
it Xy <m,

Pij :P{Xqul :leq :i}, V’L,] € A.
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Thus, {X,} can be modeled as a discrete-time Markov chain
with the transition probability matrix:

FPoo  Po FPom

Py Py P
P=1 . )

PmO Pml Pmm

Let pcn denote the channel collision probability, which is the
probability that an observed packet transmission is a collision.
Assuming the collision probability of each observed transmis-
sion is independent, then we have

Dehs ifj=i+land0<i<m~—1
1 - if j=0and0<i<m-—1

Pij: Pch; 1] an '_z_m @
L, ifj=0andi=m
0, otherwise.

Let (mo, 71, ..., Ty ) denote the steady-state probabilities of
the Markov chain. It can be solved by the following:

ﬂj:Z;ioﬂ'iPij, VjE{O,l,...,m} (3)
Z;‘n:o mj =1
In particular, we can derive the close form of 7, as
m m—+1
Pch — Peh
RN - @)
' - pcthl

The detector will raise an alarm when it reaches state 7. Under
normal situations where the attacker is absent, if the detector
reaches state m during the detection window, a false positive
occurs. The false positive ratio (denoted as Pyp) of the proposed
system is determined by the channel collision probability pcy,, the
number of messages m in the proposed key exchange protocol,
as well as the number of packet transmissions observed in the
detection window. Assuming there are totally & transmissions
observed in the detection window, then P, can be derived as

m—+1

pr:kﬂm:k.pich_ﬁz:_l . (5)

1- Pen

From (5), we can see that given k and pp, the false positive
ratio of the proposed system monotonically decreases with
m increases. So we can always choose a large enough m to
reach a low target false positive ratio. It is worth noting that
in implementation, p., and k will be estimated based on the
transmission observed during the monitoring window ¢ (step 2
of Fig. 7) and may not be the exact packet collision probability
for the transmissions observed during the detection window.
Besides, (5) is derived under the assumption that the collision
probability for each observed transmission is independent. So
when implementing our system, the value of m should be
selected conservatively.

C. Cost Analysis

The cost introduced by the proposed solution has two aspects:
the repeat transmissions of the DH protocol message introduce
extra communication overhead; the shared key is considered to
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TABLE I
SIMULATION SETUP

Slot time Ius
DIFS/SIFS/ACK durations 34pus [ 18us 1 28us
Initial backoff window size 32

Maximum backoff stages 6
Maximum retry limit 7

be valid at the end of the detection window, which results in a
delay to the key establishment process.

The proposed solution repeats the DH protocol m times,
which has 2(m — 1) more message transmission compared to
the original DH protocol. Typically, the key agreement protocol
is only used for initial trust establishment, and the subsequent
key updates can be performed based on the existing shared
secret. So the communication overhead of the proposed solution
is in fact a one-time cost. From the numerical results in the
next section, we can see that even at an extremely busy channel
condition, the required value of m to achieve a 1% false positive
ratio is no larger than 10.

The delay introduced by the proposed solution equals to the
key exchange timer 7" consisting of the channel monitoring win-
dow t and the detection window 71" — t. The channel monitoring
window is for Alice to estimate the channel collision probability
and determine a value m for the key agreement protocol, and
the detection window should be large enough to cover the 2m
protocol message transmission. The value of 7" and ¢ is preset by
Alice. In practice, we recommend using 7' = 1.5sand ¢ = 1 s,
since 1 s monitoring window gives Alice plenty of samples for
channel condition estimation, and a detection window of 0.5s
is enough for transmitting 26 maximum-sized protocol message
with the proposed channel access mechanism under the lowest
possible WiFi data rate (1 Mbps). The recommended setting
introduces a 1.5s delay in the key establishment process, which
is satisfactory considering that the required human interaction
in existing OoB device pairing methods usually takes a couple
of seconds.

VI. NUMERICAL AND SIMULATION RESULTS

In this section, we present numerical and simulation results of
the proposed system. We first present the results of our collision
detection algorithm, demonstrating that it can precisely detect
whether an observed transmission is a collision or not. We then
present the results of the false positive ratio, and show that the
proposed system can achieve a low false positive ratio. In ad-
dition, we demonstrate how to configure the system parameters
through a case study.

We use OMNeT++ to conduct the simulations, where Alice,
Bob, and multiple background stations share an IEEE 802.11a
wireless channel. The packet size of the background traffic is
uniformly distributed between 500 Bytes and 2000 Bytes. The
link layer parameters are set to be the default values of IEEE
802.11a standard. We summarize the key parameters used in the
simulations in Table I.
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Fig. 8. Channel collision probability. (a) Under saturated traffic. (b) Under
unsaturated traffic.

A. Channel Collision Probability

The channel collision probability under saturated traffic con-
dition can be explicitly analyzed using the Markov chain based
models [37]-[39]. We can use equations (14) and (17) in [38] to
calculate the channel access probability 7 and the conditionally
collision probability p. Then the channel collision probability
Peh can be derived as

1—(1—=7)"—nr(l—7)"!

I—(1—7)" ©)

Pech =

As shown in Fig. 8(a), we numerically calculate p., with the
number of stations varying from 2 to 30. We then implement
the collision detection algorithm on a silent node, which only
monitors the channel without transmitting or receiving any
packets. This silent node makes decisions purely based on the
channel occupancy pattern it observed, and count the number of
collisions and successful transmissions within the simulation run
time. We plot the channel collision probability obtained from the
silent node in Fig. 8(a), where we can see that the p., obtained
by our collision detection algorithm well matches the theoretical
analysis.

We also implement the collision detection algorithm to obtain
the channel collision probability p., under unsaturated traffic
conditions. To simulate the unsaturated traffic, we implement a
Poisson traffic generator on each background station. Fig. 8(b)
shows the results p., under different traffic densities. As long as
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Fig. 9. False positive ratio.

the data rate of each station drops below a certain threshold, we
can observe that p.p, drastically decreases to a low level.

B. False Positive Ratio

As we analyzed in Section V-B, the false positive ratio of
the proposed system is affected by a number of variables,
including the channel collision probability p., the number of
transmissions being monitored within the detection window, as
well as the number of messages transmitted in the proposed key
exchange protocol m. By (5), P, will increase with pe, and k
increasing, and with m decreasing, which matches the intuition
that these trends will give the normal packet transmission a better
chance to hit m collisions in a row. The numerical results of P,
is presented in Fig. 9. The five surfaces from bottom to top
represent the Py, with pe, being 5%, 10,% 15%, 20%, and 25%,
respectively, while &k varying from 1000 to 4000 and m ranging
from 4 to 12. When p.,, equals 25%, which means the channel is
operating in an extremely busy condition, the proposed system
can achieve a false positive ratio of 1% if m is larger than 10.

We also conduct simulations to demonstrate the behavior
of the proposed detector in terms of the false positive ratio
under different monitoring window duration and different m. We
simulate two scenarios with 5 and 12 background stations, under
unsaturated and Poisson traffic arrivals with data rates equal to
1.54 Mbps and 1.17 Mbps, respectively. In the simulations, we
also have another silent node to monitor the channel, record the
consecutive collisions it observed and implement the proposed
detector. First, if the detection window size increases, more
collisions are expected to be observed and hence, with a higher
probability, false alarms will be triggered during the window.
Therefore, for a stable network when the attacker absents, the
false positive rate increases as the detection windows increases,
just as predicted by (5). These resutls are omitted. Second,
simulation results on the false positive ratio Py, under different
m are plotted in Fig. 10, where the detection window is fixed at
1 s. We can see that the achieved Py, decreases as m increases.
In particular, for a bad selection of m, e.g., 1, P, becomes
very large, due to that frequently happened collisions with
background transmissions is mistakenly identified as MITM
attacks. This suggests to choose m conservatively. In addition,
the simulation results show that the actual false positive ratio
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is higher than the theoretical value calculated using (5). This
is due to the fact that, under the unsaturated condition, most
of the times only a few stations simultaneously have packets
ready to transmit, resulting in a low average channel collision
probability. However, when a collision happens, the involved
stations will attempt to retransmit their packets, as a result,
the number of stations competing for the next transmission
is higher than average, which leads to a higher than average
channel collision probability. While in our analysis we assume
a time-independent packet collision probability which results in
a lower false positive ratio.

C. A Case Study

In this subsection, we present a simulation case to demonstrate
how does Alice select the system parameter m based on the
information she observed during the monitoring window, in
order to achieve a target false positive ratio. In this simulation
case, Alice, Bob, and other 10 background stations are sharing
an [EEE 802.11a wireless channel. Each of the 10 background
stations is generating packets with 2.0 Mbps data rate. The key
exchange timeout 7’ is set to be 1.5 seconds, and the duration of
the monitoring window ¢ is set to be 1 s. Based on the information
observed during ¢, Alice will decide m, which is the number
of messages to be transmitted in the proposed key exchange
protocol, to reach a target Py, of 0.5%.

After receiving the association reply from Bob, Alice starts
to monitor the channel for ¢ = 1 second. During this time, Alice
observed 2065 transmission events, among them there are 1994
successful transmissions and 71 collisions (these numbers are
obtained from a simulation case). Based on these values, Alice
estimates the channel collision probability p, to be 3.44%, and
the number of transmissions in the detection window (1" — t =
0.5 seconds) to be 1033. According to (5), if m =4, P, is
1.36%, andif m = 5, Py, is estimated to be 0.08%, which reaches
the target false positive ratio. As we mentioned earlier, m should
be selected conservatively. So Alice will set m to be 7 and starts
the key exchange protocol.

We also conduct simulations for both normal and the MITM
attack scenarios. We let Alice transmit 7 maximum-sized packets
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at the beginning of the detection window with her backoff
counter fixed to 0. The attacker is set to transmit a jamming
packet without channel sensing and backoff process, and the
transmission of the attacker is triggered when Alice starts to
transmit. In the normal case, during the 0.5 seconds detection
window, Bob observes 41 collisions and 996 successful trans-
missions on the channel, and the maximum length of consecutive
collisions observed is 2. In the attack case, Bob successfully
detects 7 consecutive collisions at the very beginning of the
detection window, which indicates the presence of the attacker.

VII. CONCLUSION

We systematically studied the wireless MITM attack, and
modeled the attacker’s behavior on message level. We then
presented a novel in-band solution to detect the attacker during
the key exchange process. The proposed scheme forces the
attacker to generate a burst sequence of consecutive channel
collisions, which can be detected by legitimate parties. We
further presented analysis as well as simulation results to validate
the performance of the proposed solution. Our solution achieves
a missed detection ratio of 0, and can achieve a low false
positive ratio by proper parameter design. A case study is also
presented to demonstrate how to configure the system to achieve
a guaranteed performance.

REFERENCES

[1] B. Ying and A. Nayak, “Anonymous and lightweight authentication for
secure vehicular networks,” IEEE Trans. Veh. Technol., vol. 66, no. 12,
pp. 10626-10636, Dec. 2017.

[2] A. Hanyu et al., “Adaptive frequency band and channel selection for
simultaneous receiving and sending in multiband communication,” /[EEE
Wireless Commun. Lett., vol. 8, no. 2, pp. 460-463, Apr. 2019.

[3] Y. Qu et al., “Decentralized privacy using blockchain-enabled federated
learning in fog computing,” IEEE Internet Things J., vol. 7, no. 6,
pp. 5171-5183, Jun. 2020.

[4] A. Hanyu, Y. Kawamoto, and N. Kato, “Adaptive channel selection and
transmission timing control for simultaneous receiving and sending in
relay-based UAV network,” IEEE Trans. Netw. Sci. Eng., vol. 7, no. 4,
pp. 2840-2849, Oct.—Dec. 2020.

[5] G. Chen, X. Cao, and J. Jin, “Joint scheduling and channel allocation for
Kalman filtering over multihop WirelessHART networks,” IEEE Trans.
Ind. Informat., vol. 17, no. 5, pp. 3555-3565, May 2021.

[6] W. Shen, L. Liu, X. Cao, Y. Hao, and Y. Cheng, “Cooperative message
authentication in vehicular cyber-physical systems,” IEEE Trans. Emerg.
Top. Comput., vol. 1, no. 1, pp. 84-97, Jun. 2013.

[7]1 H.Tan, M. Ma, H. Labiod, A. Boudguiga, J. Zhang, and P. H. J. Chong, “A
secure and authenticated key management protocol (SA-KMP) for vehic-
ular networks,” IEEE Trans. Veh. Technol., vol. 65, no. 12, pp. 9570-9584,
Dec. 2016.

[8] R. Ma, J. Cao, D. Feng, H. Li, and S. He, “FTGPHA: Fixed-trajectory
group pre-handover authentication mechanism for mobile relays in 5G
high-speed rail networks,” IEEE Trans. Veh. Technol., vol. 69, no. 2,
pp- 2126-2140, Feb. 2020.

[9] B. Mao, Y. Kawamoto, J. Liu, and N. Kato, “Harvesting and threat aware
security configuration strategy for IEEE 802.15.4 based IoT networks,”
IEEE Commun. Lett., vol. 23, no. 11, pp. 2130-2134, Nov. 2019.

[10] H.Li, Y. Yang,Y.Dai,S. Yu, and Y. Xiang, “Achieving secure and efficient
dynamic searchable symmetric encryption over medical cloud data,” IEEE
Trans. Cloud Comput., vol. 8, no. 2, pp. 484-494, Apr.—Jun. 2020.

[11] W.Diffie and M. Hellman, “New directions in cryptography,” IEEE Trans.
Inf. Theory, vol. 22, no. 6, pp. 644-654, Nov. 1976.

[12] S. Mirzadeh, H. S. Cruickshank, and R. Tafazolli, “Secure device pairing:
A survey,” IEEE Commun. Surv. Tut., vol. 16, no. 1, pp. 1740, Jan.—Mar.
2014.

[13] D. Dolev and A. Yao, “On the security of public key protocols,” IEEE
Trans. Inf. Theory, vol. 29, no. 2, pp. 198-208, Mar. 1983.

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 70, NO. 11, NOVEMBER 2021

[14] S. Gollakota, N. Ahmed, N. Zeldovich, and D. Katabi, “Secure in-band
wireless pairing,” in Proc. USENIX Secur. Symp., 2011, pp. 1-16.

[15] Y. Hou, M. Li, and J. D. Guttman, “Chorus: Scalable in-band trust
establishment for multiple constrained devices over the insecure wireless
channel,” in Proc. ACM Conf. Secur. Privacy Wireless Mobile Netw., 2013,
pp. 167-178.

[16] W. Shen et al., “Secure in-band bootstrapping for wireless personal
area networks,” IEEE Internet Things J., vol. 3, no. 6, pp. 1385-1394,
Dec. 2016.

[17] S. Capkun, M. Cagalj, R. Rengaswamy, 1. Tsigkogiannis, J.-P. Hubaux,
and M. Srivastava, “Integrity codes: Message integrity protection and
authentication over insecure channels,” IEEE Trans. Dependable Secure
Comput., vol. 5, no. 4, pp. 208-223, Oct.—Dec. 2008.

[18] Q. Hu, B. Du, K. Markantonakis, and G. P. Hancke, “A session hijack-
ing attack against a device-assisted physical-layer key agreement,” IEEE
Trans. Ind. Informat., vol. 16, no. 1, pp. 691-702, Jan. 2020.

[19] G. Bansal, N. Naren, V. Chamola, B. Sikdar, N. Kumar, and M.
Guizani, “Lightweight mutual authentication protocol for V2G using
physical unclonable function,” IEEE Trans. Veh. Technol., vol. 69, no. 7,
pp. 7234-7246, Jul. 2020.

[20] J. Cao, M. Ma, and H. Li, “G2RHA: Group-to-route handover authentica-
tion scheme for mobile relays in LTE-A high-speed rail networks,” IEEE
Trans. Veh. Technol., vol. 66, no. 11, pp. 9689-9701, Nov. 2017.

[21] A. K. Sutrala, P. Bagga, A. K. Das, N. Kumar, J. J. P. C. Rodrigues,
and P. Lorenz, “On the design of conditional privacy preserving batch
verification-based authentication scheme for internet of vehicles de-
ployment,” IEEE Trans. Veh. Technol., vol. 69, no. 5, pp. 5535-5548,
May 2020.

[22] P. Bagga, A. K. Das, M. Wazid, J. Rodrigues, K.-K. R. Choo, and Y.
Park, “On the design of mutual authentication and key agreement protocol
in internet of vehicles-enabled intelligent transportation system,” /[EEE
Trans. Veh. Technol., vol. 70, no. 2, pp. 1736-1751, Feb. 2021.

[23] K. Lee, V. Raghunathan, A. Raghunathan, and Y. Kim, “SYNCVIBE:
Fast and secure device pairing through physical vibration on commod-
ity smartphones,” in Proc. IEEE 36th Int. Conf. Comput. Des., 2018,
pp. 234-241.

[24] D. Balfanz, G. Durfee, R. E. Grinter, D. K. Smetters, and P. Stewart,
“Network-in-a-box: How to set up a secure wireless network in under a
minute,” in Proc. USENIX Secur. Symp., 2004, pp. 207-222.

[25] V.Roth, W. Polak, E. Rieffel, and T. Turner, “Simple and effective defense
against evil twin access points,” in Proc. ACM Conf. Wireless Netw. Secur.,
2008, pp. 220-235.

[26] L. Wu, X. Du, W. Wang, and B. Lin, “An out-of-band authentication
scheme for Internet of Things using blockchain technology,” in Proc. Int.
Conf. Comput., Netw. Commun., 2018, pp. 769-773.

[27] C. Soriente, G. Tsudik, and E. Uzun, “HAPADEP: Human-assisted pure
audio device pairing,” in Proc. Int. Conf. Inf. Secur., 2008, pp. 385—400.

[28] Q. Hu, Y. Liu, A. Yang, and G. Hancke, “Preventing overshadowing
attacks in self-jamming audio channels,” I[EEE Trans. Dependable Secure
Comput., vol. 18, no. 1, pp. 45-57, Jan./Feb. 2021.

[29] M. Sethi, M. Antikainen, and T. Aura, “Commitment-based device pairing
with synchronized drawing.” in Proc. IEEE Int. Conf. Pervasive Comput.
Commun., 2014, pp. 181-189.

[30] D. Schiirmann and S. Sigg, “Secure communication based on ambi-
ent audio,” IEEE Trans. Mobile Comput., vol. 12, no. 2, pp. 358-370,
Feb. 2013.

[31] T. Bui and T. Aura, “Key exchange with the help of a public ledger,” in
Cambridge International Workshop on Security Protocols. Berlin, Ger-
many: Springer, 2017, pp. 123-136.

[32] N. O. Tippenhauer, K. B. Rasmussen, and S. Capkun, “Physical-layer
integrity for wireless messages,” Comput. Netw., vol. 109, pp. 31-38,2016.

[33] N. Ghose, L. Lazos, and M. Li, “Secure device bootstrapping without
secrets resistant to signal manipulation attacks,” in Proc. IEEE Symp.
Secur. Privacy, 2018, pp. 819-835.

[34] S.N. Premnath et al., “Secret key extraction from wireless signal strength
in real environments,” IEEE Trans. Mobile Comput., vol. 12, no. 5,
pp. 917-930, May 2013.

[35] L. Wang and A. M. Wyglinski, “Detection of man-in-the-middle attacks
using physical layer wireless security techniques,” Wireless Commun.
Mobile Comput., vol. 16, no. 4, pp. 408—426, 2016.

[36] C.Popper, N. O. Tippenhauer, B. Danev, and S. Capkun, “Investigation of
signal and message manipulations on the wireless channel,” in Proc. Eur.
Symp. Res. Comput. Secur., 2011, pp. 40-59.

[37] G. Bianchi, “Performance analysis of the IEEE 802.11 distributed coordi-
nation function,” IEEE J. Sel. Areas Commun., vol. 18, no. 3, pp. 535-547,
Mar. 2000.

Authorized licensed use limited to: lllinois Institute of Technology. Downloaded on December 02,2021 at 04:46:15 UTC from IEEE Xplore. Restrictions apply.



SHEN et al.: DIFFIE-HELLMAN IN THE AIR: A LINK LAYER APPROACH FOR IN-BAND WIRELESS PAIRING

[38] H. Zhai, Y. Kwon, and Y. Fang, “Performance analysis of IEEE 802.11
MAC protocols in wireless LANs,” Wireless Commun. Mobile Comput.,
vol. 4, no. 8, pp. 917-931, 2004.

[39] X.Cao,L.Liu, W.Shen, A. Laha, J. Tang, and Y. Cheng, “Real-time misbe-
havior detection and mitigation in cyber-physical systems over WLANs,”
IEEE Trans. Ind. Informat., vol. 13, no. 1, pp. 186-197, Feb. 2017.

Wenlong Shen (Student Member, IEEE) received
the Ph.D. degree in computer engineering from the
Illinois Institute of Technology, Chicago, IL, USA, in
2018. He is currently a Data Scientist with Comcast
Corporation. His research interests include network
security, wireless networks, Big Data, and machine
learning based network automation and monitoring.

Yu Cheng (Senior Member, IEEE) received the B.E.
and M.E. degrees in electronic engineering from Ts-
inghua University, Beijing, China, in 1995 and 1998,
respectively, and the Ph.D. degree in electrical and
computer engineering from the University of Water-
loo, Canada, in 2003. He is currently a Full Professor
with the Department of Electrical and Computer En-
gineering, Illinois Institute of Technology, Chicago,
IL, USA. His research interests include wireless net-
work performance analysis, information freshness,
machine learning, and network security. He was the
recipient of the Best Paper Award at QShine 2007, IEEE ICC 2011, and a
Runner-Up Best Paper Award at ACM MobiHoc 2014. He was the recipient
of the the National Science Foundation (NSF) CAREER Award in 2011 and
IIT Sigma Xi Research Award in the junior faculty division in 2013. He has
served as Symposium Co-Chairs for IEEE ICC and IEEE GLOBECOM, and
Technical Program Committee (TPC) Co-Chair for IEEE/CIC ICCC 2015, ICNC
2015, and WASA 2011. He was the Founding Vice Chair of the IEEE ComSoc
Technical Subcommittee on Green Communications and Computing. He was an
IEEE ComSoc distinguished Lecturer in 2016-2017. He is an Associate Editor
for ITEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, IEEE INTERNET OF
THINGS JOURNAL, and IEEE WIRELESS COMMUNICATIONS.

11907

Bo Yin (Student Member, IEEE) received the B.E.
degree in electronic information engineering and the
M.E. degree in electronic science and technology
from Beihang University, Beijing, China, in 2010 and
2013, respectively, and the Ph.D. degree in computer
engineering from the Illinois Institute of Technol-
ogy, Chicago, IL, USA, in 2020. His research in-
terests include network resource allocation, Age-of-
Information, and ML-based network optimization.

Jin Du (Student Member, IEEE) received the B.E.
degree from the School of Automation, China Uni-
versity of Geosciences, Wuhan, China, in 2019. He
is currently working toward the master’s degree with
the School of Automation, Southeast University, Nan-
jing, China. His research interest focuses on industrial
wireless networking.

Xianghui Cao (Senior Member, IEEE) received the
B.S. and Ph.D. degrees in control science and engi-
neering from Zhejiang University, Hangzhou, China,
in 2006 and 2011, respectively. From 2012 to 2015,
he was a Senior Research Associate with the De-
partment of Electrical and Computer Engineering,
Illinois Institute of Technology, Chicago, IL, USA.
He is currently a Professor with the School of Au-
tomation, Southeast University, Nanjing, China. His
current research interests include cyber-physical sys-
tems, wireless network performance analysis, wire-
less networked control, and network security. He was the recipient of the Best
Paper Runner-Up Award from ACM MobiHoc in 2014 and the First Prize of
Natural Science Award of Ministry of Education of China in 2017. He is also
an Associate Editor for ACTA Automatica Sinica and IEEE/CAA Journal of
Automatica Sinica.

Authorized licensed use limited to: lllinois Institute of Technology. Downloaded on December 02,2021 at 04:46:15 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


