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Abstract—Distributed sensor data storage and retrieval has the WSN. Compared to the centralized case, distributed data
gained increasing popularity in recent years for supporting storage and access consumes less bandwidth since sensed dat
various applications. While distributed architecture enjoys a are no longer necessarily transmitted to a centralizeditota

more robust and fault-tolerant wireless sensor network (WSN), t of th work. A fficient st devi
such architecture also poses a number of security challengesOu or the network. AS energy-ellicient storage devices are n

especially when applied in mission-critical applications such as POssible to be equipped with sensor nodes [7]-[10] thanks to
battle field and e-healthcare. First, as sensor data are stored @ recent advances in IC manufacturing, reading data froml loca

maintained by individual sensors and unattended sensors are storage becomes much more efficient than transmitting over
easily subject to strong attacks such as physical compromise, it 5o Employment of distributed data storage and access th

is significantly harder to ensure data security. Second, in many L . i S
mission-critical applications, fine-grained data access control is a also implies energy-efficiency. In addition, distributedtal

must as illegal access to the sensitive data may cause disastrou§torage and access can avoid weaknesses such as single poin
result and/or prohibited by the law. Last but not least, sensors of failure, performance bottleneck, which are inevitalmdhe

usually are resource-scarce, which limits the direct adoption centralized case. These advantages together have ledetat rec
of expensive cryptographic primitives. To address the above increasing popularity of distributed data storage and ssce

challenges, we propose in this paper a distributed data access L .
control scheme that is able to fulfill fine-grained access control As a large amount of sensed data are distributedly stored in

over sensor data and is resilient against strong attacks such asindividual sensor nodes, data security naturally becontgg a
sensor compromise and user colluding. The proposed schemeconcern. Actually, in many application scenarios data egns

exploits a novel cryptographic primitive called attribute-based py WSNs are closely related to security and/or privacy issues
encryption (ABE), tailors, and adapts it for WSNs with respect 5,4 shoyld be accessible only to authorized users. Morgover

to both performance and security requirements. The feasibility . . o S . .
of the scheme is demonstrated by experiments on real sensorll & Mission-critical application scenario various typésiata

platforms. To our best knowledge, this paper is the first to realize generated by all kinds of sensors may belong to different
distributed fine-grained data access control for WSNs. security levels, and thus are meant to be accessed only by

selected types of users. That is, accessibility of a pdaticu
type of data to users is based solely on necessity. For exampl
Wireless sensor networks (WSN) have been an area thé general in the battle field scenario should be able tosacce
significant research in recent years [1]-[5]. A WSN usuallgll types of data for the purpose of overall coordinating but
consists of a large number of sensor nodes that can desolider may only need to access the type of data relevant
easily deployed to various terrains of interest to sense tteehis mission. In this way, the security of data can be best
environment. WSNs have found their wide applications iprotected as, for example, a soldier has much larger riskgbei
both civilian and military domains. To accomplish the taege compromised as compared to the general, and a tank is much
application and fulfill its functionalities, a WSN usuallyrge better protected than a simple mobile sink. With such a fine-
erates a large amount of data continuously over its lifetimgrained data access control, we can effectively minimize th
One of the biggest challenge then is how to store and accesgative consequence due to user compromise. However, past
these sensed data. research on data security mainly focused on communication
Data storage and access in WSNs mainly follows twsecurity, such as key management, message authentication,
approaches, namely, centralized and distributed appesachtrusion detection, and etc [11]-[14]. Distributed datiarage
[6]. In the centralized case, sensed data are collected framd access security has gained limited attention so fatonot
individual sensors and transmitted back to a central lonati mention fine-grained data access control. This becomesa mor
usually the sink, for storage and access. In the distributedvere issue given the trend that more and more distributed
approach, after a sensor node has generated some datdaté storage and retrieval schemes are being proposed.
stores the data locally or at some designated nodes withiriTo provide distributed data access control, a naive salutio
the network, instead of immediately forwarding the data tie to equip each sensor node with an access control list (ACL)
a centralized location out of the network. The stored da#s is usually adopted in wired networks. Upon each data acces
later on can be accessed in distributed manner by the usersegfuest, the sensor node verifies the user’s identity wigh th
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ACL, and the access request is approved only if the ugbiat receivers are represented individually. An encryptost
is in the list. However, this naive solution is not applie@blhave the priori knowledge of all the prospective receivers a
to WSNs due to the following facts. First, sensor nodes anell as the authorization information associated with each
often deployed without physical protection and lack of temp receiver. However, in our targeted applications, it is e
resistant hardware. Attackers may capture and compromfee sensors to be able to encrypt without exact knowledge of
sensor nodes, and then read historical data stored in tlsersetthe set of intended receivers. This is because when WSN is
nodes. Second, the ACL method is not scalable as it requideployed, it may be impossible to know the exact information
the sensor nodes to remember each legitimate user. For dfiets future users. It may only be possible to know certain
purpose of finding a secure yet efficient solution for fingariori attributes of its users. Therefore, neither soluto@n be
grained distributed data access control in WSNs, we nayuradipplied in our scenario.
shift our attention to data encryption which would introduc From the above discussion, it is clear that achieving fine-
two branches, namely symmetric key cryptography (SK@rained data access control with efficiency is still an open
based approaches and public key cryptography (PKC) bas#llenge in WSNs. Towards addressing this challenge, we
ones. propose in this paper a Fine-grained Distributed data Acces
In SKC based approaches, data encryption and decrypti@antrol scheme, namely FDAC, specially tailored for WSNs.
share the same key. If the attacker has compromised therseW§e base our design on the observation of the inherent nature o
node, he is able to read the data encryption key stored in the sensor data. As WSNs are in general deployed for specific
sensor’'s memory and thus decrypt the historical data gesteraapplication(s), it is usually easy and convenient to syenifi-
by the same sensor. To avoid this kind of attacks, a natukadlual sensors (and hence their collected data) throughaf se
solution is to divide the lifetime of each sensor into serigeredefined attributes such as sensor type, location, timegio
of periods, and the data encryption keys for these periogls atc. We further find that this nice property can also be @iliz
independent of each other. Each sensor just stores the datdescribe data accessibility in a very expressive martinat,
encryption key for current period, and erases all the ptesho is, it can allow fine-grained tunable data access contradeBa
used keys. The problem that follows is to efficiently updaten this observation, we propose to associate each attribute
data encryption keys for sensor nodes as well as distributesensor nodes with a predefined keying material. And then
the keys to legitimate users. State-of-the-art SKC based aye further examine each user of the WSN with respect to
proaches adopt techniques such as perturbed polynomigl [ftieir data access privileges and associate him with an sicces
to manage the keys. However, current SKC based approachkescture accordingly. Such an access structure in ougaesi
have two major drawbacks: first, fine-grained data accessimplemented via an access tree which specifies the types
control is hard to realize due to the complexity introducgd tof data that this user is authorized to access. Sensor data
key management; second, collusion attacks are possitée giare then protected by being encrypted under their attisbute
an appropriate number of colluding users. Therefore, &rthsuch that only the users whose access structures satisfy the
research is still desired for fine-grained distributed deateess required data attributes can decrypt. In the access stgjctu
control using SKC based approaches. every leaf node maps to a sensor/data attribute, and théinte
PKC-based approaches can provide better data access seodes can be threshold gates. The access structure thus can
rity than their SKC-based peers. In such approaches, senspresent sophisticated logic expressions over the watibsh
nodes encrypt the data items with public keys. One appardnat is, be able to specify data access privileges of users in
advantage of this is that if data storage sensors are compte fine-grained manner. By exploring a novel PKC primitive
mised, the attacker will not be able to recover the storedlled key-policy attribute-based encryption (KP-ABE)e w
data due to lack of the corresponding private keys. Theeefoseamlessly integrate our access structure with data eamyp
by applying PKC-based approaches to data access controOar solution has several advantages. First, FDAC is efficien
WSNSs, we can immediately enjoy the perfect resilience agains terms of key storage, computation and communication
sensor compromise. In traditional public key cryptosystenoverhead at the sensor node side. Second, it is resistanshaga
including identity-based encryption, the encryption isially user collusion, i.e., the cooperation of colluding user$ nat
targeted to only one recipient, in the sense that any messépd to the disclosure of additional sensor data. Last but no
encrypted using a particular public key can be decrypteg oneast, FDAC provides efficient user revocation via a single
with the corresponding secret key. However, for the purpobeoadcast, and the length of the broadcast message is only of
of distributed data access control in WSNs, the fundamentaveral hundred bits.
encryption paradigm is one-to-many such that one encryptedn summary, our paper makes the following contributions.
data item can be decrypted by a number of different authariz) It introduces the fine-grained data access control pnoble
users. To achieve this goal, a straightforward approacl isfor the first time in WSNs. 2) FDAC applies and tailors KP-
use one-to-one public key cryptosystems, which is obviousABE to WSNs for achieving fined-grained access control. 3)
inefficient since both the number of encryption operationthe applicability of FDAC is demonstrated on the current
and the size of ciphertexts are linear to the total number géneration of sensor nodes.
authorized users. A better solution is broadcast encmygptio The rest of this paper is organized as follows. Section
[16]-[19], which achieves improved efficiency. But it remps |l discusses our system models and assumptions as well as



some technical preliminaries on which our scheme is based. of obtaining the sensitive sensor network data. Therefore,
In section Ill, we present our scheme in detail. Section IV it is very critical to equip our data access control scheme
analyzes our scheme in terms of security and performance. with the resilience against collusion attacks such that the
We conclude this paper in section V. cooperation of the unauthorized users will not give them
additional advantages over what they can directly obtain
from executing attacks individually.
A. Network Model « Sensor Compromise Resistanc®ue to lack of

In this work, we consider a wireless sensor network com- compromise-resistant hardware, a small number of sensor
posed of a network controller which is a trusted party, adarg ~ nodes are inevitably to be compromised by the adversary
number of sensor nodes, and many users. Throughout this in hostile environments. Now that the adversary can
paper, we will denote the network controller with the symbol ~ always obtain the sensor data generated by a sensor
7. Symboli/ and A/ are used to represent the universe of node after it is compromised, we should at least secure
the users and the sensor nodes respectively. Both users and sensor data such that, (1) compromising the sensor node
sensor nodes have their unique IDs. SyniidoWwill be used to does not disclose the sensor data generated before the
denote uset, and.\V; is defined similarly. The trusted pary sensor is compromised, and (2) compromising one sensor
can be online or off-line. It comes online merely on necgssit ~ node does not give the adversary any assistance to obtain
basis, e.g., in the case of intruders detected. Each seoslor ¢~ sensor data generated by other sensor nodes.
be a high-end sensor node such as iMote2 which has greater Backward SecrecylUser management is an important
processing capability and a larger memory than converitiona functionality required by most application scenarios. In
sensor nodes. Sensor data could be stored locally or at some particular, the system should be able to handle user
designated in-network location using data storage schemes revocation in the case of user leaving request or malicious
such as TTDD [20]. As is conventionally assumed, we con- behavior detected. To support such a functionality, the
sider a usei/ to have sufficient computational resources to  data access control mechanism should guarantee that the
execute some expensive cryptographic operations. Iniaddit revoked users are not able to access the sensor data
we assume there is a loose time synchronization among the generated after they are revoked.
sensor nodes.

Il. MODELS AND ASSUMPTIONS

D. Preliminaries

B. Adversary Model This section briefly describe the technique preliminaries o
This paper considers attackers whose main goal is to obtahich our scheme is designed.
sensor data which they are not authorized to access. Thd) Bilinear Map: Our design is based on some facts about
adversaries could be either external intruders or netwogkoups with efficiently computable bilinear maps.
users who are unauthorized to access the target type of datd.et G, G2, andGr be multiplicative cyclic groups of prime
Due to lack of physical protection, sensor nodes are usuatlyderp. Letg; andg, be generators @k, andG- respectively.
vulnerable to strong attacks. In particular, we consider th\ bilinear map is an injective functioa: G; x G — Grp
adversary with both passive and active capabilities, wharh with the following properties:
(1) eavesdrop all the communication traffics in the WSN, and 1. Bilinearity: for V u € G1, v € Gy, a,b € Z,, we have
(2) compromise and control a small number of sensor node$u®, v*) = e(u, v)?.
In addition, (3) unauthorized users may collude to compsemi 2. Non-degeneracye(g1, g2) # 1.
the encrypted data. 3. Computability There is an efficient algorithm to compute
C. Security Requirements e(u,v) for eachu € G, andv € G,
For the purpose of securing distributed data storage, some) Key-Policy Attribute-Based Encryptionin KP-ABE
common security aspects such as data confidentiality g2d], each ciphertext is associated with a set of desceptiv
integrity, which are also desired in any other WSN securidttributes. Each private key is associated with an access
scheme, should be provided. With respect to data accesicture that specifies which type of ciphertexts the kay ca
control in WSNs, we recognize the following unique but nadecrypt. A user is able to decrypt a ciphertext if and onlyé t
necessarily complete security requirements. attributes associated with a ciphertext satisfy the kegtseas
« Fine-grained Data Access Contrdks is mentioned in the structure. A KP-ABE scheme is composed of four algorithms:
previous section, fine-grained data access control is oftenSetup This algorithm takes as input a security parameter
desired by many mission-critical application scenariog. and returns the public keyPK as well as a system
To provide fine-grained data access control, the proposa@ster secret key/ K. PK is used by message senders for
scheme should provide a strategy that is able to preciseycryption. M K is used to generate user secret keys and is
specify the capability of different kinds of users to accedsiown only to the authority party.
sensor data of different types or security levels. Encryption This algorithm takes a message the public
« Collusion Resilience:As described by our adversarykey PK, and a set of attributes as input. It outputs the
model, unauthorized users may cooperate for the purpasghertextF.



Key Generation This algorithm takes as input an access @
structureP, the master secret key/ K, and the public key

PK. It outputs a secret ke K that enables the user to

decrypt a message encrypted under a set of attributés tocation: village /

and only If’y matchesp. @ scouts explosion experts
Decryption It takes as input the ciphertext, which was

encrypted under the attribute setthe user’s secret key K type: vibration  type: smoke officers

for access structur®, and the public keyP K. This algorithm

outputs the message only if the attribute sety satisfies the Fig. 1. An example access structure in the battlefield scenari

user's access structufe.

Please refer to [21] for more details on KP-ABE algorithms.

Having demonstrated the intuitive idea of our access cbntro
strategy, we further present our access control strategg mo
_ _ formally as follows. In FDAC, we associate each sensor node

This section presents our data access control scheme (#id hence his collected data) a set of attributes, for each
distributed data storage. We first introduce our access@oniof which we define a public key. Each user is assigned an
strategy. Next, we give an overview of FDAC. Then, w@ccess structure, which is implemented via an access tree
illustrate the detailed description of our basic schemegch and embedded in the user secret key. Every leaf node of the
is followed by an advanced design. access tree is labeled with an attribute and the interioesiod
A. Access Control Strategy are threshold gated Access structures are thus able to be

o . regoresented using the logic expressions over the attsbute
For the purpose of achieving fine-grained data access ¢On5[h particular, this kind of definition enables access strred

in WSNs, we need to first explore the inherent natures of s B'represent sophisticated logic expressions, and be able t

sor networks. In general, the deployments of most WSNs aSrSecify data access privileges of users in the fine-grained

3\/';“2?:;8??0?”:2#; ?nELiZ%ZT'ZZnaS%prIS'CzL? dn(r?;ﬁzelmthlae dmanner. Actually, we are able to represent any general sicces
P ctures if we define the NOT of an attribute as a separate

collected by them) through a set of predefined attributes. élttribute, which in turn will double the number of attribsite

example, |n.t'he bgttleﬁeldz sensor nqdes are usuglly .deﬂlo){n our system. Fig 1 illustrates the aforementioned access
to collect military information in certain geographic |cican.

. : §tructure in the battlefield scenario.
Each sensor node may be responsible for collecting specii otably, the above fine-grained data access control can also
types of data, e.g., vibration, smoke, so on and so forth;er '

q Iso h hei . ealized in an alternative way as follows. We can defing a se
Sr?irt];c\)/l;hrcl)oa(ratas irr?acl:);a?gsg ofa;/r?ertn e:; %V;:]t?gjl’a'r'eé’or%irs:gso%ttributes for each user, and .associate each sensor.ritme w
. . ' ) ' R access structure which designates the logic combinafion
may_be jointly owned b_y different ur_ms. Hence, We Ma¥,e intended attributes of the target receivers. Sensarldtgr
specify sensor nodes using these attributes, ¢location =

! . . . on are encrypted under the access structure such that onl
village, data type = yibration, smokg, owner = géxplosion P y

. . .. those whose attributes satisfy the access structure aget@bl
experts officers scout$}. This further enables us to specify fy

- X decrypt. In this way, we are able to realize the same funetion
data access privileges of users based on these attribatie | yp y

bove example. we mav desianate th fructur atiit in terms of fine-grained data access control. Howeés,
above example, we may designate the access Structure of, tegy may not be applicable to WSNs due to the concerns on

uier asth(locatlon tls V”tl)?g.e) Akl)\lDt_gtypz 'f wbﬁqor&, an the performance in terms of computation and communication
allows the users 1o obtain vibration data within the VIlagg, o544 |1n our proposed strategy, the complexity in terms

area. We may also define more sophisticated access Sthtltﬁ'%ecomputation and communication overload is linear to the

such as “(location is village) AND (type is vibration OR : :
, ._number of data attributes assigned to the sensor node. In
smoke) AND (at least owned by 2 of the following: explosm;ﬁJ o '9

Ill. FDAC: FINE-GRAINED DATA ACCESSCONTROL
SCHEME

. . actice, this complexity could be arguably low due to the
experts, officers, scouts)”. In this case, the user can o plextty 9 y

access vibration and smoke data collected within the \dlla ct that each sensor node (and hence their collected data)
" R . %an be specified via a small number of attributes, though thei
area. In addition, the last condition implicitly requirdset

t0 bel t0 at least t f the th desianated universe in the whole network could be large. On the contrary
user o belong to at least two of the nree desighatec groupg, complexity in the alternative strategy is determinedhowy
With these fine-grained access structures explicitly ddfitree complicated the access structure is. In practice, this texitp

remaining is to seek a way forcing the users to their resmzc’qcould be extremely high if we assign a complicated access

predefined rules. To achieve this, we can predefine key'gﬁucture to the sensor node for the expressiveness purpose

materials for each of the z_ittrlbutes,_ and_encrypt sensa d%ecause sensor nodes are usually not resource abundant, the
under the keys corresponding to their attributes such thigt O Jlternative strategy is not suitable for WSNs

those whose access structures “accefite data attributes are
able to decrypt. 2A t-of-n threshold gate is satisfied if and only if at least t ofi the n

inputs are satisfied. Two extreme examples are AND gates (-afid OR
1That is to say, the logic expression of the access structitens TRUE. gates (1-of-n).



Formally, in FDAC we will denote the universe of all the T constructs a random polynomia}. of degreed, +

sensor attributes in a WSN application by a symbolhe set 1 using Lagrange interpolation for each noddn P,

of attributes owned by each single user is denoted by a symbol whered,, is the degree of node. For each non-root node

7;, wherei is the sensor node ID. We hae = | J,,cr Z;- z in P, it setsq,(0) = gparent(x)(index(x)), where

Let k = maxvy;en |Zi|- £ will be a system parameter used by parent(x) is the parent ofr and z is the index(x)*"

our scheme. The access structure is generally denotégd. by child of its parent. In particulag,.(0) = y. SK is output
as follows

B. Scheme Overview ©
5

In our basic scheme, each sensor node is preloaded with SK=({Di=g % }icc)
a set of attributes as well as the public k& . Each user
is assigned an access structure and the corresponding secre
key SK. The lifetime of the sensor network is divided into
stages numbering adl,2,---,m. The stage number is reset T —U;: P, SK, h(-)

to 1 when it increases tm + 1. Each period is further divided )
into n phasesnumbering ag, 2, - - -, n, where we seh < k, 2) Master Key Encryption:ln each stage, say stagee

k = maxy;en |Z;|. Sensor nodes encrypt and store sensdr M, Vi generates a new master key for the next stage, i.e.,
data on the phase basis. For each sensor node, the sensorXi@@gv + 1 mod m, and encrypts it as follows:

are encrypted by symmetric encryption such as AES, and thed) Select a number uniquely at random fronZ,,.

data encryption keys during one stage form an one-way keyb) In each phase, calculate one itéfp= T’ for attribute
chain, one data encryption key for each phase. We call the i € Z;. After |Z;| phases|Z;| < k < m, N; has the

where L denotes the set of leaf nodes7h Then,l; is
preloaded with the following information

first key on this key chain by thewaster key, denoted byk. complete se{ E; = T} }iex, .
The master key of each stage is always generated during it§) Randomly select a numbét € K as the master key
preceding stage, and encrypted under the preloaded &ibu of the key chain, wheré& denotes the key space. Then,

Upon request for sensor data, the sensor node responds with computeE” = K'Y*. Finally, store the ciphertext as fol-
the encrypted master key as well as the ciphertext of thesens ~ lows: EV*! = (v+1mod m,Z;, KY*, {E; = T} }iex,),
data. If the user is an intended receiver, he is able to detrgp where EV*! represents the encrypted master key for the
master key and derive the data encryption key, and thenrobtai (v + 1)* stage.

the sensor data. Based on the basic scheme, our advanced) Data Storage:N; encrypts and stores the sensor data
scheme goes one step further by providing the functionafity generated in the current phase, namely phase [1,n] of
user revocation, which is demanded by most WSN applicatigtagev € [1,m], as follows:

scena_rios. In the gdvanced schen?ﬁ;is able to revoke any 5y calculate the data encryption kdy, = h(K;_1). In
user via broadcasting a user revocation message to all éng us particular, we sefs, = K.

and all the sensor nodes respectively. In particular, tH& US 1) Encrypt the sensor data, denoted B with cur-
revocation message for the sensor nodes contains merely a rent data encryption keys;. Then, it stores the item

group element oiG7. (v,t,{D}x,), where {D}, represents the encrypted
C. The Basic Scheme sensor data.

e s c) EraseK;_; from the memory.
1) System Initialization:On initialization, 7 executes the ,
following steps: For each sensor node, all the data encryption keys used

a) Select two multiplicative cyclic groupg; and Gy of during one stage form an one-way key chain. The sensor node
. P yelc g ! T just keeps the latest data encryption key in his memory,ewnhil
prime orderp as well as a bilinear map: G; x G,

— Gr. Letg be the generator ofF;. eri?nt?a?alll X]cigézaziigzejéeU» is requesting for sensor
b) Choose a numbet; uniformly at random fromz,, for ’ J 9 9

each attribute € Z, andy randomly fromz,. Output data generated by sensor nddgdurln_g phase of st_agev.M- .
. g responds the data query request with the following message:
the public key as follows:

PK = <G1797Y = e(gag)y7T1 = gt17 e 71—‘|I‘ = gt‘1‘> M Huj : <E ’ {D}Kf>
The master secret key WK = (y,t1,- -+, {7))- On receiving the response frav;, U; executes the follow-

¢) Choose a secure one-way hash function, denotéd- as ing steps to obtain the sensor data:
d) Preload the following information to each sensor node &) Decrypt the master ke) of stagev from E*. The

N decryption process starts from the leaf nodes and in the
bottom-up manner. First{; computes the valué; for
T — Ni: Ti, h(:), (G1,9,Y {T:}eexz,) each leaf node in P as shown in (1).

e) For each uself;, T first generates an access structure
P and computes his secret kéyK as follows. Starting o | eDiE) = e(g,9)°¢ O ifiel;;
from the root node: of P and in the top-down manner, L otherwise

@)



Then, it proceeds in the recursive way from the secondb) In addition to the elements generated by step b) of 1)

last layer as follows: for node: which is ad,-of-n in the basic schemé selects a numbet uniquely at
gate, if more tham — d,, children returnsl, F, = L. random fromZ,. The public keyPK and the master
Otherwise, secret keyM K are then output as follows.
F, = H Fiéi(o) — H e(g,g)SQi(O)éi(O) - e(gvg)sqz(o) PK = (G, g, Y, {T; = g" }icz, ¢°)

1€S, 1€Sy MK = <y7t17""t\1|’5>

where S, denotes the set of’s children andd;(0) is c) The same as step c) of 1) in the basic scheme.

the Lagrange coefficient which can be calculated by d) Sensor nodeV; is preloaded with the following
the user himself. IfP “accepts”Z;, U; will finally

Obtaine(gvg)sqr(()) = e(gag)sy and the message can be T 4’-/\/; : Ii; h’()a <G1797}/’ {T’E}ft61—1,7gﬁ>
decrypted. Otherwise, the decryption algorithm returns

L. e) The process of key generation is similar to step d) of 1)
b) If the decryption algorithm returns, terminate. Other- in the basic schemel” outputs the user secret ke

wise, 14; calculates the data encryption key as follows: s follows.

Kt = ht(K) y—=0 a;(0)

c) Decrypt the sensor data witls;. SK =97 ADi=9 " }ier)

In this basic scheme, we assign each sensor node a set Compared to the basic scheme, this algorithm introduces
of attributes and each user an access structure. Sensor data a new elemeny 7 into SK, wheref = ¢,(0) is ran-
are encrypted under the attributes such that only the users domly selected fronZ,, andg, denotes the polynomial
whose access structures “accept” these attributes cagpdecr for the root noder in P. U; is then preloaded with
As the access structure is very expressive, we are able to (P, SK, h(.)).
precisely control the capability of each user on data accessp) Master Key Encryption: Similar to 2) in the basic

and thus enjoy fine-grained data access control. To aleeviagheme. The advanced scheme introduces a new elgrfient
the computation overload, we divide the lifetime of sensghto the ciphertext as follows:

nodes into stages and phases, and distribute the computatio

overload into each phase. In this way, we make the expensive E'™! = (v + 1 mod m,Z;, KY*, {E; = T} }iez,, 9°°)

op(e)rat|ons on the attn_butes _affordable Fo the sensor nodes 3) Data Storage:The same as 3) in the basic scheme.
ne drawback of this basic scheme is that it does not sup- i : . :

port user revocation efficiently. In this scheme, user ratioa 4) Data Access:This part is the same as 4) in the basic

can be realized either by updating the secret keys indiu'gduaSCheme except for step a).

for all the users, or by demanding each sensor node to encryp®) The decryption process is similar to that in the basic

data with additional attributes that are not “accepted” by  Scheme. When the data attributes satisfy the user’s

the leaving user's access structure. The former solution is &CCeSS structur®, the user obtains(g. g)’*. Then, he

obviously inefficient when there are a large number of users ~ decrypts the message as follows.

presented in the sensor network. The latter, on the othet,han Me(g, g)¥*
may cause an increasingly large number of operations on = PECR. o
attributes as the number of revoked users increases. Howeve e(g 7 ,9%)elg, 9)

as user revocation is such an important security requiremenin this advanced schem€, is able to update the master
particularly for many mission-critical applications, kaof it secret keyy embedded in the user secret k6 by broad-
may cause severe security and/or privacy issues. To sdlve ﬁhsting g%’ to the users, wheré\y is the incremental of).
problem, we propose an advanced scheme based on the bgsigddition, this enhanced design is provably secure agains
one. chosen message attacks under the Decisional Bilinear Diffie
Hellman (DBDH) assumption. Due to the space limit, we do
D. The Advanced Scheme not present the proof in this paper. A formal security praof t

The basic idea of our user revocation solution is to enabbeir enhancement will be available in the full version of this
update of the master secret kgyembedded in the user secrepaper. With the above enhancement, we can present our user
key SK via broadcast. If we manage to updatdd for revocation scheme as follows.
legitimate users and prevent the leaving ussis from being 5) User RevocationTo revoke a usdl;, 7 needs to update
updated, the leaving user will not be able to decrypt anyréututhe master secret key for the sensor nodes as well as the
sensor data. Based on this idea, we update our basic scheamaining users. The process can be illustrated as follows.
as follows. For brevity, we just present the parts that need t , Ay
be changed. T:y —Zp Aye—y' —y, Y —e(g,9)%, g7

1) System Initialization:7" executes the following steps. T->N:Y

a) The same as step a) of 1) in the basic scheme. T —U\U; : g%



First, 7 chooses a random numbet € Z, as the new
value of the master secret key. The incremental is set
as Ay = y' — y. Then, it calculates the new public key
Y' = e(g,g)y' and the group elemerlg%. Finally, 7
broadcasty”’ to all the sensor nodes a@tﬁ to all the users
excluding the one to be revoked. Upon receiving the master

of which is similar to that of the standard KP-ABE. This
turns out that the adversary is not able to decrypt the
master key unless he owns the intended access structure.
Therefore, FDAC is able to control the accessibility
of sensor data to only authorized users. In addition to
the security aspect, we can show the “fine-grainedness”

secret key update message, each sensor node simply replacesOf FDAC as follows. In FDAC, the access structure is

the public keyY with Y’. The master key for the next stage
will be encrypted under the neW pubI|c key Each user updates

his secret key as follows; 7 5 gﬁ = ¢' 7 . The master secret
key y is thus updated ag'. In this user revocatlon scheme,
one challenging issue is to selectively broad@a@t such that
all but the leaving users are able to receive it. If the number
of users is small, we can realize such a selective broad@ast v
multiple unicasts. Otherwise, we need to employ an eff|C|ent
selective broadcast scheme to deliver the update message to
large number of users. For this purpose, we can employ CP-
ABE as the fundamental technical tool. CP-ABE operates in
the opposite way as compared to KP-ABE in that the encryptor
encrypts data under certain access structure, and onlg user
with intended attributes are able to decrypt. Compared to
traditional broadcast techniques [16]-[19], CP-ABE hathbo
efficiency and security advantages as is studied in previous
work [22]. The rough idea of our selective broadcast scheme
comes as follows.
a) When the user is registered®f he is assigned a set of
attributes WhICh are able to uniquely identify the user.
b) To broadcasy @ BT composes an access structiire
which enabltis aII but the leaving users to decrypt.
c) 7 encrypthf_ﬂy using CP-ABE undef’ and broadcast
the ciphertext to all the users.
Due to the space limit, we will not present the technical
details on the CP-ABE based selective broadcast. Please ref «
to [23] for details of this kind of solution.

IV. SCHEME EVALUATION
This section evaluates FDAC in terms of security and
performance aspects.
A. Security Analysis

We evaluate the security of our work by analyzing the its
fulfillment of the security requirements described in satti
Il.

o Fine-grained Data Access Controlfo provide fine-

able to represent complicated logic expressions such as
threshold gates as well as expressive predicates such as
“temperature> 80”. The combination of the threshold
gates and the predicates are able to represent sophidticate
access structures. In fact, FDAC is able to support general
access structures if we define the not of an attribute as a
separate attribute, which in turn will double the number
of attributes in our system.

Collusion ResilienceiTo compromise the sensor data,
the main task for the colluding users is to decrypt the
master key of the target data. Since the master key is
encrypted under our enhanced scheme, we have to prove
that it is collusion-resistant. Actually, as our scheme is
provably secure against chosen message attacks under the
DBDH assumption, it implies collusion resilience. Instead
of providing the formal security proof, we can sketch
the intuitive proof of the collusion-resistance as follows
Recall that the master key is encrypted in the form of
Ke(g,g)¥°. The user has to cance(g, g)¥° to recover

K. To compose:(g, g)¥*, the only way is to execute the
following: e(g“7 , ¢%*) = e(g, 9)?* /e(g, g)"*. To extract
e(g,g)¥®, the user should compute(g, g)"*. Actually,

for each usery is randomly and independently selected
from Z,. The secret key from one unauthorized user does
not give the other user any help in terms of computing
e(9,9)"

Sensor Compromise ResistancBd meet this security
requirement, we should achieve two security goals: (1)
compromising the sensor node does not disclose the
sensor data generated before the sensor is compromised,
and (2) compromising one sensor node does not give
the adversary any advantage to obtain data generated
by other sensor nodes. We can show the fulfilment of
our scheme with respect to these two security goals as
follows: (1) In our scheme, each sensor node just keeps
current data encryption key in the memory, while erasing
the previously used keys. Because of the one-wayness of
the key chain, the compromiser is not able to derive the

grained data access control, the proposed scheme should previously used keys from current key. (2) is easy to prove

provide a strategy that is able to precisely control the
capability of different kinds of users to access sensor data,
of different types or security levels. In our scheme, the
master key of the key chain in each stage is encrypted
under a set of attributes. Without the master key, the
adversary is not able to derive the data encryption keys
due to the one-wayness of the key chain, which can be
guaranteed by choosing secure one-way hash functions
such as SHA-1. Our encryption of the master key is
provably secure under the DBDH assumption, the proof

since each sensor node encrypts data independently.
Backward SecrecyAs is described in the previous sec-
tion, our advanced scheme is able to update the master
key y for legitimate users while excluding those to be
revoked. Since the new sensor data will be encrypted
under the latest master key, the revoked users are not able
to decrypt. In addition, the security of the user revocation
message can be guaranteed because our user revocation
message is assumed to be encrypted under the standard



CP-ABE, given that CP-ABE is provably secure. One On each data retrieval request, the sensor node responds
problem in our scheme is, the user revocation instructiavith (EV, { D}k, ) for sensor data of phasen stagev, where

will not take effort until a new stage starts. Such a delag® contains|Z;| + 1 group elements ofs; and one onGr,
occurs because the sensor node needs one stage to enemypt{ D} g, is the data payload. On user revocati@n,only

the master key under the set of attributes. This delay mageds to broadcast one group elemen&efto all the sensor
differ for different systems. For example, if a system hasrades. The communication overload for each sensor node is
stage with 30 phases and each phase is 1 second, the dstaywn in Table 1.
will be at the most half a minute. Generally, if a system

i TABLE I
has a Stage with less phaS(?S anq each phase takes less COMMUNICATION OVERLOAD
time, i.e., each sensor node is assigned a smaller number
of attributes and has a more powerful computationgl Data Retrieval User Revocation
(Z:[ +1) G1 + 1Gr + data payload G,

capability, the delay will be shorter. We leave this delay
as a system parameter, and the system designer can

adjust this parameter by changing the number of attributes?) Implementation: In our implementation, we choose
assigned to each sensor node or using a different typeTahote Sky and iMote2 as the target platforms. We use SHA-1
sensor nodes. as the one-way hash function and AES (supported by CC2420

In addition to the security goals listed above, there afdadio module of the motes) as the the data encryption algo-
also some other security requirements such as data integfithm. Our implementation shows that it takes abOWt6ms
and authenticity, which are desired by conventional WS@r SHA-1 to execute one hash operation @ntins for AES
applications. As this paper mainly focuses on fine-graind@ encrypt 64 bytes data. Our implementation also shows that
data access ControL we do not exphcmy address a” thogee scalar multiplication takes several seconds in the twors
security problems. In fact, security requirements such §8s€. The scalar multiplication operation is thus the éoétk
message integrity can be easily supported in our scheme wifiithe sensor performance. To optimize this operation, #ye k
minor modifications. A challenging issue may be the dat&sue is to find appropriate parameters for the elliptic eurv
authenticity. However, this problem is independent to our IN past years, many work have efficiently implemented El-
interested ones. Please refer to some current work suchligic Curve Cryptography (ECC) on various sensor platferm

[24] for the solution to this problem. In these work, elliptic curves are ususally chosen accgrdin
_ to standards such as NIST and SECG, which enable most
B. Performance Evaluation of the optimization methods. Although these elliptic cive

This section evaluates the performance of FDAC in terngerve perfectly for security schemes such as ECDH, ECDSA,
of computation and communication overheads. In our schengéal, they are not pairing-friendly, i.e., they can not bedias
sensor data are generated and encrypted by sensor nodiéigear map groups. In FDAC, however, the elliptic curve is
and retrieved and decrypted by users. As sensor nodes @@uired to be pairing-friendly. In current work, most sedti
usually resource constrained, they may not be able to execP@iring-friendly elliptic curves fall into two categoriesamely
expensive cryptographic primitives efficiently and thusdrae Supersingular (SS) curves and MNT curves. In the case of SS
the bottleneck of the scheme. For this reason, our evahiatig/rves, the two elliptic groupss; and G, in section [1.D
focuses on the performance of sensor nodes. In the followif@uld be the same. For MNT curves; andG, are different.
section, we first discuss the numeric results in terms &P choose an appropriate elliptic curve, several factoosilsh
computation and communication overheads for sensor nodeg.taken into account as follows. Letbe the group size of
Then, we present our implementation results on real sensdf elliptic curve and: be its embedding degree. To achieve

1) Numeric Resultin FDAC, each sensor node is respon@ comparable security strength of 1024-bit RSA, we should
sible for the fo"owing operations in each Stage: (1) ge]mrd’]avelk to be |arger than 1024, or at least close to 1024. Given
the master key and encrypt it using our revised KP-ABE, (¥ security level, a highet results in a shorter group size.
derive the data encryption keys based on the master key, dit¢refore, choosing a high embedding degree for the ellipti
(3) encrypt sensor data using the data encryption keys.eTh§rve in our scheme may result in not only a short ciphertext,
operations are further distributed to each phase. Spdt;ificabUt also an efficient scalar multiplications on each sensor.
in each phase the sensor node executes at the most dAwever, the embedding degréeof the elliptic curve can
scalar multiplication on elliptic curve, one one-way hashg not be arbitrarily large. Choosing an appropriate embegidin
one symmetric key data encryption. Table | lists all thegtegree for the elliptic curve is actually another researefa.a

operations. According to the benchmark of Pairing-Based Crypto (PBC)
library [25], elliptic curves withl = 512 and k = 2 results in
TABLE | the fastest bilinear pairing as compared to those With 2
COMPUTATIONAL COMPLEXITY ON EACH SENSOR for SS curves. The case is on the opposite for MNT curves.
Scalar Mul Hash Data Encryption According to our testing of the PBC library on Linux platform
Each Stage| |Z;] +1 m m with an Intel Pentium D 3.0GHz CPU, SS curves Witk 512
Each Phasq 1o0r0 1 1 andk = 2 (type a curves in PBC) take abo@tns to execute



a pairing, while MNT curves withi = 159 and & = 6(type d
curves in PBC) take aboutdms (Actually, on the user side [1]
of FDAC decryption time is linear to the number of pairings).
Although both results are acceptable to users, MNT curves
imply a much shorter ciphertext as well as key size to sensof
nodes. More importantly, scalar multiplication over 51R-b
curves may not be supported by low-end sensor nodes suth
as Tmote Sky because it consumes too much RAM. For the%
reasons, we believe MNT curves with high embedding degrees
are suitable for FDAC.

In our implementation, the elliptic curve is a MNT curve [s5)
over F, with embedding degree of 6, wheteis a 159-bit

prime number. The curve has the fogh= 23 +az +b. Our (6]
implementation is based on the TinyECC library [26] with
curve specific optimization disabled since the group giie [7]

not a Mersenne prime. Our result shows that iMote2 consumes
about35ms to execute a scalar multiplication when working g
at 416MHz, 69ms at 208MHz, and139ms at 104MHz.
Tmote Sky consumes.1s. For the 512-bit SS curve, iMote2
consumed 70ms at 416MHz,341ms at 208MHz, andi82ms  [g)
at 104MHz. Tmote Sky does not have enough RAM to support
512-bit SS curve. 110}
3) Discussion:In FDAC we assume each phase to be the
period that the sensor node transmits its data to the deeigna
distributed storage node. To save communication costosen
nodes may store its data at an appropriate frequency. For
example, in TTDD [20] it assumes that the sensor nod#l
sends one 64-byte data package per second. If we follow this
assupmtion, we can see that FDAC is affordable to high-epd;
sensor nodes such as iMote2 because it costs less3than
per phase. For low-end sensor nodes, however, FDAC may[bA(a1
too expensive in terms of time cost and energy consumption.
[15]
V. CONCLUSION

In this paper, we analyzed a novel yet important issuitf]
of fine-grained data access control for distributed storage
in WSNs. To address the problem, we proposed a scheftig
called FDAC in which each sensor node is assigned a set of
attributes, and each user is assigned an access structiote whg;
designates the access capability of the user. The sensor dat
is encrypted under the attributes such that only the usets Wi
the intended access structure are able to decrypt. As tles®icgyq)
structure is extremely expressive, we are able to contra da
access precisely, and thus achieve fine-grained accesxalcon[r21
Moreover, FDAC is able to provide security assurance such as]
resilience to user colluding and sensor compromising ledtac
as well as user revocability. Our experiment shows that tfe]
system overload in FDAC is reasonable in practical scegarigyg)
An interesting future work of FDAC may be on its efficient
implementation on WSNs with low-end sensor nodes. [24]
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