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Abstract—Recently, distributed data storage has gained in- more desirable. Last but not least, distributed data storag
creasing popularity for efficient and robust data managemehin  achieves more robust WSN. Centralized storage can leaéto th
wireless sensor networks (WSNSs). But the distributed arctiécture single point of failure and easily attracts attacks. Cdized

also makes it challenging to build a highly secure and deperatble t | f bottl K Il dat
yet lightweight data storage system. On the one hand, sensdata storagé may also cause periormance botlieneck, as all data

are subject to not only Byzantine failures, but also dynamigollu- ~ collection and access have to go through the base station.
tion attacks, as along the time the adversary may modify/pdlite To the best of our knowledge, distributed data storage and

the stored data by compromising individual sensors. On the access security as a fairly new area has received limited
other hand, the resource-constrained nature of WSNs preclies  oyention so far. Previous research on WSN security issags h

the applicability of heavyweight security designs. To addess S .
the challenges, we propose a novel dependable and secure alat been focused on network communication security, such as key

storage scheme with dynamic integrity assurance in this pagr. Mmanagement, message authentication, secure time synchro-
Based on the principle of secret sharing and erasure codingye hization and localization, and intrusion detection [71H[1A

first propose a hybrid share generation and distribution scleme  few related works [12]-[18] regarding secure distributedad
to achieve reliable and fault-tolerant initial data storage by storage can be found in the literature, but none of themfistis

providing redundancy for original data components. To further . . o .
dynamically ensure the integrity of the distributed data shares, the overall requirements of data confidentiality, deperitiab

we then propose an efficient data integrity verification schme integrity and efficiency. Zhanet al [16] proposed a secure
exploiting the technique of algebraic signatures. The propsed data access approach by using polynomial-based key manage-
scheme enables individual sensors to verify in one protocol ment scheme, where the mobile sinks can retrieve the network
execution all the pertaining data shares simultaneously inthe 445 following the fixed routes. Subramaniral. [18] studied
absence of the original data. Extensive security and perfenance s . .
analysis shows that the proposed schemes have strong reaiste the distributed dat?l storage and r_etr'eval prOb_lem In Senso
against various attacks and are practical for WSNs. networks and designed an adaptive polynomial-based data
storage scheme for efficient data management. However, both
of these schemes do not consider the data dependability and
l. INTRODUCTION integrity. Chessat al. [15] extended the idea of information
Distributed data storage and access recently have founddiispersal in [19] and investigated the data storage proliem
creasing popularity due to many reasons. First, new-géoara the context of Redundant Residue Number System (RRNS).
sensor nodes with significant performance enhancement Bi@vever, whether the space efficiency can be obtained is
available. Such enhancements include energy-efficiemt stoot clear and the system has to maintain a large library of
age, greater processing capabilities, and data managenpamameters together with a big set of moduli. Sublealal
abilities. Energy-efficient storage such as the new-geioera [17] developed a novel combination of XOR secret sharing
flash memory with several gigabytes and low-power comnd replication mechanisms, where each share is managed
sumption is now possible to equip sensor devices [1], [2)sing replication-based protocols for Byzantine and crash
Second, distributed data storage has more efficient enefgylt tolerance. However, while the computation overhead i
consumption. In Mica Mote platform [3] flash memory haseduced drastically, additional servers and storage d#gmc
less energy efficiency, thereby reducing the energy benefitseach server are required. Table |1 shows the comparisons
of local data storage. However, new generation flash memdrgtween our scheme and some typical data storage schemes
has significantly altered the energy efficiency aodhputation with respect to several desired properties.
vs communication trade-offs well. For example, transmitting Data integrity and availability is an important and neces-
data over radio channel consumes 200 times more energy teary component of secure data storage for distributed senso
storing the same amount of data locally on a sensor node [Agtworks. Sensor data are vulnerable to random Byzantire fa
Radio reception costs 500 times more energy than reading thies as well as data pollution attacks, in which the adversar
same amount of data from local storage [2]. A measuremaran modify the data and/or inject polluted data into theagjer
study in [5] shows that equipping the MicaZ [6] platforrnodes. These attacks prevent authorized users from reagver
with NAND flash memory allows storage to be two orderthe original data information correctly. Therefore, towmsthe
of magnitude cheaper than communication and comparablediata integrity and availability over the entire data lifed, any
cost to computation, which makes local storage and pravgssunauthorized data modifications or random data corruptions
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COMPARISON OFDATA STORAGE SCHEMES addition, for such an WSN, we also assume that basic security
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B. Adversary Model

We consider a general and powerful adversary model re-
due to malicious attacks or Byzantine failures should %rding data storage and retrieval security and deperigabil
detected as soon as possible. However, this important ajére specifically, we consider an adversary with both passiv
unique issue has been largely overlooked in most existiggd active capabilities:
designs in WSNs. e The adversary is interested in modifying or polluting the

In this paper, we propose an efficient and flexible dynamigata stored at the storage sensors without being detecteg. O
data integrity checking scheme for verifying the consisyen a storage sensor is compromised, an “active” adversaryaan n
of data shares in a distributed manner. In our scheme, &ty read the stored data but also pollute it by modifyinger i
data originating sensor partitions the original data intdtiple  troducing its own fraudulent data. Furthermore, the adgrs
shares based on the erasure coding and perfect secretgshajifs to remain stealthy in order to periodically or occaaltyn
techniques. This construction drastically reduces themom yisit the network and harvest potentially valuable data.
nication and storage overhead as compared to the traditionas The adversary seeks to compromise as many storage
replication-based techniques, and achieves reliablestiatage sensors as possible and as long as it remains in control of
by providing redundancy for original data components. T@at node, it reads all of the memory or storage contents and
ensure data integrity and availability, we utilize algébramonitors all incoming and outgoing communication.
signatures with favorable algebraic properties, whictovall  Note that if the adversary compromises a sensor node and
the share holders to perform dynamic data integrity checkssides there, it can always respond the “verifier” with the
in a random way with minimum overhead. Since the datrrect data and successfully pass the periodic data itytegr
originating sensor appends a distinct parity block to eaefecks. In fact, there is no way to detect such a compromised
data share, all share holders can verify the distributed dakensor if it is fully controlled by the adversary and behaves
shares independently in each check. A salient feature of qitoperly all the time.
scheme is that the false-negative probability can be retluce
to almost zero, thus any unauthorized modifications can pe pesign Goal
detected in one verification operation. Most importantlyr o . . . . .
scheme can verify the integrity of aggregated data sharis wi Qur gqal IS to prowde various mechar_u_sms for ensuring and

e 7 . maintaining the security and dependability of sensed netwo
great efficiency. We show through detailed analysis that oyr

scheme is highly effective and efficient and can be welleslit ata under the afor.emennongd.adver.sa.lry model. Spegficall
. we have the following goals: (iBecurity To enhance data
for resource-constrained WSNSs.

The rest of the paper is organized as follows. Section ﬁPnf|dentlaI|ty and integrity by increasing the attackanst,

introduces the system model, attack model and briefly des decreasm_g_ t.he gain on compromising |_r!d|V|duz_iI SESIS0
. . i) Dependability To enhance data availability against both
scribes some necessary background for the techniquesmused’i . : . ) .
: . . . . sensor Byzantine failures and sensor compromises, i.@-, mi
this paper. Section Ill and IV provide the detailed desavipt . . - S .
: imizing the effect brought by individual sensor failuresdan
of our proposed schemes. Section V analyzes the scheme

. ._campromises. (iiilDynamic Integrity Assuranc&Ve should be
performance and presents some enhanced techniquesyFin L
Section VI concludes the paper able to ensure the distributed data shares are correctigdsto

over the lifetime, thus can finally be used to reconstruct the
original data by authorized users. (Mpghtweight The scheme

Il. NETWORK AND SECURITY ASSUMPTIONS design should be lightweight as always in order to fit into the
A. System Model inherent resource-constrained nature of WSNSs.

We consider a wireless sensor network with a large number
of sensor nodes, each of which has a unique ID and mBy Notation and Preliminaries
perform different functionalities. These nodes are depiby e v, w, NB,: v andw are regular sensor node¥.B, is
strategically into areas of interest and continuously sghe the set of one-hop neighbors of
environments and (some of them) are equipped with sufficiente D; (i € {1,...,m}): partitioned blocks of the original
capacity to store the sensed data locally in a distributeda data with equal size.
for a certain period. e g, seqno: q denotes the bit length of a symbakgno is
We assume that these nodes have limited power supphe sequence number used for future data integrity check or
storage space and computational capability. Due to the coatrieval.
strained resources, computationally expensive and energye «, §; (i € {1,...,n}): o is a primitive element itz F'(29)
intensive operations are not favorable for such systems. dnd ;s are distinct elements randomly picked fras#(27).



e S, S, (i €{l,...,n}): S; denotes the shares of original{data, h(data, k) } ., .
data that generated by RS coding afjddenotes shares of thee Step3: Encryptk, using the keyKy shared between the
authorized key Kyv) generated by secret sharing scheme.authorized users and itself. This key can be either symmetri
® 5ig(a,n(S) (S € {S1,...,8,}): a r-symbol signature or asymmetric depending on the chosen user access control
vector (siga,1(S), ..., sige-(S)) based on data shaie mechanism, which is independent to our design here and will
e P, P; (i €{l,...,n}): P is the parity block generated not be discussed in this paper.
based on all data shares using erasure codimglenotes the e Step4: StoreDATA =< {data, h(data, k) }k,., {kr} kyy >
operation of parity calculation based g and destroy,..
In addition, a sensor node is referred ashare holderif DATA will be fed back to the user when required. An
data shares have been stored on it and any node can baudnorized user will be able to decrypt the origidata with
potentialverifier if it holds a parity P; with its corresponding Kyv and ensure its integrity by checkiddata, ;).

secretg;. DiscussionThis basic approach only provides the least protec-
We now introduce some necessary cryptographic badien over the data security and dependability. It cannatdta
ground for our proposed scheme: sensor Byzantine failures or data losses due to sensor cempr

Secret SharingShamir proposed afm,n) Secret Sharing mises. One straightforward way to enhance data depentgabili
(SS) scheme [21] based on polynomial interpolation, in Whids to replicate the data and distribute the replicas to thighne
m of n shares of a secret are required to reconstruct the sechetrs. If some nodes are compromised or behave Byzantine

Erasure Code An (k,n) erasure code encodes a block ofailures, the data can still be correctly recovered fromatier
data inton fragments, each hak/k the size of the original nodes that store the replicas. However, the simple rejdicat
block and anyk fragments can be used to reconstruct th@pproach incurs a very high scheme overhead. Sieplicas
original data block. Examples are Reed Solomon (RS) codesed to be distributed and stored, both the communication
[22] and Rabin’s Information Dispersal Algorithm [19]. overhead and the storage overheadrard DATA|.

Algebraic Signature Algebraic Signature (AS) is proposed To further enhance data security and dependability, we may
by Litwin et al in [23], [24]. An algebraic signature of aresort to the secret sharing technique. Ir{kan)-threshold
string X of [ symbols,X = (x1,...,a;), is itself a symbol secret sharing scheme, any combination of less tharcret
defined assig,(X) = 25:1 z;a'~1. The symbolsz; can shares reveals no information regarding the secret. Onthie o
be one-byte or 2-byte words as the elements of the Galbiand, no more thai out of n shares are required to fully
Field GF(27)(e.g.,q = 8,16). We now list three important recover the secret. Obviously, the first property can be used

properties for algebraic signatures: to enhance data security, while the second is good for data
e Property|: Given the string lengtth < 27 — 1, thensig(,, depen_dability. However, us_ing perfe(_:t secret sharing toage
can detect any changes upitesymbols. generic data leads te-fold increase in storage overhead, and
e Propertyll: Given the string lengtti < 27 — 1, thensig,, is no better tham-folld replication. Ther_efore, the solution
of two different shares collide with probability & 4. may not be feasible in resource-constrained WSNs.
e Property Ill: Assume P, = P;(D1,Das,...,D,,), then
5i9a(Pi(D1; - .., D)) = Pi(siga(D1), - - -, 8iga(Dm)). B. An Enhanced Scheme based on Erasure Coding and Secret
Sharing
I1l. DEPENDABLEINITIAL DATA STORAGE To deal with the limitations in the secret sharing-based

To guarantee the security of the stored data, sensor nod8groach, we now propose to integrate the technique oferasu
must encrypt the data for confidentiality. Thus, only auittet  coding as it can achieve optimal space efficiency. We thus
user can obtain the access privilege and decrypt the dafgPose a hybrid scheme as follows, which takes advantage
information. In addition, as sensors may exhibit Byzantinef both erasure coding and secret sharing techniques:
behaviors and are attractive for attacks, data depentjabié Step 1: v calculates DATA according to the basic
should also be ensured to avoid single point of failure. Tstheme and further divides tHBATA into two parts, i.e.,
address these problems and achieve a lightweight desigfuta, h(data, k-)}r,. and{k,} k.. -
in resource-constrained WSN, we discuss two schemes #iStep2: v then encodes< {data, h(data, k,)}g, > into
initial data storage (a basic scheme followed by an enhanecedragments by employing dm,n) RS code. That isp

scheme), which we believe would lead us to the final desiraldenstructs M (z) = Dy + Doz + ... + Dpypz™~t, where
solution. < {data, h(data,k,)}r, >: = {D1|...||Dm}. v further
obtainsn S;s with eachS; = M(a?) (1 < j < n), where
: <29 1.
A. The basic Scheme = .
_ e Step3: v then employs gm,n) SS scheme to obtain
In the basic scheme, suppose a sensor nobasdata Fo shares of{k, }x,,, denoted ass,,....S,.
be stored locally. To proteduta, it can perform the following Step 4: v randomly selectsn neighbors from N B,.
operations to ensure the data integrity and confidentiality g5 each neighborw; (i € {1,...,n}), v distributes
» Stepl: Generate a random session Keyand compute the {v, seqno, S, S;}k,,, . The originaldata is erased.
keyed hash valué(data, k,.) of data. Now, an authorized user can reco®XTA by reconstruct-

e Step 2: Encrypt data, h(data,k,) with k., and obtain ing < {data,h(data,k,)}r, > from S;s based on RS code



and {k,}x,, from S,s based on secret sharing. In botlirawback: a malicious or compromised share holder could
cases, anyn out of n shares are sufficient. Obviously, thesimply pre-compute and store the fingerprii{.S;) instead
proposed hybrid scheme offers the same level of security aofithe genuine data. When required to return the fingergtint,
dependability as the secret sharing-based scheme. Cornsprowan respond to the verifier witH (.S;) which will always pass
ing less thanm sensors will not damage data security anthe integrity checks. This problem can be solved using keyed
dependability. Moreover, the hybrid scheme is much mofimgerprinting [26], where a different secret key is emplbye
efficient in terms of communication and storage overheadgnerate the fingerprint for each integrity check. Howetbés,

In fact, these two overheads are approximately now botlould result in an additional overhead in both computation

L« |DATA| as compared ta * |DATA|. and storage, since the verifier must pre-compute and store
all the keyed-fingerprints for data shares it plans to check.
IV. ENSURING DYNAMIC DATA INTEGRITY In addition, the security level of this scheme is limited by

In a mission-critical application, the security and availiay the number of secret keys held by the verifiers and/or share

of the stored data must be guaranteed over the whole ddiders. After these keys are exhausted, the aforementione
lifetime. One of the key issue related to this is to be abfyoPlem still cannot be eliminated.

to detect any unauthorized data modification possibly due .tOAnothertechnique to safeguard against modified data shares

sensor compromise and/or random Byzantine failures [2%],Verifiable secret sharing (VSS). With verifiable secretrsh
In fact, after data shares are distributed among the neidd Schemes, it is possible for each share holder to perform
bor nodes, these shares may be modified illegally once @R integrity verification for the data shares it stored. Heave

corresponding storage sensor is compromised or it behagt§h techniques further increase the computation timenguri
Byzantine failures. If such illegal modifications cannot b€ encoding and decoding of data [17]. Moreover, VSS can

detected, the user, when retrieving the data, will not be &bl ONly allow the share holder to verify their own shares, itroain
correctly recover the original data due to the share poluti tell the status of the other shares corresponding to the same

Therefore, it is critical to enable dynamic data integribeck ©riginal data block.
throughout the whole data lifetime. The challenge thelmais/
to achieve dynamic data integrity check without the existenB. The Algebraic Signature-based Dynamic Checking Scheme

of the original data and in a lightweight and secure manner |4 our scheme, the data originating sensor generates a

distinct parity based on all data shares and appends thty pari
A. The Hash-based Scheme to the data share. Once a share holder initiates an integrity

One straightforward approach of ensuring data or davgrification, other share holders can also act as a verifier to
shares integrity is to use fingerprints, where the hash afethe/alidate the integrity of the stored data shares as long as
shares are stored as a hash vektat the data originating sen-they have the corresponding parities. Our proposed scheme i
sor v before the distribution of data shares. Later on, the ddt@sed on algebraic signature technique [23], [25], wheta da
originating sensor can check the data integrity by requestin@hares can be verified without the presence of the originial da
each share to be returned. Upon receiving all the shares fréf nice properties of our scheme are: (i) any unauthorized
the share holdersy can calculateH (S;),..., H(S,) and modifications can be almost detected in one integrity check;

checkH = (H(S:) H(S,)), whereH () denotes the hash (ii) fast integrity check can be realized when data shares ar
operation R aggregating on share holders; (iii) the share holders have n

However, this approach has a number of serious probleri2ility to create valid signatures that are internally estesit
(i) It is single point of failure. If the data originating ssor for all data shares (including both the original or polluted

fails to function correctly, no one else can perform thegnity ones). Th? details of our scheme are as follows:
check; (ii) It is not secure, as the data originating sensorl) Parities generation and dlstrlbunonS_uppose a sensor
will collect all the shares for each integrity check. If it is1°d€ v has data to be stored locallyv first follows the
compromised, the attacker will be able to recover the oaiginYPrid share generation schert@obtainn sharesS, .. ., Sy,
data by leveraging this operation; (iii) The use of standaiére each shares; = SillS; (i € {L,....n}). Let
fingerprints (e.g., SHA-1, MD5) introduces both high compo-xil’ iz, ..., xii;) denote the data shafe , wherek < 27—1.
tational and storage overhead. In the verification prodbes, Note all these symbols are elements of a Galois fiefd(27).
overall computation overhead involves witthash operations. Based on then data sharesSy,...,S,, v generatesn
In terms of storage overhead, additionahash values need to Parties
be stored in the data originating sensor. The communication noo
overhead is alsa « |S;| as then shares have to be returned p; = Zﬁ;_l&
for verification. The overhead problem becomes much worse i=1
in the case of data aggregation, where much more hash values _ (zn: Bi-lg, iﬁi'_l _ iﬁi'_l ) 1)
need to be computed and stored for future integrity check. i T g Tz g ik

A variant approach could be to ask the share holders to =t =l =
return the fingerprints instead of the original share. Havev = (Pj:Ps2: - Piw) forj e{l,....n},
the storage and computation overhead are almost the samavlsren < 2¢ — 1. Notice thatg; (j = 1,...,n) are distinct
the above scheme. Moreover, this method suffers from asevelements randomly picked fro¥F'(27).



After parity generationy randomly chooses neighbor  The motivation of using unencrypte{d;z'g(a,r)(si)} is due

nodesws,...,w, from NB,. For each neighbot, (i € to the broadcast-based nature of wireless communication.
{1,...,n}), v distributes a data share together with a distindtherefore, these signature information could be consitlere
parity, i.e., free and employed by other potential verifiers who possess
{P;,B:} (: € {1,...,n}) to perform an independent in-
{v, seqno, 8i, P, il g, tegrity check. To make it work, the initiatap; itself should

wheresegno is the data sequence number used for future ddfglude signatures of its own data share in the published
integrity check or retrieval. Theniata, S;s, P;s andg;s are challenge, i.e.{w;, seqno, a,r, sig(,(S:)}. Therefore, all
erased. NoteP; is generated based on the corresponding share holders can obtaiig, )(S;) (i = 1,...,n) and act

2) Dynamic data integrity CheckAt a later time, suppose as a Vverifier in each check process. As will be shown, using
a share holdew; who holds{ P;, 3;} wants to check whether more parities instead of one can prevent multiple sensors fr
the data itemiata corresponding taegno is being correctly colluding to fabricate consistent data or signatures thatcn
stored.w; will launch a data integrity check by broadcasting compromised parity. In addition to be useful for collusion

a challenge message to all the other data share holders resistance, it can also tolerate certain number of undyaila
verifiers and enhance the probability of success in deggctin

{wi, seqno, i, any unauthorized modification in one check. However, this

whereq is a primitive number randomly picked frofiF(29) configuration suffers from a drawback: sufficient number of
andr is the required number of signatures such that< ©XPposed signatures could lead to the breaking of data shares
24 _ 1, To address this problem, we propose a perturbation-based

Upon receiving the challenge, all the other share holdes tffcheme in section V. _
store {seqno, S;} (i € {1,...,n}) will compute ar-symbol ~ 3) Fast Integrity Check for Data Aggregationn many
algebraic signatureigy, . (Si) = (siga1 (Si), - - -, sigar(S:)) scenarios, data shares of different 0r|g|n_al data blockg ma
and respond tav; with {sig(s.,(S:)} in a broadcast manner. aggregate on the storage sensors. An important advgn_tage
Note all{sz’g(w)(Si)}s are sent openly, not encrypted. of the prop(_)sed dy_namlc che_cklng scheme over e_X|st|ng
After obtaining allsiga () (i = 1, .. .,n), w; can verify approaches is that it can eff_|C|enj[Iy verify the mt_egrl_ty of
the data integrity by checking the aggre_gated data shares with minimum communication and
computation overhead. For example, if the sensor notas

5ig(aty(P;) L Pi(5ig9(at)(S1), - - 5iG(at)(Sn)) data’ to be stored locally. Similarlyy will follow the hybrid
no ) share generation schente generate shares,,...,S,, and
= B sigar(S)), t=1,...,7. distribute them to the pre-selectecheighbors that stores data
j=1 shares forlata. To verify that the data shares corresponding to
That is because data anddata’ are both correctly stored, a verifier can initiate
X an integrity check by broadcasting a challenge to all share
$ig(y(P;) = Zoﬂ'*lpij holders (For simplicity, we assume = 1). Upon receiving
e the message,,each,nodle act as follows:
i N e AssumesS; = (z,1, Z;0, - .., Z;;), thus
:Zaj_l Zﬁzmilzmj SZHS; :(xil,xig,...,xik,x;l,x;Q,...,x;k)
le mfkl = (i1, Ti2, - - - Tik,s Ti(k4+1) Li(k+2)s - - - 7xi(2k))
=3 By o, (3)  The signature of5;||S; can be computed as
m=1 J=1 k 2k
n ; N j—1 j—1
_ m1; siga(Sil1S;) =Y ol ey + Y ol
= Z B 8iga(Sm) j=1 j=k+1
m=1 k
=3 8 siga(S)) = siga(S) +a* ) o'y,
j=1 =1
— e _ ko '
Equation 3 shows that the signature of parity block should = $i9a(S;) + a”siga(S;).
be equal to the parity of signatures of teiginal data Thensig,(S;||S;) (i =1,...,n) is returned to the verifier.
block. There are totally: such equations. If any of these e Assume this verifier hold#; and pi’ (i € {1,...,n}),

equations does not hold, we can conclude thatdi has where P, and P, are parities fordata and data’ based on
been modified due to either malicious attacks or Byzantifige same secref;, respectively. Upon receiving all responses
faults, i.e., there is ndalse positive resul{the data has not from share holders, similarly the verifier generates sigrest
been modified but the test says it has). However, if all ths pi||pzf by Siga(Pi”Pi/) = siga(P;) + aksiga(Pi/). Now
checking equations hold, false negative resulthe data has the checking equation can be written as

been modified but the test says it has not) is possible. As will n

be shown in section V, the false-negative probability can be $19(a) (P,||P) < Zﬁf_lsiga(%ﬂs;)-

reduced to almost zero in our scheme. = '



Hence, when data shares are aggregating on sensors, olroposition 1: Assume the number of shares< 27 — 1,
proposed checking scheme can speed up the verificationttedén the parityP of two differentn-symbol signature pages
different data blocks in the checking process. Actuallys thcollide with probability2~9. If p different paritiesp,, . . ., P,
property can be easily generalized to more or any combimatiare used, the collision probability (of all parities) can be
of data shares for arbitrary original data blocks. Note timt further reduced t@—?4.
matter how many data shares or parities are concatenated,F;h . e

. . . . roof The proof of this proposition is similar to the proof of
signature is only a symbol of length thus using this scheme

. .. Propertyll [23]. H

allows us to check a group of data blocks in a more efficient

way while introducing a minimum of overhead. Next, we study the probabilty of a false
negative result where the data has been modified
C. Data Maintenance accidentally but all the checking equations hold, i.e.,

. o n j—1 . ) o
In our data storage scheme, the original data block is flézféa(;) (fl)l o %%leiippsgf(igéevsmaif &n?prt’r.n.iéég) in
partitioned inton. shares of equal size using Reed-solomotpIe followir;g.g.éhalglsis we docnot limit the value of, ie’
coding. Based on these shares, additiengérities of the same n.>m+1is also Cor,13idered T
size are generated. By distributing each neighbor a disfiaa “ — )
share with a parity, we form a reliability group that contain
2n blocks. As long as at modt blocks are in error, then the
original data shares can be determined whenkverz. Once n 1. .
any unauthorized data modification is detected, t20 repar tE:jzl Bl siga:(S;), where (¢ = ..1’ --,7) and (i N
polluted shares, the basic idea of using Mobile Sink [16] can” " ’.p)’ p < n. Then the probability of dalse negative
be applied. The network controller can periodically dispat resultis
mobile sinks (MSs) to collect data shares and/or paritied, a Pr = Pr; + Pry, 4)
perform error correction. Due to the space limitation, iis th (142-mayne 1 B
paper we only focus on the secure data storage scheme WiterePr1 = “———— andPry = (1 — Pry)277%,

dynamic data integrity check. The issue of data maintenansg,of \We first consider the simplest scenario where- 1

Proposition 2: Assume the number of shares
29 — 1.’ Pi(Sig(at)(Sl), Sig(at)(SQ), ey Sig(az)(sn)) =

N

will be addressed in detail in our future work. andp = 1, i.e., only one signature is calculated for each data
share and only one parity is generated for all the data shares
V. SCHEME ANALYSIS AND ENHANCEMENTS Without loss of generality, we denote the signature base by

In this section, we analyze our proposed data storageand thesecretfor parity generation by, respectively. The
scheme in terms of security and efficiency. Our securighecking equations can be rewritten as
analysis focuses on the adversary model defined in section Il . ? ) . )
Further discussion on other attacks are also discusseddBass9(a)(P) = P(sig(a)(S1), 519(a)(52) - -, 51g(a) (Sn))
on the analysis, some enhanced techniques are presented. iﬁ“lsig (S))
=1
A. Security and Dependability of Initial Data Storage As discussed above,false negative resuft that the data has
The security proof in [21] and [22] ensures that dybrid  peen modified but the integrity test says it has not, i.e., the
share generation schenfer initial data storage is uncondi- parity of the n-symbol signature pageoes not change. An
tionally secure andm — 1)-collusion resistant. That is, upanalysis of the checking equation reveals two possiblescase
to (m — 1) colluding nodes reveal no information on theCase 1 The data has been modified, but tignature page
encoded data. In practice, requirements may vary dependtgg (S1), 5ig(a (S2) sigian(Sn)) ' remains the same
on different applications, thus the threshaidcan be adjusted Hei(gé thle’pagri(tay) of2tr71§.ééev€i(l?)nofchange We denote the

to accommodate the special needs. probability of this case byr;. According toPropertyll, the
_ _ _ probability thatS; (i € {1,...,n}) is modified butsig,)(.S;)

B. Security of Dynamic Integrity Assurance remains unchanged i87¢. It is also reasonable to assume

1) Modifying Data SharesAfter an adversary has compro-that sig,(S1),- .., sigo(S,) are mutually independent. Let
mised a set of nodes, it would like to modify the data shares @ _(277)* denote the probability that shares are modified
order to prevent authorized users from recovering the maigi but thesignature pageemains the same, we have
data blocks correctly. 1 (o—q\1 o ... Ne (9—q\ne —qyne _

We first analyze the case that the adversary modifies d&tg = G (2 )1 R C”,‘;C(z ) = (a +2n ) L
sharesaccidentallyand study the probability of talse negative Cnotoo+On 2re —1
resultin the process of data integrity checks. In the followin@€ase 2 The data has been modified, thignature pagewill
analysis, we cal(sig(4)(S1), . .., 5ig(a)(Sn)) an-symbol sig- changefor sure, but the parity of thepagewill remain the
nature page Since parity calculations and algebraic signatuame. We denote the probability of this casethy. A page
calculations are isomorphic, thus the parity of signatwass can be considered as a “data share” witsymbols, thus the
be considered as the signature afignature pagdased on, parity of apageis actually a signature based on the segret
i.e., > B siga(S;). We have the following proposition: According to proposition 1, the probability that thesymbol




TABLE Il

signature pages modified but the parity of theignature page PROBABILITY OF A FALSE NEGATIVE RESULT (g = 8).
remains unchanged & 9, thus we have
Pro, = (1_P1~1)2_‘1_ Ne r=1 r=2 r=3

The probability of afalse negative resulvith » = 1 and
p =1 is thusPr = Pr; + Prs.

Now we analyze a more complex scenario where 1 and
p = 1. Similarly, there are two possible cases:

Case 1 The data has been modified, but all thesigna- 20
ture pageswill remain the same. To facilitate analysis, we
denote the- signhature pagedy a so-calleccompound signa-
ture page (Sig(a,r (Sl)Tv Sig(a ™) (SQ)Tv . Slg(a ) (S )T)’ 30
WhereSig(a,r)(Si) = (Sigal(s) Slgoﬂ(sz)) :
According toPropertyll, the probab|I|ty thatS; is modified
but sig(,,)(S;) remains unchanged & "7. Thus
(14277 —1 : e
Prp, = ————. number of unavailable sensors (verifiers) and reduce tke-fal

2 N ! . negative probability to an acceptable extent.
Case 2 The data has been modified, tempound signature  \ve hayve shown that, if an adversary modifies the data

3.9450e-003  3.9064e-003  3.9063e-003
5.4121e-005 1.5408e-005 1.5259e-005
3.8922e-005 2.0877e-007 6.0187e-008

10

1o
w N -

3.9063e-003  3.9063e-003  3.9063e-003
1.5336e-005 1.5336e-005 1.5336e-005
1.3694e-007 5.9896e-008 5.9606e-008

3.9063e-003  3.9063e-003  3.9063e-003
1.5259e-005 1.5259e-005 1.5259e-005
5.9720e-008 5.9605e-008  5.9605e-008

T T © T T © T T ©
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page(siga,rn(S1)",- .., siga,n(Sn)") will changefor sure, shareaccidentally our data integrity checking scheme can

but the parity of thepagewill remain the same. SimilarlyPr>  gccessfully detect the attack in one verification. In adjt

can be calculated as using only 1-symbol signaturé- = 1) in each multi-parity
Pr, = (1—Pr)27% verification is sufficient to meet our design goal. Howevgr, b

) observing the system for a long time, the adversary may find
Further more, we can explore the scenario wherel and gyt the set of challenge numbas. Then, it may attempt to
p > 1. Whenr =1, there is only onesignature pagethus modify datadeliberatelysuch that the polluted data share has
Pry = H2207=1 According to proposition 1, if different  the samesignatures as the original ones.

parities are used, the collision probability ofpageis 2779, First, we analyze how this attack can be carried out.
Therefore,Pry = (1 — Pry)(279)P. Consider the process of calculating signatures, a data
Base on the discussions above, it is easy to see that §mare S can be written as a sum of two special sym-
probability of afalse negative resulvith » > 1 andp > 1is  pol vectors(z1,zo,...,21) = (z1,29,...,2,,0,...,0) +
Pr — Pr;+ Pro. (0,...,Q,xn+1,xn+2,...,xk). The n—symhol algebraic sig-
naturesig(a,ny of (1, 22,...,2,,0,...,0) is
wherePr; = U201 andpPry = (1 — Pry)2779. W
. 2 n—1 L1
After compromising:. nodes, the adversary can modify any S,Zga ! O; o; 9 ag S T2
data share preloaded to these nodes. Any node that posse sesg - Loa® (o) o (o) x3
a pair {P;, 3;} can launch a data integrity check. Conside Do s :
the probability of a false negative resut, it is a sum of Sigan I a® ()2 ... (a®)"! .
n

two probabilities. For fixech, andgq, Pr is determined by the

number of signatures and the number of parities used in thee square matrix is of Vandermonde type, thus for each

check. symbol signature, there is one and only one symbol vector
Table Il shows some numeric results Bf. For example, (z1,22,...,2,,0,...,0) corresponding to it. Now consider

let us assume the symbol lengthgs= 8 and the number of the symbol vector of fornf0, ..., 0, zp41, Znt2, . .., Tk), We

compromised nodes is. = 20. It is shown that by increasing denote itssig(,,,) by s. Assume thesig(, ) of the original

r and p simultaneously, the false-negative probability can ghare(x,,z2,...,x;) is s. The adversary can first randomly

reduced significantly. However, using more signatures withoose a vector of the fornf0,...,0 :an, n+2, . ;vk)

incur more computation and communication overhead, sinttesn it can compute the vect@rl,xz, ey x,,0,...,0) that

all the share holders have to computalifferent signatures has (s — “) as |ts S|gnature It is obwous that the symbol

(siga1 (S), siga>(S), ..., siger(S)) and return them to the vector (z,...,z, a:n+1,.. x,) has signatures, which is

verifier. Observe that for a specifig further increasing the the same as the original data share! Notice that k, hence

number ofr offers little gain in reducing the false-negativehe polluted data generated by the adversary can possibly pa

probability. Also recall that in our dynamic checking scleem k—1 data integrity checks. This attack, however, does not work

we distribute each share holder a distinct pafityand with because in our scheme, the verifier piek§rom GF(22) in

its corresponding secret, so that once a sensor initiates am random way. Due to this reason, the adversary has to guess

integrity check, all the share holders can receiug,, . (S;)s which o will be used in the future. As analyzed, using one

and act as a verifier. That ig; parities are employed in signature is sufficient for each check, thusloes not have to

each verification process. This configuration can tolerigel be a primitive element now, it can be any elemenGif'(27).



Let us suppose the adversary guesses dhat.., a1 are This property is exploited in our design of the integrity
most likely to be used in the forthcoming integrity checkghecking scheme. In the parity distribution phase, a piece
it may modify data shareseliberatelyin order to deceive of additional information{v;,0;}, (i € {1,...,n}) is

the verifier for at most — 1 times. Because the number ofdistributed to share holdei. When required to return a
possiblea is 27 — 1, so the probability that the polluted sharesignature to the verifier, share holdeiblinds sig,(S;) by

can successfully pagschecks is(z’if_ll)t. In practice, as long adding a perturbationy;. On the verifier side, to uncover
asq is appropriately selected, e.g.= 8 or 16, the probability parity of the original signatures, it can first compute parit
is very small, which makes the attack unfeasible. of the perturbed signatures based @re {fi,...,0,} and

2) Breaking data shares by eavesdroppirigecall that in then subtract the correspondifige {6, ...,6,} from it. It
the course of integrity check, when all the share holdeis clear that this configuration has no effect on the validity
returnsig(.,(S;) to the check initiator, these responses atte checking results. Furthermore, the above operatiouress
sent openly, not encrypted. This configuration not only savehat the adversary cannot capture the original signatuyes b
computation overhead (encryption and decryption) but algavesdropping and obtain the original data share by solving
offers verification “diversity” since it enables share heilsito a system of linear equations (symhbg}l is fully blinded by
realize multi-verification by sharing their signature infation +;). Therefore, to break the data shares by eavesdropping is
with each other. However, this technique suffers from anfeasible.
drawback: Consider an algebraic signature of a data shar@) Collusion Attacks: Share holders may collaborate to
5i9a(S;) = Zle z;ja?~1, the adversary can construct amodify data or even make up signatures as long as they
system of linear equations. By eavesdropping, an adversarg internally consistent. In other words, a verifier reiogjv
only needs to find out signatures basedkodifferentas for signatures can verify that the parity matches the data, tbut i
this data share. The number of equation &nd the number cannot tell whether some of sensors collude to provide fake
of unknowns isk, i.e., (z;1, Zs2, . . . , zix). Therefore, if enough signatures for a compromised parity. This attack, however,
of algebraic signatures are collected, the adversary oa@kbrdoes not work because in our dynamic checking scheme, all
the data share by solving a system of linear equations.  share holders will participate in each checking processcto a

To address this problem, we develop a modification of thes a verifier. To make up signatures consistent witlifferent
original protocol to allow each share holder to safeguael tiparities, the colluding sensors have to find out allgberet3s,
exposed signatures with a minimum of overhead. Differeahd attempt to construct a set of fake signatures that go with
from the basic scheme, share holders do not give verifiers them. In practice, to reduce computation and communication
original signature but the perturbed one, which is a sum ef tbhverhead, we use only ore (r = 1) in each integrity check,
original signature and a perturbation symbol. Thus, byditig  thusn signatures are returned farparity verification, i.e., the
each signature information with perturbation, the adwgrsanumber of signatures is equivalent to the number of parities
cannot capture the original signatures directly. On theeothBased on the above analysis, it is quite evident that using
hand, after receiving these perturbed signatures, thdiereriparities can detect any changes umtsignatures. Therefore,
computes parities based on these signatures without reeedinr scheme can prevent multiple sensors from colluding to
to decrypt them. To further explain the above idea, we prtesdabricate consistent signatures.
more details of this technique.

Recall that in parity generation phase;s are chosen as
secretsby the data originating sensor to generate parities. Tﬁ:e
first step under this scheme is to construct a VandermondaVe now assess the performance of the proposed distributed
matrix using these secrets. Next, the originator constract data storage scheme. The notation of cryptographic opesati
random perturbation vector(vyi,42,7s,---,7)", where all is summarized in table III.

vi (i=1,...,n) are picked fromGF(27) independently. By 1) Initial Data Storage: In terms of computational over-
multiplying the matrix by this perturbation vector, we abta head, before the share generation process the data soutee no
another symbol vector v has to compute one keyed hash valuéata, k,.) and per-
0 form two symmetric-key encryption§data, h(data, k,)} .,
1 B S net N 91 and{k,}k,,. The data share generation requires two sets of
1 B8, (2 ... pyt 2 92 polynomial evaluationsy first encodeq data, h(data, k, )},

: Bof=1 % into n fragments by employing &m,n) RS code, where
1 "o ne1 : : m denotes the number of partitioned data blocks and

B (Bn)® oo (Bn) Yn ( denotes the number of selected neighbors (i.e., sharersplde
Assume each partitioned data bloék containsc symbols,
there are totallyn - ¢ polynomial evaluations in this step.
Thenwv employs a(m,n) SS scheme to obtain shares of
to . L kY k...,. The construction for theounteracting vectocan
Zﬁ; H(siga(Si) + ) = Zﬁ; 'siga(Si) + Zﬁ; i ée <}:or[;‘s/idered as signature generations with g\]/ector size of
=t 121 =t n. Finally, a parity based on all shares will be generated

_ Zﬁ;_lsiga(&) +0;. for each share h(_)lder. Let denote the size oﬂata||.kT,
P the total computation cost at the data source node is hence

Efficiency

Here, (61,6, 0s,...,0,)T is calledcounteracting vectomote
that



TABLE Il
NOTATION SUMMARY OF CRYPTOGRAPHICOPERATIONS

Hashf t hash operations with input size of
SymEncrt t symmetric-key encryption operations.
SymDecrt t symmetric-key decryption operations.
PolyEwvalt, t polynomial evaluations with polynomial of
degreem. [1]
ParGenfC t parity generations with vector of size
AlgSz‘gGenfC t algebraic signature generations with vector [2]

of sizek.

(3]

(4]
Hash} + SymFEncr? + PolyEval:,L{(cH) + AlgSigGen] +
ParGeny. Correspondingly, the cost at each share holder ig)
only SymDecr!.

Now let us estimate the storage and communication ovef%
head during the initial data distribution stage, assume we
use a Galois field7F'(29) whereq = 8 or 16. After share [8l
generation, the source node will delete data and dis- [9]
tribute {v, seqno, S;, 8, P;,vi, 0:} k,,,, to neighbori, where
we assumeS; containsk symbols. In fact, there are total
n such messages. Thus, the communication overhead duri
the distribution process is approximately (2k + 5) - ¢ bits.
Obviously, it requireg2k+5) - ¢ bits storage overhead to keep
the distributed information at each share holder. [

2) Dynamic Data Integrity CheckConsider a share holder
w who initiates a data integrity check to verify the integrity (12
data. It will broadcast a challenge messafe, seqno, o, r}
to all the share holders. In addition, lasymbol algebraic [13]
signature based on its own data share is generated andexiclud
in the challenge. Hence, the communication overhead ieeblv[14)
in this broadcast message s ¢ bits. Upon receiving the
challenge, each share holder needs to computesgmbol [15]
algebraic signature and return it to the check initiatorugh
for each share holder (including the initiator) the comput#l6]
tional cost is justdlgSigGen;.. The communication overhead
involved in every response message, (S;) is ¢ bits. After
obtaining all sig,(S;)s (i = 1,...,n), each share holder
can act as a verifier to check the integrity @dta. It is
clear that in this step the computational cost at each node
is ParGenj, + AlgSigGen;.. [19]

]

[17]

[20]
VI. CONCLUSION

In this paper, we propose a secure and dependable c{gﬁx
storage scheme with dynamic integrity assurance in wiseles
sensor networks. We utilize perfect secret sharing andisras[22]
coding in the initial data storage process to guaranteeateta 23]
fidentiality and dependability. To ensure the integrity etal
shares, an efficient dynamic data integrity checking schismd?24]
constructed based on the principle of algebraic signatunes [25]
contrast to the existing approaches, more desirable pieper
and advantages are achieved in our scheme. Furthermore,
through detailed performance and security analysis, wevsh8
that our scheme is highly secure and efficient, thus can be
implemented in the current generation of sensor networks.
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