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Abstract—In this paper, we consider a special case of denial of
service (DoS) attack in wireless mesh networks (WMNs) known
as selective forwarding attack (a.k.a gray hole attacks). With such
an attack, a misbehaving mesh router just forwards a subset of
the packets it receives but drops the others. While most of the
existing studies on selective forwarding attacks focus on attack
detection under the assumption of an error-free wireless channel,
we consider a more practical and challenging scenario that packet
dropping may be due to an attack, or normal loss events such as
medium access collision or bad channel quality. Specifically, we
develop a channel aware detection (CAD) algorithm that can
effectively identify the selective forwarding misbehavior from
the normal channel losses. The CAD algorithm is based on
two strategies, channel estimation and traffic monitoring. If the
monitored loss rate at certain hops exceeds the estimated normal
loss rate, those nodes involved will be identified as attackers.
Moreover, we carry out analytical studies to determine the
optimal detection thresholds that minimize the summation of
false alarm and missed detection probabilities. We also com-
pare our CAD approach with some existing solutions, through
extensive computer simulations, to demonstrate the efficiency of
discriminating selective forwarding attacks from normal channel
losses.

Index Terms—Wireless mesh network, selective forwarding at-
tack, gray hole attack, channel aware detection, optimal detection
threshold.

I. INTRODUCTION

W IRELESS mesh networks (WMNs) [1] are emerging
as a popular choice for Internet service providers

(ISPs) to provision broadband wireless access in the future.
The WMNs are expected to incorporate the attributes of
self-organization, self-healing, and self-configuration for high
reliability and scalability. In spite of the multiple aspects of
advantages, the WMNs lack security guarantees due to its open
medium, distributed architecture, and dynamic topology [1]-
[5].

The WMN is a multi-hop network, which relies on mesh
routers to forward the packets to the destination. It is clear that
successful collaboration among routers is the foundation for
a strong and reliable network. Cryptography solutions can be
used to protect the mesh routers from most of the routing
protocol attacks—selective forwarding, blackhole, sinkhole,
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and wormhole attacks [2], [3], [5]-[7]. Nevertheless, if the
routers are compromised, the attacker will gain access to the
public/private keys of the compromised routers and then break
through the cryptographic system. Therefore, to achieve com-
plete security in a network, it is preferred to use cryptographic
solutions as a first line of defense and non-cryptographic
solutions as a second line of defense.

In this paper, we investigate a special case of denial of
service (DoS) attack, known as selective forwarding attack or
gray hole attack. With such an attack, the misbehaving router
accepts the packet for transmission but refuses to forward
certain packets by simply dropping them. If an attacker drops
all the packets, the attack is then called black hole which has
been well studied [2]-[5]. To launch a selective forwarding
attack, an attacker may compromise or hijack the mesh router
that belongs to the network, known as internal attacks; or
attack the network from outside, known as external attacks [8],
[9], [10]. To prevent external attacks, routers may employ
an authentication mechanism, e.g., TESLA [7], to avoid the
attacks from unauthorized routers. However, internal attacks
may pose severe threats and are difficult to defend by crypto-
graphic measures alone. We thus focus on a non-cryptographic
approach to counteract the dropping misbehavior launched by
internal attackers.

While most of the existing studies [2], [3], [4], [11] on
selective forwarding attacks focus on attack detection under
the assumption of an error-free wireless channel, we consider
a more practical and challenging scenario that packet dropping
may be due to gray hole attacks, or normal loss events such as
medium access collision or bad channel quality. Specifically,
we develop a channel aware detection (CAD) algorithm that
can effectively identify the selective forwarding attackers by
filtering out the normal channel losses.

The CAD approach is based on two procedures, channel
estimation and traffic monitoring. The procedure of channel
estimation is to estimate the normal loss rate due to bad
channel quality or medium access collision. The procedure
of traffic monitoring is to monitor the actual loss rate; if
the monitored loss rate at certain hops exceed the estimated
loss rate, those nodes involved will be identified as attackers.
Specifically, the traffic monitoring procedure at each inter-
mediary node1 along a path monitors the behaviors of both
its upstream and downstream neighbors, termed as upstream
monitoring and downstream monitoring, respectively. The

1The terms nodes and routers are used interchangeably in this paper for
convenience.
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channel estimation procedure at each node correspondingly
sets an upstream detection threshold and downstream detection
threshold. Each node judges the behavior of its neighbors
by comparing the upstream/downstream observations against
the detection thresholds to identify the misbehaving nodes. In
particular, the thresholds will be dynamically adjusted with
the normal loss rates to maintain the detection accuracy when
network status changes. In summary, this paper has four-fold
contributions:

∙ The channel estimation is integrated with traffic moni-
toring to achieve channel-aware detection of gray hole
attack, which can effectively identifies selective forward-
ing misbehavior hidden in the normal loss events due to
bad channel quality or medium access collisions.

∙ In CAD, upstream and downstream traffic monitoring
are combined to achieve a versatile detection method.
In addition to gray hole attack, the CAD can also detect
limited transmit-power attack [2], on-off attack [12]-[13]
and bad mouthing attack [14].

∙ We carry out analytical studies of the false alarm and
missed detection probabilities for the CAD scheme.
Based on the analytical model, the optimal up-
stream/downstream detection thresholds can be computed
to minimize the summation of false alarm and missed
detection probabilities. The thresholds are dynamically
adjusted with the channel status to maintain the efficiency
of CAD under varying network conditions.

∙ Extensive computer simulation results are presented to
demonstrate the efficiency of CAD, in comparison with
some existing methods.

The rest of the paper is organized as follows. Section II
reviews more related work. Section III describes the system
model and basic assumptions. Section IV presents the pro-
posed CAD algorithm. Section V discusses how to estimate
the normal loss rates due to channel quality and collisions.
Section VI computes the optimal detection threshold to mini-
mize the sum of false alarm and missed detection probabilities.
Section VII presents the simulation results to demonstrate
the performance of CAD. Section VIII gives the conclusion
remarks.

II. RELATED WORK

In the last few years, several secure routing protocols
resilient to external attacks, such as SAODV [9], SEAD [10],
ARAN [15] and Ariadne [16], were proposed. However, none
of these protocols are capable in defending against internal
attacks. Wireless specific attacks such as rushing attacks,
wormhole attacks were recently identified and studied. These
attacks can form a serious threat, because once launched
the attacker can easily inject bogus packets, eavesdrop on
communication or selectively drop the data packets. RAP
[17] prevents the rushing attack by waiting for up to 𝑚
ROUTE REQUEST packets and then randomly selecting one
to transmit the data packets, rather than always selecting
the first ROUTE REQUEST packet for forwarding. However,
RAP has significant network overhead and is ineffective if
the adversary has compromised m or more nodes. Packet
leashes [18] and LiteWorp [8] are two well-known techniques

to defend against wormhole attacks. The former one restricts
the maximum transmission distance of the packet by using
either a clock synchronization or location information. The
latter one uses guard nodes to overhear the communications
between the neighboring nodes and exploits the directional
antenna techniques [19].

Most of the prior works related to selective forwarding
attacks were studied in the area of ad hoc and sensor networks.
Karlof et al.[3] first proposed selective forwarding attacks and
suggested that multipath forwarding can be used to counter
these attacks in sensor networks. However, the algorithm fails
to suggest a method to detect and isolate the attackers from the
network. In [4], the authors propose a scheme that randomly
selects part of the intermediate nodes along a forwarding
path as checkpoint nodes which are responsible for generating
acknowledgments for each packet received. If suspicious be-
havior is detected, it will generate an alarm packet and deliver
it to source node. Some of the key disadvantages of the scheme
are: (1) The algorithm suffers from high overhead because for
each received packet the intermediate nodes need to send an
acknowledgment back to the source node; (2) The algorithm
assumes that the channel is perfect and any packet loss is
due to the presence of malicious nodes. In [5], we present a
detection algorithm based on the end-to-end path throughput
(path delivery rate) to detect the selective forwarding attacks
in mesh networks. The algorithm can trace back to one-
hop neighborhood of the attacker but cannot pin-point the
attacker. The algorithm also fails to identify the attacker in
the presence of false reports. In [2], a Watchdog technique is
proposed, where a node monitors its neighbors to determine
whether they forward the packet to intended destination. Con-
sequently, if a node does not overhear a neighbor forwarding
more than a threshold number of packets, it concludes that
the neighbor is adversarial. The scheme fails to detect the
attacker in presence of limited transmit power attack, selective
dropping and bad mouthing attack (see section IV for the
description of attacks) which can be addressed by the detection
approach proposed in this paper. In [6], the authors propose
a selective forwarding detection scheme Byzantine-resilient
multicast protocol (BSMR) for multicast routing protocols.
Specifically, in BSMR nodes determine the reliability of links
(or abnormal losses in links) by comparing the perceived
data rate with the one advertised by the source node on
the basis of detection thresholds 𝛿,Δ. If the perceived data
rate falls below the rate indicated by the source node by
more than a threshold, the node that is a direct descendant
of an adversarial node updates its weight list and initiate a
new route discovery process by including the weight lists of
the links in the route requests (a higher weight list implies
low reliability). Nonetheless, BSMR relies on static detection
thresholds, which are independent of channel quality and
medium access collisions and we highlight this drawback
through our simulations which shows that the BSMR fails
to detect the attackers in a number of malicious dropping
rates. In [21], the authors present a game theoretic analysis of
securing cooperative ad hoc networks against insider attacks
in the presence of noise and imperfect monitoring. Though
the analysis considers the normal channel errors, it assumes
that the normal loss probabilities at different nodes are the
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same and remain unchanged. Such an assumption may lead
to inaccurate analysis in practice, because different nodes
may experience different loss probabilities at different times,
depending on the local channel quality, number of interfering
nodes in a neighborhood, and traffic dynamics at each node.

The CAD approach proposed in this paper departs from
the previous solutions in three aspects. (1) CAD considers
a practical scenario where a packet loss may be due to
bad channel quality, medium access collisions, or purposeful
packet dropping; and propose a method to discriminate attacks
from those normal loss events. (2) CAD utilizes both upstream
and downstream traffic monitoring for enhanced performance;
the Watchdog approach [2] relies on downstream monitoring
alone. (3) While the existing studies have requirements such
as directional antennas [19], clock synchronization [18], and
guard nodes [8], CAD is a lightweight algorithm for multi-
hop networks. We initially introduced the concept of channel-
aware detection of gray hole attacks in [24], the CAD ap-
proach is elaborated in this paper with implementation details,
analytical model, performance optimization, and computer
simulations.

III. SYSTEM MODEL AND ASSUMPTIONS

In this section, we present the network model and threat
model considered, and also indicate the assumptions for the
CAD design. For convenience, the main mathematical nota-
tions used in this paper is summarized in Table I.

A. Network Model

We consider a single channel multi-hop infrastructure mesh
network [1]. Infrastructure WMNs are commonly used in com-
munity and neighborhood networks. In this type of network,
mesh nodes are statically deployed, e.g., on the roof of houses
in a neighborhood, and communicate with one another to form
a multi-hop wireless backbone. One or more mesh nodes are
connected to the Internet and serve as gateways to provide
Internet connectivity for the entire mesh network. The mesh
nodes can aggregate traffic from its end clients and forward
the traffic to and from the Internet.

B. Threat Model

In a wireless mesh network, we consider that the adversary
may compromise certain mesh nodes through physical capture
or software bugs, thus gaining full control of them. Once
captured, the attacker gains access to all stored information,
including public, private keys and reprogram them to behave
in a malicious manner. In a multi-hop network like ad hoc,
sensor, and mesh networks, effective routing algorithms are
required to find high throughput path between source and
destination. All the distributed routing protocols for multi-
hop networks [20] assume that all the nodes are collaborative
and behave normally. However, due to the open medium, the
normal routing behavior can be attacked easily. A typical
threat model to the distributed routing is that the attackers
broadcast misleading routing messages.

We use an example to illustrate the attack. For a path,
𝑣1, 𝑣2, . . . , 𝑣𝑛, between the source S and destination D, we

TABLE I
SUMMARY OF MAIN NOTATIONS

Notations Descriptions

𝑆 Source node of a path
𝐷 Destination node of a path
𝑣𝑖 An intermediary node along a path
𝑊𝑠 The interval (in terms of number of packets)

between two consecutive PROBE packets
𝑛
𝑣𝑖
𝑣𝑖−1 Number of packets received by node 𝑣𝑖 from 𝑣𝑖−1

𝑃𝑑𝑡 Probability of distrust
𝜏𝑑 (𝜏𝑢) downstream (upstream) detection threshold
𝜏∗𝑑 (𝜏∗𝑢 ) Optimal downstream (upstream) threshold
𝑂

𝑣𝑖+1
𝑣𝑖 opinion of node 𝑣𝑖 to the upstream node 𝑣𝑖+1

𝑄𝑣𝑖
𝑣𝑖+1

opinion of node 𝑣𝑖+1 to the upstream node 𝑣𝑖
𝜅 Number of retransmission attempts by the

source node when a PROBE packet is lost
𝑃𝑒 Observed actual loss rate over a link
𝑝𝑜 Probability of Collision
𝑝𝑒 Wireless loss probability due to bad channel quality
𝑝𝑟 Estimated normal loss rate over a link due

to bad channel or collision
𝑝𝑎 Selective dropping rate due to the attacker
𝑝𝑙 Aggregate loss rate over a link under attack
𝑝𝑟 Estimated loss rate with protection margin
𝑅𝑏 Channel busyness ratio
𝑃𝐺 Probability of loss when the wireless channel is in good state
𝑃𝐵 Probability of loss when the wireless channel is in bad state
𝜋𝑔 (𝜋𝑏) Steady state probability of the

Markovian wireless channel in good (bad) state
𝑃𝐹𝐴 Probability of False Alarm
𝑃𝑀𝐷 Probability of Missed Detection
ℎ Number of hops in a path
𝐿𝑆
𝑎 Length of the message appended by Source

node 𝑆 in PROBE packet
𝐿𝑖
𝑎 Length of the message appeded by each hop 𝑖 in the path

𝐿𝑖
𝑎𝑐𝑘 Length of a PROBE ACK

𝐿𝑞 Length of a “querying” packet
𝐿𝑀
𝑎𝑐𝑘 Length of a link-layer ACK

𝐿𝑑 Length of a normal data packet

assume that node 𝑣2 is a compromised router that attracts
network traffic by advertising itself as having the high quality
path to the destination and then performs selective forwarding
attacks on the data passing through it. Suppose that source S
receives data from mesh client to forward to the destination
D. On receiving the request for data transmission, it will
check if it has an entry for node D in the routing table.
If no entry is found, it will broadcasts a ROUTE REQUEST

for that destination. Node 𝑣2 claims that it has a better path
to destination whenever it received ROUTE REQUEST packets
and sends the reply back to source. The destination or other
intermediate routers may send the reply if it has a fresh route
to destination. If node S receives the reply from a normal
behaving node before it gets the reply from the attacker,
everything works well. However, the ROUTE REPLY from 𝑣2
can reach node S first for any of the following two reasons.
(a) A malicious router may be near to the source router; (b)
A malicious router does not have to check the routing table
when sending false routing information. As a result, node S
will think that the Route Discovery Phase is complete, ignore
all other ROUTE REPLY packets and forwards data packets to
D via 𝑣2. Node 𝑣2 will form a selective forwarding attack in
the network by selectively dropping the subset of the packets
it receives. If 𝑣2 drops all the packets, the attack is known as
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black hole.
In this work, we focus on developing an algorithm that de-

fends against single and multiple selective dropping attackers
in WMN. Moreover, the developed CAD algorithm has the
side benefit to deal with some other attacks including limited
transmit power attack [2], on-off attack [12] and bad mouthing
attack [14].

C. Assumptions

Given a WMN statically deployed, we assume that an
accurate channel model for each link could be established
by measurement. We also assume that mesh routers have
no energy constraints and each mesh node is assigned a
pair of public/private keys by a trusted certification authority
(CA) [31]. Since the main objective of this work is to provide
an insight on the detection of gray-hole attackers in mesh
networks, we ignore the details of key distribution in a wireless
mesh network, which are available in the literature [31], [32].
For the message authentication used in the CAD design, we
adopt the elliptic curve digital signature algorithm (ECDSA)
with a 224-bit key (equivalent to the security level of RSA with
a 2048-bit key) [33]. Note that if a node is compromised, the
attacker will gain access to the stored keys in the victim node.
Hence, we argue that in addition to cryptographic solutions,
non-cryptographic solutions should be employed to achieve
complete security in a network. The CAD algorithm design
further takes the following assumptions:

∙ We assume that the majority of mesh routers are normal-
behaving. The mesh network is strongly connected; given
an attacker, there exists with high probability one or more
paths with normal-behaving source and destination nodes
passing the attacker. Thus, in CAD design, we always
consider a path with trustworthy source and destination
nodes. It is also assumed that the communication on every
link between the mesh nodes is bidirectional.

∙ We assume that the gateway is compromise resilient in
this work. Techniques addressing attacks to gateways
have been discussed in the literature [25].

∙ We consider that each mesh node has a buffer of infinite
size, and a packet can be dropped due to bad channel
quality, medium access collision, or presence of an at-
tacker.

∙ Since there may exist multiple routes from a source to a
destination, a source could receive several route replies
from a destination. We need the source node to cache
these routes to mitigate the overhead incurred during new
route discovery process.

∙ As mentioned before, since the main focus of this work is
to address the selective forwarding attacks, we assume the
system is free of the general attacks such as sybil attacks,
collision (or jamming) attacks or node replication attacks.
Techniques discussed in [26], [27], [28], [29] propose
solutions to defend against these attacks.

∙ In this paper, we only deal with the scenarios that the
attacking mesh nodes act alone, and the problem of
colluding nodes is out of the scope of this paper.

IV. THE CHANNEL-AWARE DETECTION ALGORITHM

In this section, we present the design and operation of the
channel-aware detection algorithm in detail. For a node 𝑣𝑖 in
a forwarding path, we refer to 𝑣𝑖−1 and 𝑣𝑖+1 as its upstream
(previous-hop) and downstream (next-hop) nodes, respectively.

A. Methodology

The basic principle of CAD is as follows. Each inter-
mediary node along a given path 𝑣𝑖 implements both the
downstream traffic monitoring, that is, observing the behavior
of its downstream node 𝑣𝑖+1 to determine whether the node
is misbehaving by dropping or tampering the data packets,
and the upstream traffic monitoring, that is, observing the
behavior of its upstream node 𝑣𝑖−1 by measuring the loss
rate over the link between 𝑣𝑖−1 and 𝑣𝑖, denoted as 𝑒𝑖−1,𝑖.
These observations by node 𝑣𝑖 are then compared against the
upstream/downstream detection thresholds to detect misbehav-
iors. The main advantages of the algorithm stem from two
facts: (i) Each node’s behavior in the path is observed by its
upstream and downstream neighbors; (ii) The thresholds are
dynamically adjusted with the normal loss rates to maintain
the detection accuracy when network status changes.

B. Design of CAD Algorithm

The essence of CAD is to identify intentional selective
dropping from normal channel losses. A normal packet loss
can occur due to bad channel quality or medium access
collision under the infinite buffer assumption. These two types
of loss events are independent and we will discuss how to
estimate the normal losses in Section V and how to com-
pute the optimal upstream/downstream detection thresholds in
Section VI. In this section, we present the CAD algorithm
based on given detection thresholds. An outline flowchart of
the CAD algorithm is shown in Fig. 1.

In CAD, each mesh node maintains a history of packet
count to measure the link loss rate. When a node receives a
packet from the upstream, it updates the packet count history
with the corresponding packet sequence number. We denote
the number of packets forwarded by source S to destination D
as 𝑊𝑠 and the number of packets received successfully by the
intermediate node 𝑣𝑖 from the upstream node 𝑣𝑖−1 as 𝑛𝑣𝑖𝑣𝑖−1

,
over a time window. When a router forwards a packet to the
downstream node, it performs two operations: (i) For each
packet relayed to the downstream, it buffers the link layer
acknowledgments;2 (ii) It also overhears downstream traffic
and determines whether the node forwarded or tampered3 the
packet. For instance, when node 𝑣𝑖−1 forwards a packet to 𝑣𝑖,
it maintains the acknowledgment returned by 𝑣𝑖 and overhears
whether 𝑣𝑖 tampered or forwarded the packet. Based on these

2These acknowledgments serve as a proof for the successful transmission
of the packet to the downstream node. Note that to avoid the fabrication of
the acknowledgment packets, the routers can attach a digital signature to the
acknowledgment packet.

3All nodes in the forwarding path except destination maintains a copy of
the recently forwarded packets and compares each overheard packet with the
stored one to see if there is a match. We believe that encryption of payload
or header of packets are not performed independently at each link (which can
be an expensive operation); and hence if a mismatch occurs, the upstream
node can easily identify the misbehaving downstream node.
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START

% X = Total number of packets forwarded to
destination over a time window , Set X = 0;
% k = retransmission attempts, set k =0;.
% Set next hop id of node as nid.

% Source Node initializes Ws, Opinion Os
nid

Initialize Os
nid = 0;

Is X = Ws ?

Send DATA packet to next
hop and X=X+1
Monitor Downstream Node
behavior to compute Pdt
and Pt

Ns= rand(num)% nonce to address
replay attacks

Set Os
nid= 1, if Pdt > d

Send PROBE Packet with the following

parameters (S,Ns,Ws,Os
nid,SIGN)

k =k+1 % Increment the
retransmission attempts
START_TIMER() % Time to receive the
ACK packet

Query the suspicious
nodes for ACK Proofs/
PROBE/PROBE ACK

New Route Discovery
Phase Initiated

PROBE ACK
Received from
Destination?

POSITIVE

NEGATIVE

k=Maximum
attempts? END OF CAD ALGORITHM

NOYES

Prepare the PROBE packet

Timer
Expired

NO

YES

NO YES

attackers present

attackers absent
and initialize
all parameters

Initialize all parameters

START

% Define maximum number of hops between source and destination as Hop_Max.
% Define id of each intermediary node as id;
% Define the id of previous hop and next hop as pid and nid respectively
% Define the number of packets received from previous hop as npidid

% Define the opinion and behavior parameter as Oidnid and Qidpid

% Reset  n, O, Q parameter to 0.

Hop_Count =0

PROBE or DATA
Packet ?

Received New Packet from Source

npidid++ % Update the
number of packets received
from previous hop
Hop_Count = Hop_Count+1
Forward Data Packet to
next hop();

Hop_Count < 
Hop_Max-1

Monitor Downstream Node
and compute Pdt and Pt

npidid++
Hop_Count = 0

Hop_Count < 
Hop_Max-1

Set Oidnid= 1,if Pdt > d (DOWNSTREAM)

Set Qidpid = 1, if Pe > u (UPSTREAM)

Send PROBE with the following
parameters
(id,npidid,Oidnid,Qidpid,SIGN)
Hop_Count ++

Set Qidpid = 1, if Pe > u,
{UPSTREAM MONITORING}
Retrieves ID of each hop and verify
MAC of each node.
Check Nonce in database to see
whether it is a replay attack or
not.
Based on O, Q parameters in PROBE,
prepares a suspicious list for
Source S.

DATA PROBE

END of detection phase

NO

YES

Initialize all parameters

YES

SOURCE NODE

INTERMEDIATE NODES
AND DESTINATION

Packet reached destination.
Packet reached
destination.

Based on above
list, Malicious
Nodes Present?

Send_PROBE
ACK(NEGATIVE)

Send_PROBE
ACK(POSITIVE)

NOYES

Packet reached
nexthop

and send MAC ACK
as proof

NO

Prepare
the DATA 
packet

Packet reached the first hop
following Source node (S)

Packet reached nexthop
and send MAC ACK as proof

Packet reached
Intermediate hop.

Fig. 1. An outline of CAD algorithm.
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observations, each node maintains a probability of distrust 𝑃𝑑𝑡
( or probability of trust 𝑃𝑡 = 1−𝑃𝑑𝑡) for its downstream node.
The probability of distrust maintained by a node regarding its
downstream node is computed as follows:

𝑃𝑑𝑡 =
𝑛𝑡 + 𝑛𝑑

𝑛𝑓
(1)

where 𝑛𝑡 and 𝑛𝑑 denote the number of packets tampered and
dropped by the downstream node, respectively; and 𝑛𝑓 denotes
the total number of packets delivered to the downstream node.

We introduce two types of packets known as the PROBE
packet and PROBE ACK packet for the detection of malicious
routers [22]. The source 𝑆 sends a PROBE packet after every
𝑊𝑠 data packets. A smaller value of 𝑊𝑠 represents more
frequent probing and thus more timely detection of the attack;
the cost is a higher bandwidth overhead due to the probing
traffic. On receiving the PROBE, each node in the path marks
the PROBE packet with its traffic monitoring information
parameters. This technique is known as packet marking [30].
Specifically, for each PROBE packet send to destination, the
source node attaches the number of packets transmitted to the
particular destination, i.e., 𝑊𝑠. When the PROBE packet is
passed along the path, each node 𝑣𝑖 attaches the number of
packets it received successfully from its upstream node 𝑣𝑖−1

(𝑛𝑣𝑖𝑣𝑖−1
) and also a mark of its opinion to the downstream

node 𝑣𝑖+1, denoted as 𝑂
𝑣𝑖+1
𝑣𝑖 . Let 𝜏𝑑 denote the downstream

detection threshold; such an opinion is set by comparing the
distrust probability 𝑃𝑑𝑡 to the threshold 𝜏𝑑 as

𝑂𝑣𝑖+1
𝑣𝑖 =

{
1 if 𝑃𝑑𝑡 > 𝜏𝑑; [misbehaving]
0 if 𝑃𝑑𝑡 ≤ 𝜏𝑑; [normal].

(2)

In addition, the downstream node 𝑣𝑖+1 will attach its opinion
to the upstream node 𝑣𝑖, denoted as 𝑄𝑣𝑖𝑣𝑖+1

. To obtain the
opinion to the upstream, the node 𝑣𝑖+1 needs to measure the
loss rate over the link 𝑒𝑖,𝑖+1 as

𝑃 𝑖,𝑖+1
𝑒 = 1− number of packets received by 𝑣𝑖+1 from 𝑣𝑖

number of packets received by 𝑣𝑖 from 𝑣𝑖−1

= 1− 𝑛
𝑣𝑖+1
𝑣𝑖

𝑛𝑣𝑖𝑣𝑖−1

. (3)

where, node 𝑣𝑖+1 computes 𝑃 𝑖,𝑖+1
𝑒 based on the information,

𝑛𝑣𝑖𝑣𝑖−1
, that each intermediary node (upstream node of 𝑣𝑖+1

i.e., 𝑣𝑖) attaches in the PROBE packet. The opinion to the
upstream is set by comparing the measured link loss rate to
the upstream detection threshold 𝜏𝑢 as

𝑄𝑣𝑖𝑣𝑖+1
=

{
1 if 𝑃 𝑖,𝑖+1

𝑒 > 𝜏𝑢; [misbehaving]
0 if 𝑃 𝑖,𝑖+1

𝑒 ≤ 𝜏𝑢; [normal]
(4)

As an example illustrating the PROBE packet, we consider a
simple 4-hop path S, 𝑣1, 𝑣2, 𝑣3,D. The messages carried by the
PROBE packet and observed at each hop are denoted as 𝑀1,
𝑀2, 𝑀3, and 𝑀4, respectively. The information carried by the
messages is as follows:

𝑆
𝑀1→ 𝑣1 : 𝑀1 = 𝑆∣∣𝑊𝑆 ∣∣𝜂𝑆 ∣∣𝑂𝑣1𝑆 ∣∣𝑆𝐼𝐺𝑁𝑆

𝑣1
𝑀2→ 𝑣2 : 𝑀2 = 𝑀1∣∣𝑣1∣∣𝑛𝑣1𝑆 ∣∣𝑂𝑣2𝑣1 , 𝑄𝑆𝑣1 ∣∣𝑆𝐼𝐺𝑁𝑣1

𝑣2
𝑀3→ 𝑣3 : 𝑀3 = 𝑀2∣∣𝑣2∣∣𝑛𝑣2𝑣1 ∣∣𝑂𝑣3𝑣2 , 𝑄𝑣1𝑣2 ∣∣𝑆𝐼𝐺𝑁𝑣2

𝑣3
𝑀4→ 𝐷 : 𝑀4 = 𝑀3∣∣𝑣3∣∣𝑛𝑣3𝑣2 ∣∣𝑄𝑣2𝑣3 ∣∣𝑆𝐼𝐺𝑁𝑣3

At each node, the message is attached with a 56-bytes
ECDSA signature generated with a 28-bytes (224-bits) key.
The ECDSA signature can protect the message from being
tampered. Moreover, in order to prevent the replay attack, each
source node further incorporates a nonce random number 𝜂𝑆
to generate the signature for the first message 𝑀1 attached
with a PROBE packet, and the corresponding destination node
stores the nonce number having been used.

When the destination (or gateway) receives the PROBE
message, it first retrieves the ID of the last hop node, say,
𝑣𝑛 and uses the corresponding public key to verify 𝑆𝐼𝐺𝑁𝑣𝑛 .
If 𝑆𝐼𝐺𝑁𝑣𝑛 is correct, it then retrieves the ID of the upstream
node of 𝑣𝑛−1 and verifies the 𝑆𝐼𝐺𝑁𝑣𝑛−1 . The destination
node continues this process until it verifies all the signatures
or it finds an incorrect signature. Once all the signatures are
verified, the destination node D builds a list of suspicious
nodes based on the downstream/upstream opinions, a kind of
reputation [23], marked by each node in the forwarding path.

C. Detection of Attacks

With the CAD design, the downstream and upstream opin-
ions regarding a node will be combined to detect attacks.
Regarding node 𝑣𝑖, there are four possible combination cases.

Case A: 𝑂𝑣𝑖𝑣𝑖−1
= 1 and 𝑄𝑣𝑖𝑣𝑖+1

= 1. This case indicates
the selective forwarding attack by node 𝑣𝑖. In this case,
the upstream node 𝑣𝑖−1 has overheard that 𝑣𝑖 dropped (or
tampered) the packets, and obtained a distrust probability
larger than the threshold 𝜏𝑑; the downstream node 𝑣𝑖+1 has
also observed that the link loss rate 𝑃𝑒 over the link 𝑒𝑖,𝑖+1

is greater than the threshold, 𝜏𝑢. Hence, both the downstream
opinion 𝑂

𝑣𝑖+1
𝑣𝑖 and upstream opinion 𝑄𝑣𝑖𝑣𝑖+1

are set to 1.
Case B: 𝑂𝑣𝑖𝑣𝑖−1

= 0 and 𝑄𝑣𝑖𝑣𝑖+1
= 1. This case can

indicate two attacks. (1) Limited transmit power attack by
𝑣𝑖: In this attack, node 𝑣𝑖 could limit its transmission power
such that the signal is strong enough to be overheard by
the upstream node 𝑣𝑖−1 but too weak to be received by the
downstream node 𝑣𝑖+1. The Watchdog scheme [2] relies on
downstream monitoring only and can not detect such kind of
attack, with the downstream opinion 𝑂𝑣𝑖𝑣𝑖−1

= 0 indicating
normal. Nevertheless, with the CAD method the downstream
node 𝑣𝑖+1 by upstream monitoring will observe the high loss
rate over link 𝑒𝑖,𝑖+1 and sets 𝑄𝑣𝑖𝑣𝑖+1

to indicate the abnormal
behavior of node 𝑣𝑖. (2) Bad mouthing attack by node 𝑣𝑖+1:
In this attack, the downstream node 𝑣𝑖+1 falsely accuses that
the loss rate over link 𝑒𝑖,𝑖+1 is greater than the threshold 𝜏𝑢
and sets 𝑄𝑣𝑖𝑣𝑖+1

= 1. The node 𝑣𝑖, if normally behaved in fact,
can use the recorded link-layer acknowledgment returned by
node 𝑣𝑖+1 as evidence to detect such a false accusation attack.

Case C. 𝑂𝑣𝑖𝑣𝑖−1
= 1 and 𝑄𝑣𝑖𝑣𝑖+1

= 0. This case indicates a
phony marking attack by node 𝑣𝑖. In this attack, node 𝑣𝑖 lies
about the number of packets it received from the upstream
node to cheat the downstream node. For example, suppose that
𝑣𝑖−1 forwarded 5 packets to 𝑣𝑖 and 𝑣𝑖 (being a malicious node)
dropped 2 packets. The packet count at intermediate nodes 𝑣𝑖
and 𝑣𝑖+1 will then be 𝑛𝑣𝑖𝑣𝑖−1

= 5 and 𝑛
𝑣𝑖+1
𝑣𝑖 = 3. However, if 𝑣𝑖

marks the PROBE packet with a counterfeited value of 3 for
𝑛𝑣𝑖𝑣𝑖−1

, node 𝑣𝑖+1 will observe the normal behavior and assigns
𝑄𝑣𝑖𝑣𝑖+1

= 0. Since the CAD method incorporate downstream
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monitoring, the upstream node 𝑣𝑖−1 can find the misbehavior
of node 𝑣𝑖. The link layer acknowledgments received by 𝑣𝑖−1

from 𝑣𝑖 can serve as evidence, when 𝑣𝑖 selectively dropped
the packets and counterfeit the marking 𝑛𝑣𝑖𝑣𝑖−1

.
Case D. 𝑂𝑣𝑖𝑣𝑖−1

= 0 and 𝑄𝑣𝑖𝑣𝑖+1
= 0. This case indicates

that node 𝑣𝑖 behaves normally.
In addition to the attacks mentioned above, the CAD

method can also effectively defend against the on-off attack
[12]. In this attack, the malicious node behaves well and
badly alternatively, hoping that it can remain unidentified
while causing damage to the network. With CAD, the source
periodically sends PROBE packets with a period of 𝑊𝑠. As
long as the attack in an on-duration causes abnormal behavior
in an observation window of length 𝑊𝑠, the attack could be
detected. Moreover, it is not difficult to see that the CAD
approach can effectively detect multiple independent attackers
along a path. An interesting issue we are going to consider
in our future work is that multiple attackers can collude with
each other, which is a further challenging scenario.

D. Actions with PROBE ACK

The CAD design requires the destination node D to send a
PROBE ACK message for every PROBE packet received from
the source node. The PROBE ACK message is also secured
with digital signature, similar to a PROBE message. Further,
the PROBE ACK message also includes the nonce random
number sent by the source node to ensure that attacker cannot
replay old communications. There are three possible cases
regarding the PROBE ACK; in different cases, the source node
S will take different actions correspondingly.

Negative PROBE ACK. If the PROBE ACK message re-
turned to source S includes a list of suspicious router(s) based
on CAD, we term that the destination node return a negative
PROBE ACK to the source node. When S receives the negative
PROBE ACK message, it will query the suspicious routers for
the proof of link layer acknowledgments. If a router is detected
as misbehaving, source may use another path in route cache to
forward the remaining data packets and informs the network
to evict the misbehaving node. The details of node eviction is
out of the scope of paper.

Positive PROBE ACK. If no suspicious nodes are listed in
the PROBE ACK message, we term that the destination node
return a positive PROBE ACK to the source node. The source
node just continues the normal data transmission upon the
positive PROBE ACK.

PROBE ACK Timeout. The source may not receive a reply
from the destination within a timeout interval, due to two
possible reasons: (a) The PROBE packet is dropped by the
malicious router or due to normal loss events, and hence D will
not be triggered to return any PROBE ACK; (b) The PROBE
ACK packet returned by D is dropped by the malicious router
or due to normal loss events along the reverse path. To tackle
these situations, we propose two actions: (i) Every router
buffers the PROBE and PROBE ACK packets. (ii) The source
node retransmits the PROBE for 𝜅 times. After 𝜅 attempts, if S
still can not receive a reply from D, it will initiate a hop by hop
query for the PROBE and PROBE ACK packets and implement
attack detection based on CAD. For example, if it turns out

that node 𝑣𝑖 did not receive the PROBE packet, which implies
that node 𝑣𝑖−1 did not forward the packet, the upstream and
downstream neighbors of 𝑣𝑖−1 can then be queried for their
opinion parameters. If misbehavior is detected, the source
node will perform the same operation as listed in the negative
ACK case.

V. ESTIMATION OF NORMAL LOSSES

In this section, we discuss how to estimate the normal loss
rate due to channel quality or medium access collision.

A. Loss due to Channel Quality

We estimate the loss due to wireless channel quality, termed
as wireless loss probability, by modeling the underlying time
varying wireless channel as a two-state Markov model [34],
[35]. The two-state Markov model has two states, 𝐺 and 𝐵,
which represents the good and bad states respectively. In the
good states, losses occur with a probability of 𝑃𝐺, while in
the bad state they happen with a probability of 𝑃𝐵; 𝑃𝐺 < 𝑃𝐵 .
The transition probabilities of the model are defined by 𝑃𝑏𝑔
from transition from state 𝐵 to 𝐺 and 𝑃𝑔𝑏 vise versa. The
wireless loss probability, 𝑝𝑒, of the Markov channel is given
as

𝑝𝑒 = 𝑃𝐺𝜋𝐺 + 𝑃𝐵𝜋𝐵 (5)

where 𝜋𝐺 and 𝜋𝐵 are the steady state probabilities and can be
computed as 𝜋𝐺 =

𝑃𝑏𝑔

𝑃𝑏𝑔+𝑃𝑔𝑏
and 𝜋𝐵 =

𝑃𝑔𝑏

𝑃𝑏𝑔+𝑃𝑔𝑏
, respectively.

Since a wireless mesh network is normally deployed statically
for long time, we assume that the channel parameters 𝑃𝑏𝑔 ,
𝑃𝑔𝑏, 𝑃𝐺, and 𝑃𝐵 can be accurately estimated by observing
historical data. The technical details of how to estimate the
channel parameters can be referred to [34].

B. Loss due to MAC Layer Collisions

We consider the wireless mesh network is based on the
popular IEEE 802.11 distributed coordinate function (DCF)
MAC protocol [36], which takes a carrier sense multiple
access with collision avoidance (CSMA/CA) mechanism. In
the MAC layer, a packet may be lost due to MAC layer
collisions, when multiple transmissions happen in the same
slot. The packet collision probability for a given transmission,
denoted as 𝑝𝑜, can be estimated by measuring the channel
busyness ratio, denoted as 𝑅𝑏. The channel busyness ratio
is defined as the proportion of time that the channel is in
the status of successful transmission or collision. It is very
convenient for a node to monitor the channel busyness ratio as
a CSMA-based MAC protocol works on physical and virtual
carrier sensing mechanisms. For a given observation window,
the channel idling time can be easily computed by tracing the
backoff counter values, the leftover part within the observation
window is the channel busy time.

We adopt the widely-used virtual slot model [37], [38] to
analyze the MAC layer loss. Consider that the total number
of nodes competing the channel is 𝑛. Let 𝑝𝑡 denote the
probability that a node transmits in a certain time slot. For the
MAC channel at steady state, the probabilities for observing
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an idle, successful, and colliding slot (denoted as 𝑝𝑖, 𝑝𝑠, and
𝑝𝑐, respectively) can be expressed as

⎧⎨
⎩
𝑝𝑖 = (1− 𝑝𝑡)

𝑛

𝑝𝑠 = 𝑛𝑝𝑡(1− 𝑝𝑡)
𝑛−1

𝑝𝑐 = 1− 𝑝𝑖 − 𝑝𝑠.

(6)

The channel busyness ratio can then be computed as

𝑅𝑏 = 1− 𝑝𝑖𝜎

𝑝𝑖𝜎 + 𝑝𝑠𝑇𝑠 + 𝑝𝑐𝑇𝑐
(7)

where 𝜎, 𝑇𝑠, and 𝑇𝑐 denote the idle slot length, the duration of
a successful transmission, and the duration of a collision, re-
spectively, which can be determined from the 802.11 standard
[37].

The packet collision probability 𝑝𝑜 is the probability that
one node encounters collisions when it transmits, which is
linked to the probability 𝑝𝑡 as

𝑝𝑜 = 1− (1− 𝑝𝑡)
𝑛−1. (8)

Using the relationship of (8) in (6), we can express 𝑝𝑖, 𝑝𝑠,
and 𝑝𝑐 as functions of 𝑝𝑜. Further applying 𝑝𝑖(𝑝𝑜), 𝑝𝑠(𝑝𝑜),
and 𝑝𝑐(𝑝𝑜) into (7), the channel busyness ratio 𝑅𝑏 can then
be written as a function of 𝑝𝑜. If the value of 𝑅𝑏 is obtained
by channel monitoring, the packet collision probability can
then be computed based on its relationship to 𝑅𝑏. Note that
in order to estimate the packet collision probability 𝑝𝑜, it is
also required to know the number of nodes competing channel
with or the number of interfering node to a tagged node (i.e.,
n-1). Since the wireless mesh network has a static topology,
the number of interfering node to each node can be obtained
based on the network topology and the interference range of
the wireless network card.

C. Normal Loss Rate

Considering both the effects of bad channel quality and
medium access collisions, the aggregate normal loss rate can
be expressed as follows:

𝑝𝑟 = 𝑝𝑒 + 𝑝𝑜 − 𝑝𝑒𝑝𝑜 ≈ 𝑝𝑒 + 𝑝𝑜

It is worth noting that the MAC layer may incorporate
retransmission schemes [37], [38] to improve the successful
delivery rate of a packet. In our context, we focus on the
loss rate regarding each transmission. We would like to
emphasize that the estimated normal loss probability 𝑝𝑟 has
a local meaning, which is computed by each node locally by
monitoring the physical-layer channel quality and MAC-layer
channel collision.

VI. CONFIGURATION OF OPTIMAL THRESHOLDS

In this section, we discuss how to compute the optimal
upstream/downstream thresholds (𝜏∗𝑢 /𝜏

∗
𝑑 ) that minimize the

sum of false alarm and missed detection probabilities in
upstream/downstream monitoring.

A. Probability of False Alarm

A false alarm occurs when the detection scheme gives an
alarm but no threat exists in fact. In CAD, attack detection
is based on the combination of downstream and upstream
monitoring. The downstream/upstream monitoring opinions
are configured by comparing the monitored loss rates with
the downstream/upstream detection thresholds. Due to the
randomness nature, even without selective forwarding attack,
a burst of normal loss events in certain situations may lead to
the false alarm.

Downstream Monitoring False Alarm. With CAD, along
a given path an upstream node (say, 𝑣𝑖−1) overhears its
downstream’s transmission to determine whether the node is
behaving properly or not. However, the node 𝑣𝑖−1 has no way
to detect whether a loss is due to attack or normal events.
Any loss event will increase the distrust probability. Suppose
that 𝑣𝑖−1 successfully forwarded 𝑁 packets to its downstream
node 𝑣𝑖. When there is no attack, the downstream monitoring
threshold 𝜏𝑑 allows 𝑁𝜏𝑑 normal loss events in the 𝑁 packets
without incurring a false alarm. Assume that the normal loss
events are independent. The downstream monitoring false
alarm probability, denoted as 𝑃 𝑑𝐹𝐴, can be computed as:

𝑃 𝑑𝐹𝐴 =

𝑁∑
𝑖=𝑁𝜏𝑑+1

(
𝑁

𝑖

)
𝑝𝑖𝑟(1 − 𝑝𝑟)

(𝑁−𝑖)

= 1−
𝑖=𝑁𝜏𝑑∑
𝑖=0

(
𝑁

𝑖

)
𝑝𝑖𝑟(1 − 𝑝𝑟)

(𝑁−𝑖)

≈ 1− 1√
2𝜋

∫ 𝑁𝜏𝑑−𝑁𝑝𝑟+1/2√
𝑁𝑝𝑟(1−𝑝𝑟)

0−𝑁𝑝𝑟−1/2√
𝑁𝑝𝑟(1−𝑝𝑟)

𝑒
−𝑦2

2 𝑑𝑦. (9)

The third step of (9) is due to the fact that the binomial distri-
bution can be well approximated by the Gaussian distribution,
when 𝑁 is large [39].

Upstream Monitoring False Alarm. With CAD, a down-
stream node (say, 𝑣𝑖+1) also monitors the behavior of the
upstream node, i.e., measuring the loss rate over the link
𝑒𝑖,𝑖+1. The upstream monitoring face the same problem as
downstream monitoring that the intentional dropping and
normal loss rates can not be discriminated. Suppose that node
𝑣𝑖+1 knows from the PROBE packet that 𝑛𝑣𝑖𝑣𝑖−1

= 𝑁 ′. When
there is no attack, the upstream monitoring threshold 𝜏𝑢 allows
𝑁 ′𝜏𝑢 normal loss events in the 𝑁 ′ packets without incurring a
false alarm. Assuming independent loss events, the upstream
monitoring false alarm probability, denoted as 𝑃𝑢𝐹𝐴, can be
computed as

𝑃𝑢𝐹𝐴 =

𝑁 ′∑
𝑖=𝑁 ′𝜏𝑢+1

(
𝑁 ′

𝑖

)
𝑝𝑖𝑟(1− 𝑝𝑟)

(𝑁 ′−𝑖)

= 1−
𝑖=𝑁 ′𝜏𝑢∑
𝑖=0

(
𝑁 ′

𝑖

)
𝑝𝑖𝑟(1 − 𝑝𝑟)

(𝑁 ′−𝑖)

≈ 1− 1√
2𝜋

∫ 𝑁′𝜏𝑢−𝑁′𝑝𝑟+1/2√
𝑁′𝑝𝑟(1−𝑝𝑟)

0−𝑁′𝑝𝑟−1/2√
𝑁′𝑝𝑟(1−𝑝𝑟)

𝑒
−𝑦2

2 𝑑𝑦 (10)

with Gaussian approximation applied.
CAD False Alarm. In CAD, a mesh node 𝑣𝑖 is listed

as suspicious if any of the following conditions occur: (a)
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𝑂𝑣𝑖𝑣𝑖−1
= 1; (b) 𝑄𝑣𝑖𝑣𝑖+1

= 1; and (c) 𝑂𝑣𝑖𝑣𝑖−1
= 1, 𝑄𝑣𝑖𝑣𝑖+1

= 1.
Based on the upstream/downstream false alarm probability, the
aggregate CAD false alarm probability is

𝑃𝐹𝐴 = 𝑃 𝑑𝐹𝐴 + 𝑃𝑢𝐹𝐴 − 𝑃𝑢𝐹𝐴𝑃
𝑑
𝐹𝐴 (11)

B. Missed Detection Probability

A false clear or missed detection occurs when the detection
scheme does not give an alarm but a threat exists. Let 𝑝𝑎
denote the selective dropping rate; the aggregate loss rate over
a link under attack will be

𝑝𝑙 = 𝑝𝑟 + 𝑝𝑎. (12)

Given the downstream/upstream detection thresholds 𝜏𝑑/𝜏𝑢,
the downstream monitoring missed detection probability can
be computed as

𝑃 𝑑𝑀𝐷 =

𝑖=𝑁𝜏𝑑∑
𝑖=0

(
𝑁

𝑖

)
𝑝𝑖𝑙(1 − 𝑝𝑙)

(𝑁−𝑖)

≈ 1√
2𝜋

∫ 𝑁𝜏𝑑−𝑁𝑝𝑙+1/2√
𝑁𝑝𝑙(1−𝑝𝑙)

0−𝑁𝑝𝑙−1/2√
𝑁𝑝𝑙(1−𝑝𝑙)

𝑒
−𝑦2

2 𝑑𝑦, (13)

and the upstream monitoring missed detection probability can
be computed as

𝑃𝑢𝑀𝐷 =

𝑖=𝑁 ′𝜏𝑢∑
𝑖=0

(
𝑁 ′

𝑖

)
𝑝𝑖𝑙(1− 𝑝𝑙)

(𝑁 ′−𝑖)

≈ 1√
2𝜋

∫ 𝑁′𝜏𝑢−𝑁′𝑝𝑙+1/2√
𝑁′𝑝𝑙(1−𝑝𝑙)

0−𝑁′𝑝𝑙−1/2√
𝑁′𝑝𝑙(1−𝑝𝑙)

𝑒
−𝑦2

2 𝑑𝑦. (14)

With CAD, a selective dropping attacker will be detected when
either the downstream or the upstream monitoring opinion
is set as 1, so a missed detection can happen only when
both upstream and downstream monitoring observed loss rates
are below the thresholds. Thus, the CAD missed detection
probability is

𝑃𝑀𝐷 = 𝑃 𝑑𝑀𝐷 × 𝑃𝑢𝑀𝐷. (15)

C. Optimal detection thresholds

Based on the above discussions, it can be seen that the
false alarm probability decreases with an increasing threshold,
while the missed detection probability increases. In fact, the
summation of the false alarm and missed detection probabil-
ities is a convex function of the thresholds 𝜏𝑑 and 𝜏𝑢. Fig. 2
illustrates the convex function versus thresholds 𝜏𝑑 and 𝜏𝑢.
With the convexity, the optimal thresholds, 𝜏∗𝑑 and 𝜏∗𝑢 , can
be computed by minimizing the summation of the false alarm
and missed detection probabilities according to

𝑑

𝑑𝜏𝑑
(𝑃𝐹𝐴 + 𝑃𝑀𝐷)∣𝜏𝑑=𝜏∗𝑑 = 0 (16)

𝑑

𝑑𝜏𝑢
(𝑃𝐹𝐴 + 𝑃𝑀𝐷)∣𝜏𝑢=𝜏∗𝑢 = 0 (17)

With the Gaussian approximation results indicated in (9), (10),
(13), and (14), the differentiation in (16) and (17) can be
computed by applying Leibniz’s integral rule [40] and then
to derive the optimal thresholds.
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by the arrows) due to the convexity, with 𝑝𝑎 = 10%.

The analysis shows that the optimal detection thresholds
equal the normal loss rate 𝑝𝑟, which is intuitively under-
standable. Fig. 3 illustrates the optimal threshold 𝜏∗𝑢 for cases
𝑝𝑟 = 0.2 and 0.3, with 𝑝𝑎 = 0.1. However, just using the
normal loss rate as detection thresholds will lead to high false
alarm rate in practice. The reason for such high sensitivity
is that the monitoring threshold is based on history data; if
the estimated normal loss rate is set as detection threshold,
any extra fluctuation of the normal loss events in the coming
observation window will trigger a false alarm. The false alarm
will then trigger unnecessary re-routing option, resulting in
wasted resource usage.

A common practice to alleviate the false alarm due to
sensitivity is to set the threshold with a margin by applying the
exponential weighted moving average (EWMA) [41]. Since
we assume that the stochastic parameters of the wireless chan-
nel is available by history measurement, the online estimation
is of importance to the packet collision probability 𝑝𝑜 here. Let
𝑝𝑜(𝑖) denote the estimated packet collision probability in the
𝑖th observation window (referring to Section V-B). The mean
value and standard deviation of the estimated 𝑝𝑜, denoted as



1670 IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 9, NO. 5, MAY 2010

𝑝𝑜 and 𝜎𝑝𝑜 , can be computed by EWMA as

𝑝𝑜(𝑖+ 1) = 𝛼𝑝𝑜(𝑖) + (1− 𝛼)𝑝𝑜(𝑖), 𝑘 = 1, 2, ⋅ ⋅ ⋅ (18)

𝜎𝑝𝑜(𝑖+ 1) = 𝛽𝜎𝑝𝑜(𝑖) + (1− 𝛽)∣𝑝𝑜(𝑖)− 𝑝𝑜(𝑖)∣, 𝑘 = 1, 2, ⋅ ⋅ ⋅
(19)

where 𝛼, 𝛽 ∈ [0, 1]. We pick the values as 𝛼 = 1/8 and
𝛽 = 1/4 according to those used in transmission control
protocol (TCP) for estimating the round-trip time (RTT) [41].
Regarding the wireless loss probability over the two-state
Markov channel, we can have

𝑝𝑒 = 𝑃𝐵𝜋𝐵 + 𝑃𝐺𝜋𝐺 (20)

𝜎𝑝𝑒 = ∣𝑃𝐵 − 𝑝𝑒∣𝜋𝐵 + ∣𝑃𝐺 − 𝑝𝑒∣𝜋𝐺. (21)

For attack detection at each observation window, the esti-
mated normal loss rate 𝑝𝑟 will then be set with a protection
margin as

𝑝𝑟 = (𝑝𝑜 + 𝑝𝑒) + 𝑘(𝜎𝑝𝑜 + 𝜎𝑝𝑒 ) (22)

A good heuristic margin is at 𝑘 = [3, 4] according to the
suggestions in [41]. The normal loss rate estimation 𝑝𝑟 is
further used to compute the optimal thresholds to avoid
unnecessary false alarms. Note that the protection margin will
not impact the missed detection performance much, because
a non-trivial selective forwarding attack normally leads to
monitored loss rates significantly larger than the detection
thresholds. The effect of protection margin will be demon-
strated in the performance evaluation part.

VII. PERFORMANCE EVALUATION

A. Simulation Model

We use the Berkeley’s Network Simulator NS2 (v2.29) [42]
for simulations; the simulator includes wireless extensions
made by the CMU Monarch project. The proposed algorithm
CAD is incorporated with the AODV [43] implementation
of NS2. We would like to emphasize that the CAD imple-
mentation is independent of the underlying routing protocols,
although the AODV protocol is adopted in our experiments.
Given a path determined by the routing protocol, the CAD
messages for “probing” and “querying” routers will be com-
municated along the path to detect possible attacks; upon a
positive detection of adversaries, the CAD will then trigger the
underlying routing protocol to activate a new route discovery
process.

The simulation area consists of a square grid of 36 mesh
routers located in 1000 meter by 1000 meter. We place
stationary sources and destinations on the opposite sides of
the grid with multiple forwarding paths between them. A
random number generator is employed to randomly locate
the malicious nodes in the paths of source and destination
pairs. Albeit each malicious node can attack independently
(i.e., different selective dropping rates), for the simplicity of
presentation we assign same dropping probability for all the
attackers. Each source node initiates an user datagram protocol
(UDP)/constant bit rate (CBR) traffic flow to its intended
destination. Simulations were performed for a duration of
200 seconds, and each data point in the result graphs is an
average of 10 runs. We use a value of two for the PROBE

TABLE II
WIRELESS LOSS PROBABILITY OVER MARKOVIAN CHANNEL, 𝑃𝐺 = 0

AND 𝑃𝐵 = 1

Wireless loss Probability 𝑝𝑒 𝑃𝑔𝑏 𝑃𝑏𝑔

0 0 1
0.1 0.11 0.99
0.12 0.13 0.953
0.18 0.19 0.866
0.2 0.22 0.88

retransmission attempts (𝜅 = 2), when a PROBE packet
is not received within a timeout interval. We configure the
retransmission time of PROBE packet according to the average
packet RTT, which is configured as 1000ms in our simulations,
as suggested by references [44], [45] and our experiments.

The physical layer and the IEEE 802.11 MAC layer we
use are included in the CMU wireless extensions to NS2.
We use the default values of IEEE 802.11 (see [37], [38])
in all our simulations. The transmission range of each node
is approximately 250m. The two-state Markov model has
been used to model the wireless errors. Table II indicates the
transition probabilities of the model used in the simulation.
For simplicity, we set the probabilities 𝑃𝐺 and 𝑃𝐵 to 0 and
1 respectively. In practice, the channel models for different
links normally take different configurations. Referring to Sec-
tion IV, it can be seen that the CAD design can seamlessly
work with heterogeneous link models. In this section, we
assume all the links have the same channel model for the
convenience of performance illustration.

We study the performance of CAD for the following cases.
First, we examine the adaption of the downstream and up-
stream thresholds with the dynamic network load. We vary
the packet arrival rate of CBR flows to generate different
network load. Second, we examine the potential of CAD in
identifying the misbehaving nodes by filtering out the normal
channel losses. We also investigate the performance of CAD
in the absence of any normal losses. Moreover, we study the
sensitivity of PROBE packets interval (𝑊𝑠) on the performance
of CAD. Finally, we compare the performance of CAD with
existing schemes such as BSMR and Watchdog (WD).

B. Simulation Results

In the simulation results presented in this section, the curves
labeled as “MAL” refer to malicious nodes and the curves
labeled as “CAD”, “BSMR” and “WD” respectively indicate
the proposed and existing dropping detection schemes. We
define “no detection” as the scenario where no detection
algorithm is employed. We evaluate the performance using
the following metrics:

(a) Packet Delivery Ratio (PDR): PDR is computed as
the percentage of transmitted data packets that are actually
received by the destination.

(b) Overhead: The overhead is calculated as the ratio of
CAD-related transmissions (including PROBE, PROBE ACK,
and querying for link-layer acknowledgments upon negative
PROBE ACK) in terms of bytes to data transmissions [2].
Along a path, a packet being forwarded across ℎ hops would
be counted as ℎ transmissions. Note that each CAD-related
transmission is secured with a ECDSA signature of 56 bytes
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to protect the messages from being tampered. For convenience
of presentation, we compute the average overhead amortized
to each node, denoted as 𝑉 . Consider a typical path with ℎ
hopes. Assume there are 𝑚 attackers uniformly distributed
between the source and destination nodes, so the average
distance between an attacker and the source node is ℎ−1

2 . The
average overhead 𝑉 along a path with 𝑚 attackers can then
be computed as

𝐸[𝑉 ∣a path with 𝑚 attackers] =

ℎ𝐿𝑆𝑎 +
∑ℎ−1
𝑖=1 (ℎ− 𝑖)𝐿𝑖𝑎 + ℎ𝐿𝑃𝑎𝑐𝑘

ℎ𝑊𝑠𝐿𝑑

+
𝑚(ℎ−1)

2

[
𝐿𝑞 +𝑊𝑠(1− 𝑝𝑎 − 𝑝𝑟)𝐿

𝑀
𝑎𝑐𝑘

]
ℎ𝑊𝑠𝐿𝑑

(23)

where 𝐿𝑆𝑎 represents the length of the message appended by
source node 𝑆 in the PROBE packet, 𝐿𝑖𝑎 the length of the
message appended by hop-𝑖 (𝑖 = 1, ⋅ ⋅ ⋅ , ℎ − 1) node, 𝐿𝑃𝑎𝑐𝑘
the length of a PROBE ACK, 𝐿𝑞 the length of a “querying”
packet, 𝐿𝑀𝑎𝑐𝑘 the length of a link-layer ACK, and 𝐿𝑑 the
length of a normal data packet. Specifically, the denominator
and numerator of (23) represent the total amount of data
transmissions and CAD overhead transmissions, respectively,
in terms of bytes along a path during a probing interval. In
our CAD design, all the 𝐿𝑖𝑎 have the same length denoted as
𝐿𝑎, so the overhead in (23) can be simplified as

𝐸[𝑉 ∣a path with 𝑚 attackers] =

𝐿𝑆𝑎 +
ℎ−1
2 𝐿𝑎 + 𝐿𝑃𝑎𝑐𝑘 +

𝑚(ℎ−1)
2ℎ

[
𝐿𝑞 +𝑊𝑠(1− 𝑝𝑎 − 𝑝𝑟)𝐿

𝑀
𝑎𝑐𝑘

]
𝑊𝑠𝐿𝑑

(24)

Given a path without attackers, the overhead can be reduced
to

𝐸[𝑉 ∣a path with no attackers] =

ℎ𝐿𝑆𝑎 +
∑ℎ−1
𝑖=1 (ℎ− 𝑖)𝐿𝑖𝑎 + ℎ𝐿𝑃𝑎𝑐𝑘

ℎ𝑊𝑠𝐿𝑑

=
𝐿𝑆𝑎 +

ℎ−1
2 𝐿𝑎 + 𝐿𝑃𝑎𝑐𝑘
𝑊𝑠𝐿𝑑

(25)

In our CAD algorithm, the specific configurations are 𝐿𝑆𝑎 = 82
bytes, 𝐿𝑎 = 58 bytes, 𝐿𝑃𝑎𝑐𝑘 = 81 bytes, 𝐿𝑞 = 29 bytes and
𝐿𝑀𝑎𝑐𝑘 = 44 bytes.

1) Optimal Thresholds with Dynamic Channel Status:
Fig. 4 depicts the adaption of the threshold with the vary-
ing network load. We can make the following observations.
First, as the load increases, the channel collision probability
increases with the channel busyness ratio, 𝑅𝑏. Second, since
the threshold 𝜏𝑑 is designed to take into account the normal
loss events, we can see an increase in threshold with the
probability of collisions. Third, the graph also depicts the 𝑃𝑑𝑡
parameter estimated by the upstream node in the presence
of an attacker (10% gray-hole attack). In Fig. 5, we make
the similar observations. As the network load varies, we see
that the upstream threshold 𝜏𝑢 increases with the estimated
normal loss rate, 𝑝𝑟. The graph also indicates the loss rate
(𝑃𝑒) observed by the downstream node in the presence of 10%
dropping attacker. In Fig. 4 and 5, we can clearly see that
the misbehavior observed by the upstream and downstream
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Fig. 4. Optimal thresholds with dynamic channel status: traffic monitoring
and downstream detection threshold regarding the network load, with 𝑝𝑒 = 0
and 𝑝𝑎 = 10%.
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Fig. 5. Optimal thresholds with dynamic channel status: traffic monitoring
and upstream detection threshold regarding the network load, with 𝑝𝑒 = 0.12
and 𝑝𝑎 = 10%.

nodes exceeded the protection margin of the thresholds 𝜏𝑑
and 𝜏𝑢 even in the presence of normal losses. Hence, CAD
can effectively identify the attackers in the presence of normal
channel losses.

2) Performance of CAD: In this part, we show the per-
formance of CAD in the presence of attackers and normal
channel losses. We also highlight the effect of PROBE packets
interval in terms of overhead and PDR.

Sensitivity on PROBE packet interval. In this scenario,
we study the impact of interval (𝑊𝑠) of PROBE packets on
the performance of CAD. In Fig. 6, we present the PDR
vs 𝑊𝑠 curves for CAD in four scenarios with the selective
dropping rate 𝑝𝑎 set as 10%, 20%, 30%, and 50%, respectively.
The curves demonstrate that CAD performed better at smaller
intervals (at 𝑊𝑠 = 10 and 10% dropping, PDR = 97%) as
opposed to scenario where PROBE packets are sent at larger
intervals (at 𝑊𝑠 = 50 and 10% dropping, PDR = 89%). The
reason that accounts for high PDR is that when a PROBE
packet is sent within smaller intervals an attacker, if present,
will be detected earlier and hence less number of packets will
be lost due to malicious behavior.

In Fig. 7, we examine the tradeoff between the overhead and
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Fig. 6. Sensitivity on PROBE packet interval: performance of CAD in terms
of PDR regarding PROBE packet interval 𝑊𝑠. Here, we consider “single”
attacker (MAL=ON) in the path between source and destination.

the PROBE interval 𝑊𝑠 by presenting the CAD performance
with selective dropping rates set as 10% and 50%. We compare
the overhead under cases with attackers and without attackers,
and the CAD overhead is computed according to (24) and
(25) respectively. For the former case, we randomly place
one attacker between the source and destination nodes (i.e.,
𝑚 = 1) along each path. The average number of hops of a
path in our simulation topology is ℎ = 6. Moreover, we also
evaluate the overhead regarding the normal data packet size
with two specific scenarios 𝐿𝑑 = 64 and 𝐿𝑑 = 1024 bytes,
respectively. In Fig. 7, we can have the following observations.
(a) Smaller probing interval 𝑊𝑠 will lead to larger overhead,
due to the more frequent CAD-related transmission. (b) CAD
has a larger overhead with attackers present compared to the
case without attackers. The reason is that the source node need
to use extra messages to query the intermediate nodes for the
link-layer acknowledgment proofs. (c) The normal data size
has an obvious impact on the overhead. Since the amount
of CAD transmission is fixed every 𝑊𝑠 data packets, a larger
data packet size implies a smaller overhead ratio regarding the
normal data transmission. In practice, a preferred configuration
is to use relative large data packet size for small overhead
and small probing interval for high packet delivery ratio. (d)
The overhead theoretically increases with the number of hops,
mainly through the item ℎ−1

2 𝐿𝑎. However, in our CAD design,
𝐿𝑎 takes a value of 58 bytes, which constrains the overhead
to a low level in practical application. For example, even for
an impractically large network with average hops ℎ = 20,
the overhead (with a normal data packet size of 1024 bytes)
is 0.091 and 0.03 for 𝑊𝑠 = 10 and 50 respectively in the
presence of 10% dropping attacker. It is noteworthy that all the
four aspects of observations can be mathematically explained
by equations (24) and (25).

Detection with normal losses absent. In Fig. 8, we
evaluate the PDR as a function of different selective dropping
rates. In order to highlight the impact of selective dropping
attack, we control the normal loss rates as small as possible:
the channel quality is assumed perfect and the traffic load
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Fig. 7. Sensitivity on PROBE packet interval: performance of CAD in
terms of transmission overhead regarding PROBE packet interval 𝑊𝑠. Here,
we consider “single” attacker (𝑝𝑎 = 10% and 𝑝𝑎 = 50%) and “no” attacker
scenario (MAL=OFF) in the path between source and destination. The average
number of hops between source and destination is ℎ = 6.

is controlled low so that the channel collision probability is
small. The curves in Fig. 8 illustrate the performance of CAD
in the presence and absence of attacker(s), where we can have
four observations. First, the PDR is degraded in the presence
of an attacker (87% in the case of 10% dropping and 49% in
case of 50% dropping). Second, after using CAD, the PDR
is improved (97% in the case of 10% dropping and 92% in
case of 50% dropping) because CAD detects the attacker and
forwards the traffic to the destination through a different path.
Third, the maximum PDR achieved using the CAD is less
than the ideal case (98%), where no routers exhibit malicious
behavior. The reason behind this is that some packets are
already lost before CAD detects the attacker. Finally, Fig.8
shows the PDR in the presence of multiple independent
attackers. In this scenario, we randomly choose 15% of the
routers as selective dropping attackers in the forwarding paths
between source and destination pairs. We make the following
observations. In the case where “no detection” algorithm is
employed, we see a significant degradation in the PDR (when
𝑝𝑎 = 10%, PDR = 72% and PDR=12% when 𝑝𝑎= 50%).
However, after using CAD, the PDR is improved to 87% in
the case of 10% dropping and 66% in case of 50% dropping.

Detection with normal losses present. In this
case, we study how CAD performs in the presence
of both attacker(s) and normal loss events. We
simulate the two-state Markovian model ((𝑃𝑔𝑏, 𝑃𝑏𝑔) =
(0, 1), (0.11, 0.99), (0.13, 0.953), (0.19, 0.866), (0.22, 0.88))
in this experiment. We make the following observations
from Fig.9: (a) The increased channel loss rate does cause
more packet loss and hence the maximum PDR achieved
(0.8 in case of 𝑝𝑟 = 0.2) is less than the ideal case (98%
in Fig.8); (b) The PDR is degraded in the presence of 10%
(PDR = 0.69, 𝑝𝑟 = 0.2) and 20% (PDR = 0.56, 𝑝𝑟 = 0.2)
selective dropping attacker when “no detection” algorithm
is employed; (c) After using CAD, the PDR is improved
(0.78 in the case of 10% dropping and 0.74 in the case of
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20% dropping) because unlike prior works, CAD takes the
loss rate of the channel into consideration while setting the
detection thresholds (𝜏𝑑, 𝜏𝑢). Hence, we can conclude that
the increased channel loss rate will not prevent CAD from
the detection of selective dropping attackers.

3) Comparison with Other Approaches: In this part, we
compare CAD with the existing schemes Watchdog and
BSMR.

CAD vs WD. In this scenario, we investigate the impact
of the limited transmit power attack [2] on the performance
of CAD and WD. The transmit power attack rate denoted as
TP is the number of packets lost due to this attack out of
the number of packets successfully received by attacker. It
is known that a straightforward application of WD under the
limited transmit power attack is not efficient [2]. As shown
in Fig. 10, the PDR under Watchdog is obviously smaller
(0.87 for TP = 0.1) than that under CAD (0.97 for TP =
0.1), when the attacker performs a transmit power attack.
The reason for enhanced performance in CAD is that it
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Fig. 10. CAD vs Watchdog (WD): performance of CAD compared to the
Watchdog technique, with 𝑊𝑠 = 10. Here we consider the presence of “single
attacker” in the path between source and destination.
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technique (static thresholds 𝛿 = 10%,Δ = 20%), with 𝑊𝑠 = 10. Here
we consider the presence of “single attacker” in the path between source and
destination.

employs both traffic overhearing and channel loss observation
to detect an attacker. Therefore, when an attacker performs
this attack, CAD can detect it because the loss rate observed
by the downstream node exceeds the detection threshold 𝜏𝑢.
Hence, we can conclude that both upstream and downstream
monitoring is necessary for accurately detecting the attackers.

CAD vs BSMR. In this case, we study the impact of
detection thresholds on the performance of CAD and BSMR.
From Fig.11, we make two observations. First, the PDR of
BSMR is degraded (0.86 for 10% dropping) as compared
to CAD (0.97 for 10% dropping) in the presence of 10%
and 20% dropping attackers. The reason behind this is unlike
CAD, BSMR employs static thresholds that are independent
of normal channel losses which inturn prevented BSMR in
detecting the 10% and 20% dropping misbehaviors. Hence,
we argue that a channel-aware threshold is necessary for the
accurate detection of attackers. Second, in the presence of
50% dropping attackers, CAD and BSMR performed better
and the PDR is increased to 92% when compared to a case
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where “no detection” scheme is employed (49% in the case
of 50% dropping).

VIII. CONCLUSION AND FUTURE WORK

In this paper, we proposed an effective algorithm to de-
tect and locate the selective forwarding attackers in WMNs.
The particular challenging scenario we consider is that the
intentional selective dropping may be interleaved with nor-
mal loss events due to wireless channel quality or medium
access collisions. The proposed channel aware detection algo-
rithm utilizes the methodologies of channel estimation and
upstream/downstream traffic monitoring to discriminate the
selective dropping attack from the estimated normal loss
rates. We demonstrate how to compute the false alarm and
missed detection probabilities for the CAD algorithm, and
further derive the optimal detection thresholds to minimize the
summation of the the false alarm and missed detection prob-
abilities. Our simulation results show that with the presence
of normal losses, CAD can detect the attackers efficiently and
thereby increased the packet delivery ratio of the network. In
this work, we assume that the system is free from collision or
jamming attacks; we observe that when an attacker introduce
noise to simulate a noisy channel, it indeed affects the sensing
process which inturn leads to inaccurate threshold. In future,
we plan to address these attacks and then extend CAD to deal
with such attacks. For future work, we also plan to have more
in-depth investigation of the scenario where multiple malicious
nodes act in collusion.
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