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Abstract—Interference temperature is a measure of how well
a radio operating with a particular protocol and modulation
scheme can tolerate interference in its spectrum space. We
consider this tolerance metric for the IEEE 802.11 protocolfor
wireless networking. In experiments with off-the-shelf devices
in the laboratory, we characterize the tolerance of the protocol
to interference at various frequencies and power levels. Using
the results of the experiment, we compute the interference
temperature limit that the system will tolerate. We find that
the interference temperature limit of the devices is much lower
than the upper bound predicted by theory. The interference
temperature limit of the protocols is not proportional to th e data
capacity, hence factors in the physical implementation play an
important role in the robustness of the channel.

I. I NTRODUCTION

Many different communication applications and protocols
share the unlicensed ISM band. A short list of examples
includes: cordless phones, which utilize a narrow-band fre-
quency modulation; Bluetooth, which utilizes a frequency hop-
ping spread spectrum modulation; Microwave ovens, which
generate broadband impulsive signals; and the well studied
IEEE 802.11 wireless networking protocol. The later protocol
has several variants including a low data rate QPSK modula-
tion (the “b” variant), and a high data rate OFDM modulation
scheme (the “g”variant). All of these operate in the same
spectrum space: the unlicensed ISM band. In order to predict
how well these disparate systems will inter-operate in the same
spectrum space, it would be useful to understand to what
degree each system is susceptible to noise and interference
in the general case [2].

The study of interference tolerance of a particular wireless
system is useful to know in terms of predicting the reliability
of the communication channel and evaluating the quality of
devices intended to operate under a particular protocol. Itis
also useful to understand the tolerance of all systems that share
the same spectrum space so that new entrants to the crowded
spectrum field can adapt to the environment to optimize the
performance of its protocol and to avoid interfering with
other, fixed wireless systems. Defining a useful metric for
interference tolerance would aid the adoption of cognitive
radio. One proposed metric is the interference temperature, TI ,
that establishes a floor beneath which new users and protocols
could be added to the spectrum space without degrading the
legacy fixed channel radio systems [3].

The 2.4 GHz ISM band provides a good case study to
consider the interoperability of disparate wireless systems
in the same spectrum space. Although none of these com-
munication systems reviewed was designed to accommodate
the others, our experience in the Wireless Networks and
Communications Research Center (WiNCOM) at the Illinois
Institute of Technology is that they tend to work well together.
An engineer must configure a wireless network and other
devices in an elaborate scenario to force the wireless network
to fail. The robustness of the system is perhaps the result ofthe
fault tolerance designed into the wireless protocol, whichhas
such features as error correction and collision avoidance [4].
These features also mean that it is immune to other systems
that are transient in time, like Bluetooth and microwave ovens,
and uncorrelated noise sources, like cordless phones [5].

In order to predict the behavior of the wireless protocol
in the presence of interference, we have undertaken a simple
experiment. A wireless network link is established betweena
client device and an access point. In between these, a narrow-
band radiator is introduced at a specific frequency and constant
power. This “tone jammer” is introduced in the bandwidth
of the wireless channel. At several frequency points within
the channel, the power of the radiator is increased until the
client device disassociates from the access point. The power
level at which the failure of the communication channel occurs
provides a metric of the noise tolerance of the wireless device.
This procedure is similar to that followed by others [6]. From
this, we can compute the interference temperature limit to set
boundaries for the operation of cognitive radios.

The paper is organized in the following manner: In Section
II we review the concept of cognitive radios and the need for
a consistent metric like the interference temperature limit to
manage their operation. In Section III we review some of the
features of the IEEE 802.11 wireless protocol that will impact
the interference tolerance. In Section IV we review concepts
of information theory that will allow us to set a theoretical
upper bound on the interference temperature limit for the IEEE
802.11 protocol. In Section V we present the methods and
results of our experiment to evaluate the interference tolerance
of off-the-shelf (OTS) devices. In Sections VI we conclude
with some remarks regarding applications of this work for
interference tolerant cognitive radios.



II. I NTERFERENCETEMPERATURE ANDCOGNITIVE

RADIOS

One definition for cognitive radio is [3]:
Cognitive radio is an intelligent wireless communi-
cation system that is aware of its surrounding envi-
ronment (i.e. outside world), and uses the methodol-
ogy of understanding-by-building to learn from the
environment and adapt its internal states to statistical
variations in the incoming RF stimuli by making
corresponding changes in certain operating param-
eters (e.g. transmit-power, carrier frequency, and
modulation strategy) in real-time, with two primary
objectives in mind:

• highly reliable communications whenever and
wherever needed;

• efficient utilization of the radio spectrum.
To be both highly reliable and efficient in spectrum usage,

cognitive radio systems must be aware of other radio channels
that may interfere with its receivers. It must also be cognizant
of the vulnerabilities of other radio systems to allow for
maximum usage of the shared spectrum. To allow for the inter-
operability of different radio users in the same spectrum space,
interference temperature has been proposed as a new metric
to limit the power and bandwidth available to new systems
without degrading existing wireless systems [1].

The interference temperature derives from the receiver per-
formance metric of the equivalent noise temperature

Tr =
N

Wk
, (1)

where k is Boltzmann’s constant,N is the noise power in
the receiver circuit, andW is the receiver bandwidth. This
provides a measure of the noise in the receiver and is a useful
measure of the quality of the receiver. In designing radio re-
ceivers, engineers seek to minimize the receiver temperature in
order to detect signals at the lowest possible power levels,thus
improving the system range and signal fidelity. On the other
hand, engineers design radio receivers with the knowledge that
receiver quality comes at a cost and that there is a maximally
tolerable noise level beyond which little is gained. Interference
temperature is offered as a limit on the amount of interference
that can be introduced into the receiver without degrading the
channel,

Ti =
I

Wk
, (2)

whereI is the interference power. Contrary to the dictates of
minimizing receiver temperature, an engineer would want to
maximize the interference temperature limit of the receiver to
tolerate the highest interference levels possible.

With a knowledge of the maximum tolerable interference
temperature, cognitive radios can inter-operate with other radio
systems in a reliable and efficient manner.

III. PROTOCOL FEATURES IMPACTING INTERFERENCE

TOLERANCE

The IEEE 802.11 protocol is well engineered with fault
tolerance built in. On the transmitter side, there is a spectrum

mask requirement intended to filter out noise from adjacent
channels. On the receiver side, there is a matched filter which
removes interference that may be present in the ISM band.
The system incorporates a spread spectrum modulation scheme
with a coding gain that reduces the impact of noise in the
communication channel. The receiver also has a specification
for carrier detection and clear channel assessment. This is
used for collision avoidance, but may also be important in
inter-operability with other transient interference sources, like
Bluetooth devices and microwave ovens. The clear channel
assessment functions as a “listen-before-talking” feature which
prevents the radio from transmitting while the spectrum is
occupied. At the network level, the protocol uses error cor-
rection and transaction control to assure integrity of the data.
Such acknowledgments and repeated transmission cycles can
negatively impact the actual data rates by trading off capacity
for reliability, but the data quality is assured.

A. Transmit Spectrum Mask

Section 15.4.7.4 of the IEEE 802.11 specification dictates
the amount of energy that a transmitter may leak into the adja-
cent channels. The “chipping rate” of the base-band encoded
signal is 11 MHz. That means that the sampling rate is 11
MS/s and the base-band signal has an effective bandwidth of
11 MHz. A spectral mask is applied to the transmitted signal to
limit the effective radio frequency energy to within 11 MHz of
the carrier wave and suppressing side-lobes by -30 dBr below
the peak signal power [4].

Because the signal energy is contained within this spectrum
mask, the receiver can filter signals outside of this effective
22 MHz band. Any interference more than 11 MHz from the
center frequency should have minimal impact on the channel.

A simple method to realize the spectrum mask is with the
raised cosine filter which has the transfer function,

V (f) =
τsinc2fτ

1 − (2fτ)2
, (3)

whereτ is the sampling period, the inverse of the chipping
rate,1/τ=11 MHz [10].

B. Clear Channel Assessment

Section 15.4.8.4 of the IEEE 802.11 specification describes
the clear channel assessment (CCA) required to determine
when the channel is free for transmission. Three modes of
operation are defined in the IEEE 802.11 specification.

The three modes move from least interference tolerant to
the most tolerant. The first mode allows that any detected
interference, above an energy threshold, will prevent a CCA
and restrict the device from accessing the channel. InMode 2,
the CCA will prevent transmission if another direct sequence
spread spectrum (DSSS) signal can be detected in the presence
of some competing interference. In the third mode, other
interferers within the protocol and outside of the protocolcan
be ignored if they are judged to have no interference on the
channel. It is hoped that the chip designers would incorporate
Mode 3 into their designs to maximize the performance and



the interference tolerance of their devices, but vendors rarely
publish the implementation specifics.

C. Data Rate and Coding Gain

The specification has several variants, the principal dif-
ference being the data rate. New variants have been added
with increased data rates. The base variant operates a DSSS
scheme with a fixed data rates of either 1 or 2 Mbps using
a Barker code chipping sequence. The “b” variant specifies
a complementary code keying (CCK) scheme with fixed data
rate of either 5.5 or 11 Mbps data rates. The higher data rate
is most often seen in practice. The “g” variant specifies an
orthogonal frequency domain multiplexing (OFDM) scheme
with variable data rates up to 54 Mbps. It would be expected
that the higher data rate protocol would exhibit greater vul-
nerability to interference. The probability of error for a QPSK
system subjected to a tone jammer is known in [11] and is
approximated as

Pb = Q

(

√

P

I

W

R

)

, (4)

whereP/I is the signal-to-interference ratio (SIR), andW/R
is the bandwidth-to-data-rate ratio, or the coding gain. A large
argument for the functionQ results in a small probability of
error; hence, a large SIR results in a small probability of
error. On the other hand, a low coding gain, results in an
increased probability of error. A sufficiently large error rate
would compromise the digital channel.

IV. T HEORETICAL L IMITS

The tolerance of the IEEE 802.11 protocol to interference
can be evaluated analytically. The wireless channel can be
viewed as a communication channel subject to some noise
source. The noise will cause a distortion of the signal that will
degrade the quality of the received signal. This will inhibit
the signal detection and symbol estimation functions of the
receiver. In the general case, Shannon’s theorem proscribes a
maximum limit on channel capacity given a Gaussian noise
source [12]. As a corollary to Shannon’s theorem, we can
determine the worst case signal-to-noise (SNR) ratio that
a channel can sustain, and still maintain a desired channel
capacity.

Shannon’s Theorem is given by:

C ≤ W log2(1 +
S

I
). (5)

By applying some algebra one can determine the upper bound
on the noise that the channel can sustain give a desired
capacity C, a minimal signal strengthS, and the channel
bandwidthW , that is,

I ≥
S

(2(C/W ) − 1
. (6)

The factor in the denominator of (6) is the noise figure that the
protocol can sustain based solely on the loading factor(C/W ).
The numerator is the signal strength in the channel. In wireless

systems,S would be represented by the minimum receiver
sensitivity, the minimum signal strength that the receivercan
reliably detect. From the specification, we know that the
minimum receiver sensitivity is -80 dBm. From that, we can
compute the upper bound on the noise limit and approximate
the interference temperature.

The theoretical bounds of the interference temperature are
tabulated in Table II (together with the experimental results
that will addresses in the next section.) The assumptions
are that the channel bandwidthW is 20 MHz (as specified
in the protocol), the minimum receiverS sensitivity is -80
dBm (from the protocol), and the data rates are variable.
Theoretically, the lowest data rate protocol can sustain the
most interference, and has the highest interference temperature
limit.

V. EXPERIMENTAL RESULTS

Our experimental test bed is as follows: we set up a wireless
local area network (WLAN) with a laptop computer and an
access point. The separation of the devices was approximately
five meters. Between the laptop computer and the access
point, one meter from the laptop, an interference source was
introduced using an RF signal generator. This signal generator
could be controlled to vary the frequency and power of the
interfering tone. The experimental method was as follows:

1) Set up the laptop and access point in associated network
mode.

2) Set the access point to Channel 6 (2.437 GHz), data rate
2 Mbps.

3) Set the signal generator to start at a frequency -15 MHz
below the channel center frequency.

4) Set the signal generator power to -80 dBm.
5) Wait sixty seconds for the system to stabilize. If the

connection failed, record the power level and frequency
as tolerance limits, increase the interference frequency
by one MHz. If the frequency is not greater than the
center frequency, repeat Step 4. If the connection is
sustained, increase the power by 1 dBm and repeat Step
5 until it fails.

After the experiment was finished for the base 802.11 pro-
tocol at 2 Mbps and the operational envelope was established,
the experiment was then repeated for the “b” protocol at 11
Mbps, and the higher data rate “g” protocol at 54 Mbps.

There are many factors that will affect the characterization
of the tolerance envelope. The interference power is measured
not at the device under test, the laptop computer, but rather
at a nearby spectrum analyzer with its own separate antenna
to sense the signal and the interfering field. Hence, power
measurements approximate the power realized in the device
under test. It would be ideal to test the receiver tolerance of the
device under test alone; however, in this test case, the access
point and laptop form a communication pair and it is difficult
to differentiate which device failed. We can only conclude that
the link between the two devices failed. The parameters of the
room in which the experiment took place may exhibit some
frequency power fading in the bandwidth in question, so it is



TABLE I
DEVICES EMPLOYED IN THE EXPERIMENT

Laptop Dell Inspiron Model 600m, Intel(R)
PRO/Wireless 2200BG chip-set.

Access Point Linksys model WAP55AG.

Signal Generator Hewlett Packard HP8556A RF Signal Gen-
erator

Transceiver Down East Microwave 2304-144
Mixer/Transceiver

Antenna Kent Electronics, 900-2600 MHz, Log Peri-
odic Array

difficult to make general conclusions given the specific spatial
arrangement of the experiment. Other outside interferencewas
minimized to the extent possible in our low noise facility.

Because of the limitations listed, it is difficult to make
general statements about the interference tolerance and the
interference temperature of the IEEE 802.11 protocol from
one set of laptop/access point pairs in the multitude of vendors
combinations, but this provides an interesting first step. The
devices utilized in this experiment are cataloged in Table I.

The graph of the interference tolerance of the three IEEE
802.11 (2.4GHz) variants is plotted in Figure 1. It shows
the SIR at a particular interference frequency that resulted in
failure of the channel as the interference is swept across the
bandwidth of the radio channel. A high point on the curve
indicates frequencies where the particular protocol variant is
most susceptible to the narrow band interference source. All
the protocols have a higher tolerance for noise the farther
away the interference frequency deviates from the channel
center frequency. This is to be expected if we assume that
the receiver incorporates a bandpass filter similar to the raised
cosine filter mentioned previously. Also, all the variants had a
high tolerance for noise at the center frequency. This is duethe
fact that the protocol requires -15 dB of carrier suppression
which explains the accommodation for noise at the carrier
frequency.

The theory predicts that the noise tolerance is inversely
proportional to the channel capacity, but this did not bear
out in the experiments. Both the “g” variant at 54 Mbps,
and the “b” variant at 11 Mbps have similar interference
tolerance characteristics, with the “b” variant only marginally
better then the higher data rate “g” variant (the theory predicts
that because the coding gain of “b” is 5 times higher, the
noise tolerance should be 7 dB higher). The base variant at 2
Mbps was the most susceptible to the interference (it required
a higher SIR.) Since this is so much worse than the other
variants, we can only infer that the electronics were optimized
for the higher data rates to the detriment of the lower data
rates. Thus, contrary to popular wisdom, these devices are
best operated at the higher data rates for the best quality of
service.

To compute the interference temperature limit for each of
the different protocol variants, we determine the worst case
SIR that resulted in the channel failure. With this figure we

can compute the maximum tolerable interference power level
relative to the minimum specified receiver sensitivity. With the
highest tolerable interference power (I = −80dBm−SIRmax)
we can compute the interference temperature as stated in (2).
These figures are tabulated for both of the protocol variantsin
Table II. Counter to our intuition, the “g” protocol has a higher
measured interference temperature then either the “b” or the
base protocols and thus can sustain higher interference levels.
The numbers are also significantly lower then the theoretical
upper bound, indicating that the channels are more sensitive
to the interference than the theory would predict.

Why are the measured temperatures so much lower than
then theoretical upper bounds? The receiver implementation
incorporates real world components which may include lossy
devices, may have poor synchronization, or may have their
own high receiver temperature (these are inexpensive off
the shelf components). Obviously, there are more important
limiting factors to the quality of the receiver than the datarate
of the channel.

VI. CONCLUSIONS

Returning to our discussion of the interference temperature
metric as a tool for cognitive radio: A cognitive radio monitors
its environment and makes some decision about what is the
most reliable and efficient manner to operate a communication
channel. In this example, if a cognitive radio is limited to op-
erating in the unlicensed ISM band, it can detect the presence
of IEEE 802.11 networks and make an accommodation for
them. A radio can detect IEEE transceivers talking to each
other, estimate their distance based on the received signal
strength indication, and can then transmit at a level that will
not interfere with the channel at the determined distance.
Alternatively, if one were to operate an IEEE 802.11 channel
in the presence of noise, one would select a channel that had
the lowest noise, and adjust the transmit power in order to
accommodate the presence of the noise.

In estimating the tolerance of devices to interference, theo-
retical bounds based on the protocol specification are a poor
guide. The factors that most affect the tolerance of the devices
are most likely peculiar to the implementation choices of the
engineers rather than the dictates of the specification. We have
shown the measured tolerance to noise is much lower than
we could have predicted theoretically. It would be a mistake
for cognitive radios to make theoretical assumptions about
the noise tolerance of radio channels without more specific
knowledge of the devices in question.

We have presented the calculation of the interference tem-
perature of the IEEE 802.11 protocol with the caveat that this
is a preliminary study of a single device pair. An empirical
study of interference temperature would require many more
combinations of OTS devices. It may be more fruitful to study
the specification and the FCC regulations of the ISM band to
determine what are the opportunities for cognitive radios in
the unlicensed band.

In future work in the Wireless Interference Laboratory, we
will consider other devices and protocols. Our focus will
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Fig. 1. Interference Tolerance of the IEEE 802.11 variants.The horizontal axis is the interference frequency offset from the center frequency of the channel.
The vertical axis is the signal to interference ratio (SIR) that resulted in channel failure when the interference source was a tone at the frequency overlaying
the bandwidth of the IEEE 802.11 signal. The top curve (with the worst susceptibility) is the base protocol transmittingat 2 Mbps. The “b” and “g” protocol
variants exhibit better interference tolerance.

IEEE 802.11 Protocol Worst CaseSIR (dB) InterferenceI (dBm) InterferenceI (watts) Interference Tempera-
ture TI measured (K)

Interference Tempera-
ture TI upper bound
(K)

base (2 Mbps) 26 -106 2.5 × 10−14 91 5.1 × 105

“b” (11 Mbps) 22 -102 6.3 × 10−14 230 7.8 × 104

“g” (54 Mbps) 20 -100 1.0 × 10−13 360 6.2 × 103

TABLE II
INTERFERENCETEMPERATUREMEASUREMENTS FOR THEIEEE 802.11WIRELESS PROTOCOL VARIANTS

continue on the ISM band which provides a fertile incubator
for new inter-operative radio systems.
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Fig. 2. A spectrum graph of a tone jammer interference overlaid on a IEEE 802.11G channel. The tone jammer corresponds to the carrier frequency and
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